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THE COMMITTEE’S INVESTIGATION INTO 
COUNTERFEIT ELECTRONIC PARTS IN THE 
DEPARTMENT OF DEFENSE SUPPLY CHAIN 


TUESDAY, NOVEMBER 8, 2011 

U.S. Senate, 

Committee on Armed Services, 

Washington, DC. 

The committee met, pursuant to notice, at 9:34 a.m. in room SD- 
G50, Dirksen Senate Office Building, Senator Carl Levin (chair- 
man) presiding. 

Committee members present: Senators Levin, Udall, Hagan, 
Manchin, McCain, Inhofe, Chambliss, Brown, Ayotte, and Collins. 

Committee staff members present: Richard D. DeBobes, staff di- 
rector; and Leah C. Brewer, nominations and hearings clerk. 

Majority staff members present: Joseph M. Bryan, professional 
staff member; Ilona R. Cohen, counsel; Ozge Guzelsu, counsel; 
Richard W. Fieldhouse, professional staff member; and Peter K. Le- 
vine, general counsel. 

Minority staff members present: David M. Morriss, minority staff 
director; Daniel A. Lerner, professional staff member; and Bryan D. 
Parker, minority investigative counsel. 

Staff assistants present: Kathleen A. Kulenkampff, Brian F. 
Sebold, and Bradley S. Watson. 

Committee members’ assistants present: Casey Howard, assist- 
ant to Senator Udall; Roger Pena, assistant to Senator Hagan; Jo- 
anne McLaughlin, assistant to Senator Manchin; Jordan Baugh, 
assistant to Senator Gillibrand; Charles Prosch, assistant to Sen- 
ator Brown; Brad Bowman and John Easton, assistants to Senator 
Ayotte; and Ryan Kaldahl, assistant to Senator Collins. 

OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN 

Chairman Levin. Good morning, everybody. Today’s hearing is a 
product of the Armed Services Committee’s ongoing investigation 
into counterfeit electronic parts in the Department of Defense’s 
(DOD) supply chain. We will probably hold at least one additional 
hearing to discuss what the Department is doing to keep counter- 
feit electronic parts out of defense systems. 

We have three panels of witnesses today, so I expect that the 
hearing may continue into the afternoon, and I also expect that we 
will break for lunch. This will all be determined by how long these 
first two panels take. We also have a vote scheduled, I understand, 
for 12:15 which also could affect that decision. 

( 1 ) 
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I want to thank Senator McCain for his efforts in this investiga- 
tion. I want to thank our staffs, the investigative staffs, for their 
very, very hard work. 

The systems that we rely on for national security and the protec- 
tion of our military men and women depend on the performance 
and reliability of small, highly sophisticated electronic components. 
Our fighter pilots rely on night vision systems enabled by transis- 
tors the size of paper clips to identify targets. Our troops depend 
on radios and Global Positioning Systems (GPS) devices and the 
microelectronics that make them work to stay in contact with their 
units and to get advance warning of threats that may be just 
around the next corner. The failure of a single electronic part could 
leave a soldier, sailor, airman, or marine vulnerable at the worst 
possible time. A flood of counterfeit electronic parts has made it a 
lot harder to have confidence that will not happen. 

In some industries, the term “counterfeit” suggests an unauthor- 
ized fake, a knock-off of an original product. The definition of 
“counterfeit” as it relates to electronic parts, which has been en- 
dorsed by DOD and defense contractors alike, includes both fakes 
and previously used parts that are made to look new and are sold 
as new. 

In March of this year, we announced an Armed Services Com- 
mittee investigation into counterfeit parts in the DOD supply 
chain. During the course of the committee’s investigation, virtually 
every one of the dozens of people our investigators have spoken 
with, from defense contractors to semiconductor manufacturers, to 
electronic component brokers — every one of them has pointed to 
China, specifically the City of Shenzhen in Guangdong Province as 
the primary source of counterfeit electronic parts. 

While this hearing is focused mainly on the national security im- 
plications of counterfeit electronic parts, the rampant theft of U.S. 
Intellectual Property by Chinese counterfeiters also severely im- 
pacts our economic security. According to the Semiconductor Indus- 
try Association (SIA), U.S. semiconductor manufacturers employ 
nearly 200,000 American workers. Counterfeiting puts those jobs at 
risk and robs us of American jobs yet to be created. The SIA esti- 
mates that counterfeiting costs U.S. semiconductor manufacturers 
$7.5 billion a year in lost revenue and costs U.S. workers nearly 
11,000 jobs. 

This spring, we attempted to send Armed Services Committee 
staff to mainland China to get a firsthand look at the counter- 
feiting industry. I wrote the Chinese Ambassador to the United 
States informing him that the trip was part of the committee’s offi- 
cial duties. Shortly after my letter, an official at the Chinese em- 
bassy told committee staff that if the results of the investigation 
were not positive, it could be “damaging to the U.S.-China relation- 
ship.” That is exactly backwards. What is damaging to U.S.-China 
relations is China’s refusal to act against brazen counterfeiting 
that is openly carried out in China. 

In June, we sent our staff to Hong Kong where a visa is not re- 
quired and the staff again sought entry into mainland China. But 
appeals on our behalf through our most senior diplomats in Hong 
Kong and Beijing fell on deaf ears and our staff was refused entry. 
That refusal only highlights the Chinese Government’s total lack of 
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transparency and their unwillingness to act to stem the tide of dan- 
gerous counterfeits produced in China that are swamping the mar- 
ket. 

Looking at just a slice of the defense contracting universe, com- 
mittee staff asked a number of large defense contractors and some 
of their testing companies to identify cases in which they had found 
suspected counterfeit parts over a 2-year period. They reported 
1,800 cases covering a total of 1 million individual parts. Of those 
1,800 cases, we selected about 100 to track backwards through the 
supply chain. So where did the trails ultimately lead? The over- 
whelming majority, more than 70 percent, led to China, and with 
few exceptions, the rest came from known resale points for parts 
that came from China. 

Counterfeit parts from China all too often end up in critical de- 
fense systems in the United States. China must shut down the 
counterfeiters that operate with impunity in their country. If China 
will not act promptly, then we should treat all electronic parts from 
China as suspect counterfeits. That would mean requiring inspec- 
tions at our ports of all shipments of Chinese electronic parts to en- 
sure that they are legitimate. The cost of these inspections would 
be borne by shippers, as is the case with other types of border in- 
spections. 

I want to describe now how these counterfeits are made and why 
they are so dangerous. 

Much of the material used to make counterfeit electronic parts 
is electronic waste, e-waste, shipped from the United States and 
the rest of the world to China. E-waste is shipped into Chinese cit- 
ies like Shantou in Guangdong Province where it is disassembled 
by hand, sometimes washed in dirty river water, and dried on city 
sidewalks. Once they have been washed, parts may be sanded 
down to remove the existing part number and other marks on the 
part that indicate its quality or performance. In a process known 
as “black topping,” the tops of the parts may be recoated to hide 
sanding marks. State-of-the-art printing equipment is used to put 
false markings on the parts showing them to be new or of higher 
quality, faster speed, or able to withstand more extreme tempera- 
tures than those for which they were originally manufactured. 
When the process is complete, the parts are made to look brand 
new to the naked eye. Once they have been through the counter- 
feiting process, the parts are packaged and shipped to Shenzhen or 
other cities to be sold in the markets or to be sold on the Internet. 

One of our witnesses today has described to the committee, 
“whole factories set up in China just for counterfeiting” and coun- 
terfeit electronic parts are sold openly from shops in Chinese mar- 
kets. 

This morning, we will hear from Richard Hillman of the U.S. 
Government Accountability Office (GAO), about just how pervasive 
the presence of China-based counterfeiters is online. Mr. Hillman 
will share the preliminary results of the investigative work that we 
asked him to undertake. GAO’s stunning results not only point di- 
rectly to China as the source of the counterfeiting problem, they 
show just how far the counterfeiters are willing to go for money. 
GAO investigators went out to buy electronic parts that go into de- 
fense systems and found that not only would companies supply 



4 


counterfeit parts when the GAO sought legitimate parts, suppliers 
also sold GAO investigators, acting undercover, parts that had non- 
existent part numbers, part numbers that were made up from 
whole cloth by committee staff. All of those sellers that sent those 
parts with nonexistent numbers were in China. 

Now, I am going to go through very quickly a presentation of 
how one of these counterfeit parts made its way through the de- 
fense supply chain. The SH-60B is a Navy helicopter that conducts 
anti-submarine and anti-surface warfare surveillance and targeting 
support. The SH-60B deploys on Navy cruisers, destroyers, and 
frigates and has a forward-looking infrared (FLIR) system, which 
provides night vision capability. The FLIR also contains a laser 
used for targeting the SH-60B’s Hellfire missiles. 

On September 8, 2011, the Raytheon Company sent a letter to 
the U.S. Naval Supply Systems Command alerting the Navy that 
electronic parts suspected to be counterfeit had been installed on 
three electromagnetic interference filters installed on FLIR units 
delivered by Raytheon. Raytheon only became aware of the suspect 
counterfeit, by the way, after being alerted by our committee’s in- 
vestigation. According to the Navy, the failure of an electro- 
magnetic interference filter could cause the FLIR to fail. The Navy 
also told the committee that an SH-60B could not conduct surface 
warfare missions involving Hellfire missiles without a reliable, 
functioning FLIR. One of the FLIRs was sent to the USS Gridley 
in the Pacific fleet. 

So how did a suspect counterfeit part end up in a night vision 
and targeting system intended for a Navy helicopter in the Pacific 
fleet? These filters were sold to Raytheon by a company called 
Texas Spectrum Electronics. This is the map we are showing you 
about the path of these counterfeit parts. That is a defense subcon- 
tractor in Texas. Those three FLIRs contain transistors that Texas 
Spectrum bought in 2010 from a company called Technology Con- 
servation Group (TCG). TCG, it turns out, is both an electronics re- 
cycling company and an electronics distributor. The transistors at 
issue were mixed in among 72 pounds of miscellaneous excess in- 
ventory that a Massachusetts company called Thomson Broadcast 
sent to TCG as, “e-scrap.” According to TCG, the parts arrived in 
what appeared to be the original packaging. So TCG sold the tran- 
sistors as new and unused parts. 

Now, where did Thompson Broadcasting get the parts? They 
bought them from a company called E-Warehouse in California, 
and E-Warehouse? They bought them from Pivotal Electronics, an 
electronics distributor in the UK. We asked Pivotal where they 
bought them and their answer was Huajie Electronics Limited in 
Shenzhen, China. 

The C-27J is a military aircraft used for tactical support and to 
support combat operations. The U.S. Air Force has ordered 38 C- 
27Js, 11 of which have been delivered. Two C-27Js are currently 
deployed now in Afghanistan. The C-27J is equipped with display 
units that provide the pilot with information on the health of the 
airplane, including engine status, fuel use, location, and warning 
messages. The display units are manufactured by L-3 Display Sys- 
tems, a division of L-3 Communications, and they are manufac- 
tured for Alenia Aeronautica. Alenia is a subcontractor to L-3 Inte- 
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grated Systems, another division of L-3 Communications and the 
military’s prime contractor for the C-27J. 

In November 2010, after a part failed on a fielded aircraft, and 
in internal testing L-3 Display Systems discovered that a memory 
chip used on its display unit was counterfeit. L-3 Display Systems 
had already installed the parts on more than 500 of its display 
units, including those intended for the C-27J, as well as the Air 
Force’s C-130J and C-17 aircraft and the CH-46 used by the Ma- 
rines. Failure of the memory chip could cause a display unit to 
show a degraded image, lose data, or even go blank altogether. But 
L-3 Integrated Systems, the prime contractor to the Air Force, did 
not notify its customer, the Air Force, that the C-27Js were af- 
fected by the part until September 2011, nearly a year after it had 
been discovered. 

Where did these counterfeit chips come from? The supply chain 
is somewhat shorter in this case, but it started off in the same 
place. L-3 Display Systems bought the parts from Global IC Trad- 
ing Group, an electronics distributor in California, which in turn 
bought the chips from Hong Dark Electronic Trade, a company in 
Shenzhen, China. 

That is not the end of it. In total the committee discovered that 
Hong Dark supplied more than 28,000 electronic parts to divisions 
within L-3 Communications, and at least 14,000 of those parts 
have already been identified as suspect counterfeit. Neither the 
committee nor L-3 Communications knows whether the remaining 
14,000 parts are authentic, and the company has not yet identified 
what military systems they might be in. 

Another example. The P-8A Poseidon is a Boeing 737 airplane 
modified to incorporate anti-submarine and anti-surface warfare 
capabilities. Three P-8A flight test aircraft currently are in test at 
the Naval Air Station at Patuxent River, Maryland, and the Navy 
intends to purchase 108 of the aircraft from Boeing. 

On August 17, 2011, Boeing sent a message marked, quote, pri- 
ority critical to the P-8 program office. The message said that an 
ice detection module installed on one of the P-8 test aircraft con- 
tained a, “reworked part that should not have been put on the air- 
plane originally and should be replaced immediately.” The part at 
issue is critical to the functioning, in other words, of the P-8’s ice 
detection module. 

Boeing first identified a problem with the part in December 2009 
when an ice detection module failed on the company’s flight line. 
In that case, the part had literally fallen out of its socket and was 
found rattling around inside the module on the airplane. BAE Sys- 
tems, which manufactures the ice detection system for Boeing, in- 
vestigated the failure. They discovered that the part that had fallen 
out of the socket and dozens of other parts from the same lot were 
not new parts at all. Rather, they were previously used parts coun- 
terfeited to make them appear new. On closer inspection, BAE dis- 
covered that the parts had likely been sanded down and remarked. 
The leads on many parts were bent and marking on the parts were 
inconsistent. Parts that should have been virtually identical to one 
another were actually found to be of different sizes. 

In January 2010, BAE notified Boeing of suspect counterfeit 
parts on a P-8, calling the counterfeit parts, “unacceptable for use,” 
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and recommending that they be replaced. BAE engineers believed 
their use created a long-term reliability risk. But it took Boeing 
more than a year and a half to notify the Navy or its other cus- 
tomers about the suspect counterfeit parts. Those notifications only 
came after our committee asked about them. Why it took so long 
for Boeing to notify its customers is something which we will dis- 
cuss with Mr. Dabundo, the Program Manager for Boeing Defense, 
Space, and Security Systems P-8 Program Office who is a witness 
on our third panel. 

The Navy recently wrote Boeing that, “the Government’s position 
is that any counterfeit material received is nonconforming material 
and shall be immediately reported.” 

So where did the counterfeit parts come from in that case? BAE 
purchased around 300 of the parts from a company called Tandex 
Test Labs in California. Tandex bought the parts from a company 
called Abacus Technologies in Elorida. Abacus, in turn, purchased 
the parts from an affiliate of A Access Electronics in Shenzhen, 
China, and wired payment for the parts to A Access’s account at 
a bank in Shenzhen, China. 

The three cases I just described are a drop in the bucket. There 
is a flood of counterfeits and it is putting our military men and 
women at risk and costing us a fortune. In terms of the cost, just 
one example, to the Government now. 

In September 2010, the Missile Defense Agency (MDA) learned 
that mission computers for Terminal High Altitude Area Defense 
(THAAD) missiles contained suspect counterfeit memory devices. 
According to the MDA, if the devices had failed, the THAAD mis- 
sile itself would likely have failed. The cost of that fix was nearly 
$2.7 million, and who paid for it? The American taxpayer. 

We must change our acquisition rules to ensure that the cost of 
replacing suspect counterfeit parts is paid by the contractor, not 
the taxpayer. No ifs, no ands, no huts, and regardless of the type 
of contract involved. 

So let us be clear, though. The risk is not created by the contrac- 
tors. The risk stems from the brazen actions of the counterfeiters. 
Mr. Kamath of Raytheon, another one of our witnesses, told the 
committee that “what keeps us up at night is the dynamic nature 
of this threat because by the time we figured out how to test for 
these counterfeits, they have figured out how to get around it.” 

Now, some have argued that even if a counterfeit is not identi- 
fied right away, that a contractor’s testing process will weed out 
counterfeit parts. If a system containing a counterfeit part passes 
that testing, they argue, then the counterfeit part should work just 
like a new part. But that is not what the manufacturers of these 
parts tell us, and it is also not what our military leaders tell us. 

We wrote to Xilinx, a large semiconductor manufacturer, about 
the anomalies that BAE had identified on the counterfeit parts that 
were intended for ice detection modules in that P-8A. Again, the 
parts were counterfeits of original Xilinx devices. This is what 
Xilinx told us. “These cases pose a significant reliability risk. Some 
of these could be catastrophic. Though the devices may initially 
function, it may be next to impossible to predict what amount of 
life is remaining or what damage may have been caused to the cir- 
cuitry.” 
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In those cases, when DOD or a contractor in the defense industry 
needs a spare electronic part to fix a 10- or 20-year-old system, 
there is a good chance that that part may no longer he available 
from its original manufacturer and there may be little choice but 
to go to the open market to find the replacement part. In other 
words, the parts that we buy are still supposed to be new even if 
they are no longer being manufactured. 

Now, too few contractors and distributors consistently file reports 
with the Government-Industry Data Exchange Program (GIDEP), 
a DOD-run system that provides a forum for industry and Govern- 
ment to report suspect counterfeit parts and the suppliers who sold 
them. That has to change too. Failing to report suspect counterfeits 
and suspect suppliers puts everybody at risk. We need to make 
sure our regulations require contractors who discover suspected 
counterfeit parts in a military system to report that discovery to 
the military right away. 

We will hear today from three panels of witnesses. Our first 
panel has three witnesses, now four witnesses I believe. Mr. Brian 
Toohey is President of SIA. Mr. Tom Sharpe is Vice President of 
SMT Corporation, an independent distributor of electronic compo- 
nents, as well as I believe Vice President of its affiliated test lab. 
Liberty Component Services, and Mr. Richard Hillman, the Man- 
aging Director, Forensic Audits and Investigative Service at GAO. 
Mr. Hillman is accompanied by the chief scientist for the GAO, Dr. 
Timothy Persons. 

The witness on our second panel is Lieutenant General Patrick 
O’Reilly. General O’Reilly is the Director of MDA. 

Our final panel has three witnesses: Mr. Vivek Kamath, the Vice 
President for Supply Chain Operations at Raytheon; Mr. Ralph 
DeNino, Vice President of Corporate Procurement at L-3 Commu- 
nications; and Charles Dabundo, Vice President and P-8 Poseidon 
Program Manager for Boeing Defense, Space and Security Systems. 

We appreciate the attendance of our witnesses this morning. By 
the way — and this is an important point — all of the companies and 
agencies represented here today have cooperated with the commit- 
tee’s investigation. We and the companies and the industry here, 
as well as, obviously, our troops and their families, are all on the 
same side of this battle. The only people who benefit from counter- 
feits are people who are making money off those counterfeits, and 
we have to end that. 

We also have to end the attitude of the Chinese who will not co- 
operate with this investigation and who will not act against the 
counterfeiters. We wrote the Chinese Ambassador last week, in- 
vited him to send a representative to testify today, but he declined. 

[The prepared statement of Senator Levin follows:] 

Prepared Statement by Senator Carl Levin 

Today’s hearing is a product of the Armed Services Committee’s ongoing inves- 
tigation into counterfeit electronic parts in the Department of Defense’s (DOD) sup- 
ply chain. We will probably hold at least one additional hearing to discuss what 
DOD is doing to keep counterfeit electronic parts out of defense systems. We have 
three panels of witnesses today so I expect the hearing to continue into the after- 
noon, and I also expect that we will break for lunch. I want to thank Sen. McCain 
for his efforts in this investigation, and to recognize the hard work of our investiga- 
tive staff. 
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The systems we rely on for national security and the protection of our military 
men and women depend on the performance and reliability of small, highly sophisti- 
cated electronic components. Our fighter pilots rely on night vision systems, enabled 
by transistors the size of paper clips, to identify targets. Our troops depend on ra- 
dios and global positioning systems devices, and the microelectronics that make 
them work, to stay in contact with their units and get advance warning of threats 
that may be just around the next corner. The failure of a single electronic part can 
leave a soldier, sailor, airman, or marine vulnerable at the worst possible time. A 
flood of counterfeit electronic parts has made it a lot harder to have confidence that 
won’t happen. 

In some industries, the term “counterfeit” suggests an unauthorized fake, a knock- 
off of an original product. The definition of counterfeit, as it relates to electronic 
parts, which has been endorsed by DOD and defense contractors alike includes both 
fakes and previously used parts that are made to look new, and are sold as new. 
Previously used parts sold as new parts present a significant risk because, while 
they may pass initial screening, they are far more likely than new parts to exhibit 
reliability and performance problems later on when deployed in the field. 

In January 2010, the Department of Commerce Bureau of Industry and Security 
published a report entitled “Defense Industrial Base Assessment: Counterfeit Elec- 
tronics.” The report was the result of a survey of 387 companies and organizations 
in DOD’s supply chain, including electronic parts manufacturers, distributors, as- 
semblers, defense contractors, and the Department itself. The report highlighted “an 
“increasing number of counterfeit incidents being detected, rising from 3,868 inci- 
dents in 2005 to 9,356 incidents in 2008.” The Commerce survey asked respondents 
to identify particular countries suspected or confirmed to be sources of counterfeits. 
China was identified nearly five times more often than any other country. 

In March of this year, we announced an Armed Services Committee investigation 
into counterfeit parts in the DOD supply chain. During the course of the commit- 
tee’s investigation, virtually every one of the dozens of people our investigators have 
spoken with — from defense contractors to semiconductor manufacturers to electronic 
component brokers — has pointed to China, specifically the city of Shenzhen in 
Guangdong Province, as the primary source of counterfeit electronic parts. 

U.S. Government reports also identify Shenzhen as the epicenter of the global 
trade in counterfeit electronic parts. In April 2011 the United States Trade Rep- 
resentative (USTR) issued its “Notorious Markets List,” which identified the worst 
of the worst markets that sell counterfeit goods. The report stated that Shenzhen 
and Guangzhou, in Guangdong province, are “reportedly home to dozens of markets 
offering counterfeit or pirated goods.” Also in April USTR issued its “Special 301” 
report reviewing the global state of intellectual property rights. In it, USTR said 
that China’s manufacturing “extends to all phases of the production and global dis- 
tribution of counterfeit goods.” USTR stated point blank: “Many of these activities 
can be traced back to Guangdong Province.” 

While this hearing is focused mainly on the national security implications of coun- 
terfeit electronic parts, the rampant theft of U.S. intellectual property by Chinese 
counterfeiters also severely impacts our economic security. According to the Semi- 
conductor Industry Association (SIA), U.S. semiconductor manufacturers employ 
nearly 200,000 American workers. Counterfeiting puts those jobs at risk and robs 
us of American jobs yet to be created. SIA estimates that counterfeiting costs U.S. 
semiconductor manufacturers $7.5 billion a year in lost revenue and costs U.S. 
workers nearly 11,000 jobs. But the Chinese government is obviously unwilling to 
take the necessary steps to shut the counterfeiters down. Raytheon’s Vice President 
of Supply Chain Operations Vivek Kamath, one of our witnesses today, told us 
about his experience in China stating: “the amazing thing about [counterfeiting] is 
it’s very open. There is nothing discreet about it. And it’s just almost as if it’s just 
accepted as another business model in the country.” 

This spring, we attempted to send Armed Services Committee staff to mainland 
China to get a first-hand look at the counterfeiting industry. I wrote the Chinese 
Ambassador to the United States, informing him that that the trip was part of the 
committee’s official duties. Shortly after my letter, an official at the Chinese Em- 
bassy told committee staff that the issues we were investigating were “sensitive” 
and that if the results of the investigation were not positive, it could be “damaging” 
to the U.S. -China relationship. That’s exactly backwards. What is damaging to U.S.- 
China relations is China’s refusal to act against brazen counterfeiting that is openly 
carried out in that country. 

In June, we sent our staff to Hong Kong, where a visa is not required, and the 
staff again sought entry into mainland China. But appeals on our behalf, through 
our most senior diplomats in Hong Kong and Beijing, fell on deaf ears and our staff 
was refused entry. That refusal only highlighted the Chinese Government’s total 
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lack of transparency and unwillingness to act to stem the tide of dangerous counter- 
feits produced in China that is swamping the market. 

In the course of the investigation, the committee staff scoured more than 100,000 
pages of documents, including purchase orders and invoices, test reports and failure 
analyses identifying counterfeit parts. Staff met with and interviewed dozens of in- 
dividuals, from defense officials, to manufacturers of electronic parts, to defense con- 
tractors and subcontractors, independent testing laboratories, and electronic parts 
distributors. 

Looking at just a slice of the defense contracting universe, committee staff asked 
a number of large defense contractors and some of their testing companies to iden- 
tify cases in which they had found suspected counterfeit parts over a 2-year period. 
They reported 1,800 cases, covering a total of 1 million individual parts. Of those 
1,800 or so cases, we selected about 100 to track backwards through the supply 
chain. In some instances, the trail was a short one. In others, we chased parts 
across the country and around the world, as they changed hands from one parts 
broker to another. So where did those trails ultimately lead? The overwhelming ma- 
jority — more than 70 percent — led to China. With few exceptions, the rest came from 
known resale points for parts from China, in Canada and the U.K. 

Counterfeit parts from China all too often end up in critical defense systems in 
the United States. To cite a few examples, the investigation uncovered suspected 
counterfeit parts on thermal weapons sights delivered to the Army, on mission com- 
puters for the Missile Defense Agency’s Terminal High Altitude Area Defense 
(THAAD) missile, and on military airplanes including the C-17, C-130J, C-27J, and 
P-8A as well as on AH-64, SH-60B, and CH^6 helicopters. Today’s hearing will 
explore three cases where suspect counterfeit parts from China were installed on 
military systems manufactured by Raytheon, L-3 Communications, and Boeing, re- 
spectively. They and other contractors have been cooperative with the committee’s 
investigation. They recognize the threat that counterfeit electronic parts pose to na- 
tional security and to their businesses. While they need to do a better job knowing 
where their parts come from and notifying the military when there’s a problem, the 
source of the counterfeit problem is China. China must shut down the counterfeiters 
that operate with impunity in their country. If China will not act promptly, then 
we should treat all electronic parts from China as suspected counterfeits. That 
would mean requiring inspections at our ports of all shipments of Chinese electronic 
parts to ensure that they are legitimate. The costs of these inspections would be 
borne by shippers, as is the case with other types of border inspections. 

Before I talk about those three cases, I want to describe how these counterfeits 
are made and why they are so dangerous. 

FROM THE SCRAP HEAP TO THE INTERNET — THE MAKING AND SELLING OF 
COUNTERFEITS 

Much of the material used to make counterfeit electronic parts is electronic waste 
(e-waste) shipped from the United States and the rest of the world to China. In its 
January 2010 study, the Department of Commerce’s said that e-waste has “turned 
into an abundance of discrete electronic components and microcircuits for counter- 
feit parts.” 

In fact, e-waste is shipped into Chinese cities like Shantou in Guangdong Province 
where it is disassembled by hand. Tom Sharpe, who is one of our witnesses today, 
visited Shantou’s counterfeiting district, where he saw first-hand electronic debris 
stacked in huge mounds and piles of components that had been burned off of old 
circuit boards. He witnessed electronic parts being washed in a dirty river and dried 
on city sidewalks in Shantou. 

Once they have been washed, parts may be sanded down to remove the existing 
part number, the date code (which tells you when a part was made), and other 
marks on the part that indicate its quality or performance. In a process known as 
“black topping,” the tops of the parts may be recoated to hide sanding marks. State- 
of-the-art printing equipment is used to put false markings on the parts, showing 
them to be new, of higher quality, faster speed, or able to withstand more extreme 
temperatures than those for which they were originally manufactured. When the 
process is complete, the parts are made to look brand new to the naked eye. 

Once they have been through the counterfeiting process, the parts are packaged 
and shipped to Shenzhen or other cities to be sold in the markets or on the Internet. 

While the counterfeiting process for electronic parts is shocking to us, it is no se- 
cret in China. Mr. Kamath of Raytheon described “whole factories, set up [in China] 
just for counterfeiting” and counterfeit electronic parts are sold openly from shops 
in Chinese markets. But the counterfeiters’ target is much bigger than a Shenzhen 
bazaar. The internet puts the entire world at their doorstep. In fact, there are doz- 
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ens of internet sites that specialize in the trade of electronic parts, with a large 
number of China-based distributors posting parts for sale. While some of them may 
be legitimate businesses, many others are nothing more than fronts for counter- 
feiters. This morning we will hear from Mr. Richard Hillman, the Managing Direc- 
tor, Forensic Audits and Investigative Service at the U.S. Government Account- 
ability Office (GAO) about some of those front companies and just how pervasive 
the presence of China-based counterfeiters is online. Mr. Hillman will share the pre- 
liminary results of the investigative work that we asked him to undertake. GAO’s 
stunning results not only point directly to China as the source of the counterfeiting 
problem, but show just how far the counterfeiters are willing to go for money. GAO 
investigators went out to buy electronic parts that go into defense systems, and 
found that not only would companies supply counterfeit parts when GAO sought le- 
gitimate parts. Suppliers also sold GAO investigators parts with nonexistent part 
numbers. And all of those sellers are in China. 

I would now like to move to three cases where counterfeit electronic parts that 
the committee traced back to Chinese suppliers made their way into defense sys- 
tems sold to the U.S. military. 

SUSPECT COUNTERFEIT PARTS IN THE U.S. NAVY SH-60B HELICOPTER 

I am now going to run through a presentation of how one of these counterfeit 
parts made its way through the defense supply chain. The SH-60B is a Navy heli- 
copter that conducts anti-submarine and anti-surface warfare, surveillance and tar- 
geting support. The SH-60B deploys on Navy cruisers, destroyers, and frigates and 
has a Forward Looking InfraRed (FLIR) System which provides night vision capa- 
bility. The FLIR also contains a laser used for targeting the SH-60B’s hellfire mis- 
siles. 

On September 8, 2011, the Raytheon Company sent a letter to the U.S. Naval 
Supply Systems Command alerting the Navy that electronic parts suspected to be 
counterfeit had been installed on three Electromagnetic Interference Filters (EIF) 
installed on FLIR units delivered by Raytheon. Raytheon only became aware of the 
suspect counterfeit after being alerted by the committee’s investigation. According 
to the Navy, the failure of an EIF could cause the FLIR to fail. The Navy also told 
the committee that an SH-60B could not conduct surface warfare missions involving 
hellfire missiles without a reliable, functioning FLIR. A FLIR failure would also 
compromise the pilot’s ability to avoid hazards and identify targets at night, limiting 
the SH-60Bs ability to be deployed in night missions. One of the FLIRs was sent 
to the USS Gridley in the Pacific Fleet. 

So, how did a suspect counterfeit part end up in a night vision and targeting sys- 
tem intended for a Navy helicopter in the Pacific Fleet? 

The Electromagnetic Interference Filters were sold to Raytheon by a company 
called Texas Spectrum Electronics, a defense subcontractor in Texas. Those three 
FLIRs contained transistors that Texas Spectrum bought in July 2010 from a com- 
pany called Technology Conservation Group or TCG. 

TCG, it turns out, is both an electronics recycling company and an electronics dis- 
tributor. The transistors at issue were mixed in among 72 pounds of miscellaneous 
excess inventory that a Massachusetts company called Thomson Broadcast sent to 
TCG as “E-scrap.” According to TCG, the parts arrived in what appeared to be the 
original packaging so TCG sold the transistors as “new” and unused parts. Inciden- 
tally, after TCG sold the parts to Texas Spectrum, it tried to sell other parts from 
the same lot to two other customers. Both prospective customers rejected the parts 
because of concerns about their condition. An independent testing laboratory hired 
by one of the two companies identified the parts as suspect counterfeits and notified 
TCG. TCG did not share that information with Texas Spectrum. In an October 25, 
2011 letter, Fairchild Semiconductor, the manufacturer identified on the parts, in- 
formed the committee that it believes the TCG parts are “not Fairchild Semicon- 
ductor devices.” 

Where did Thompson Broadcasting get the parts? They bought them in April 2008 
from a company called E-Warehouse in California. And E-Warehouse? They bought 
them from Pivotal Electronics, an electronics distributor in the UK. We asked Piv- 
otal where they bought them. Their answer? Huajie Electronics Ltd. in Shenzhen, 
China. 


SUSPECT COUNTERFEIT PARTS IN THE U.S. AIR FORCE C-27J 

The C-27J is military aircraft used for tactical transport and to support combat 
operations. The U.S. Air Force has ordered 38 C-27Js, 11 of which have been deliv- 
ered. Two C27Js are currently deployed in Afghanistan. The C-27J is equipped with 
display units that provide the pilot with information on the health of the airplane. 
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including engine status, fuel use, location, and warning messages. The display units 
are manufactured by L-3 Display Systems, a division of L-3 Communications, for 
Alenia Aeronautica. Alenia is a subcontractor to L-3 Integrated Systems, another 
division of L— 3 Communications and the military’s prime contractor for the C-27J. 

In November 2010, L-3 Display Systems detected that their failure rate for a chip 
installed on display units had more than tripled, from 8.5 percent to 27 percent. lA 
3 Display Systems also noticed that the same part, which was failing in house, had 
also failed on a fielded military airplane in June 2010. The company sent the chip 
that failed on the plane and other samples from the lot for testing. That testing 
identified “multiple abnormalities” with the chips, including a blacktopped surface. 
The tester concluded they were “suspect counterfeit.” Unfortunately, L-3 Display 
Systems had already installed parts from the suspect lot on more than 500 of its 
display units, including those intended for the C-27J, as well as the Air Force’s C- 
130J and C-17 aircraft, and the CH-46, a helicopter used by the Marine Corps for 
assault support. Failure of the memory chip could cause a display unit to show a 
degraded image, lose data, or even go blank altogether — again, these displays pro- 
vide the pilot with warning messages and other information on the health of the 
airplane. 

L-3 Display Systems had learned of the counterfeit chip in November 2010 and 
informed their customer, Alenia, shortly thereafter. Despite being a division of the 
same company as 1^3 Display Systems, which identified the counterfeit part, 1^3 
Integrated Systems, the prime contractor to the Air Force, told the committee that 
it only learned of the problem as a result of the committee’s investigation. As a re- 
sult, 1^3 Integrated Systems did not notify the Air Force that the C-27Js were af- 
fected by the part until September 19, 2011 — nearly a year after it had been discov- 
ered and just one day before committee staff was scheduled to meet with the Air 
Force’s C-27J program office on the issue. 

We will ask Ralph DeNino, I^3’s Vice President for Corporate Procurement, who 
is a witness on our third panel, about breakdowns that led to the company’s failure 
to provide timely notification to the government. 

Where did the counterfeit chips come from? The supply chain is somewhat shorter 
in this case, but it started off the same place. 1^3 Display Systems bought the parts 
from Global IC Trading Group, an electronics distributor in California, which in 
turn, bought the chips from Hong Dark Electronic Trade, a company in Shenzhen, 
China. 

It turns out that the chips destined for the C27J, C130J and other aircraft was 
not the only lot of counterfeit parts that divisions of L— 3 received from Hong Dark 
through Global IC. Hong Dark was also the source of another lot of counterfeit parts 
discovered by L-3 Display Systems in October 2009. 

Moreover, a year ago, Global IC notified L— 3 Display Systems that they had also 
supplied the company with a third lot of parts from Hong Dark, some of which were 
installed on display units intended for EA-6B military aircraft. L— 3 submitted them 
for testing only a few weeks ago, after committee staff asked about them. The test- 
ing has since identified them as “suspect counterfeit.” 

But that’s not even the end of it. In total, the committee discovered that Hong 
Dark made nearly 30 shipments in 2009 and 2010, totaling more than 28,000 elec- 
tronic parts, to Global IC Trading Group, that were then sold divisions within L- 
3. At least 14,000 of those parts have already been identified as suspect counterfeit. 
Neither the committee nor 1^3 knows whether the remaining 14,000 parts are au- 
thentic and L— 3 has not yet identified what military systems they might be in. 

SUSPECT COUNTERFEIT PARTS IN THE NAVY P-8A POSEIDON 

The P-8A Poseidon is a Boeing 737 airplane modified to incorporate antisub- 
marine and anti-surface warfare capabilities. Three P-8A flight test aircraft cur- 
rently are in test at the Naval Air Station at Patuxent River, Maryland and the 
Navy intends to purchase 108 of the aircraft from Boeing. 

On August 17, 2011, Boeing sent a message marked “Priority: Critical” to the P- 
8 program office. The message said that an ice detection module installed on one 
of the P-8 test aircraft contained a “reworked part that should not have been put 
on the airplane originally and should be replaced immediately.” The part at issue 
is critical to the functioning of the P-8’s ice detection module. 

Boeing first identified a problem with the part in December 2009 when an ice de- 
tection module failed on the company’s flight line. In that case, the part had literally 
fallen out of its socket and was found rattling around inside the module on the air- 
plane. 

BAE Systems, which manufactures the ice detection system for Boeing, inves- 
tigated the failure. They discovered that the part that had fallen out of the socket. 



12 


and dozens of other parts from the same lot, were not new parts at all. Rather, they 
were previously used parts counterfeited to make them appear new. On closer in- 
spection, BAE discovered that the parts had likely been sanded down and remarked. 
The leads on many parts were bent and markings on the parts were inconsistent. 
Parts that should have been virtually identical to one another were actually found 
to be of different sizes. In January 2010, BAE notified Boeing of their findings, call- 
ing the counterfeit parts “unacceptable for use” and recommending they be replaced. 
BAE engineers believed their use created a long-term reliability risk. 

It took Boeing more than a year and a half to notify the Navy or its other cus- 
tomers about the suspect counterfeit parts. Those notifications only came after the 
committee asked about them. Why it took so long for Boeing to notify its customers 
is something we will discuss with Mr. Dabundo, the Program Manager for Boeing 
Defense and Security Systems’ P-8 Program office, who is a witness on our third 
panel. The Navy recently wrote Boeing that “The Government’s position is that any 
‘counterfeit’ material received . is nonconforming material and shall be immediately 
reported.” 

So where did the counterfeit parts come from? Over a period of several months 
from the fall of 2008 until the spring of 2009, BAE purchased around 300 of the 
parts from a company called Tandex Test Labs in California. BAE hired Tandex to 
source the parts and screen them for signs of counterfeiting. Tandex, it turns out, 
only screened the first 50. The company sent the remainder — around 250 parts — 
to BAE without inspecting them at all. 

Tandex bought the parts from a company called Abacus Technologies in Florida. 
Abacus, in turn, purchased the parts from an affiliate of A Access Electronics in 
Shenzhen, China and wired payment for the parts to A Access’s account at the 
Chartered Bank Shenzhen, China. 

COUNTERFEIT PARTS ARE COSTING DOD AND THE DEFENSE INDUSTRY MILLIONS 

The three cases I just described are a drop in the bucket. There is a flood of coun- 
terfeits and it is putting our military men and women at risk and costing us a for- 
tune. 

To cite just one example, in September 2010, the Missile Defense Agency learned 
that mission computers for THAAD missiles contained suspect counterfeit memory 
devices. According to MDA, if the devices had failed, the THAAD missile itself 
would likely have failed. The memory devices were purchased by Honeywell, a MDA 
subcontractor, from an independent distributor. Honeywell installed them on mis- 
sion computers which it sold to Lockheed Martin. Lockheed, in turn, supplied them 
to MDA. To their credit, Hone 3 rwell and Lockheed notified MDA when they figured 
out the parts were suspect and put together a plan to fix the problem. But the cost 
of that fix was nearly fe.7 million. And who do you think paid for it? The American 
taxpayer. That’s an area where we need reform. There is no reason on earth that 
the replacement of a counterfeit part should be paid for by American taxpayers, in- 
stead of by the contractor who put it in a military system. We must clarify our ac- 
quisition rules to ensure that the cost of replacing suspect counterfeit parts is paid 
by the contractor, not the teixpayer — no ifs, ands, or huts. 

HOW COUNTERFEITS FIND THEIR WAY INTO DEFENSE SYSTEMS 

One might ask, how do all these counterfeit parts make it through the system? 
The answer, in part, is that counterfeiters are shrewd, and they are getting 
shrewder. That is not only true about how they produce counterfeits but how they 
package and sell them. Sophisticated counterfeiters may mix counterfeit parts with 
authentic parts, in a method called “sprinkling,” to increase the chance that the 
counterfeits will avoid detection. For example, some electronic components are pur- 
chased in reels. A counterfeiter might buy a reel of good parts, cut that reel up, and 
splice authentic parts into the beginning, middle, and end of several reels of coun- 
terfeit parts. The counterfeiters know that companies often test components from 
the beginning, middle and end of a reel to validate the authenticity of the entire 
reel. 

In the case of L-3’s counterfeit memory chip, the suppliers in China selected and 
sent the distributor a sample of 18 parts to test. Once those few parts were tested 
and validated as authentic, the supplier sold another 10,000 of those memory chips 
for use by L-3. L-3’s process at the time allowed the company to accept the chips 
without additional testing. 

It is a constant battle to stay ahead of the counterfeiters. Mr. Sharpe, the Vice 
President of an independent test laboratory and one of our witnesses today, is con- 
fronted every day with new counterfeiting techniques. Mr. Kamath of Ra 3 dheon, an- 
other one of our witnesses, told the committee that “what keeps us up at night is 
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the dynamic nature of this threat because by the time we’ve figured out how to test 
for these counterfeits, they’ve figured out how to get around it. And it’s literally on 
almost a daily basis they change and the sophistication of the counterfeiting is 
amazing to us. We’re fining that you have to go down to the microns to be able 
to figure out that [a part is] actually a counterfeit.” 

Some have argued that, even if a counterfeit is not identified right away, a con- 
tractor’s testing process — where systems may be subjected to heat, vibration and 
other stresses — will weed out counterfeit parts. If a system containing a counterfeit 
part passes that testing, they argue, then the counterfeit part should work just like 
a new part. 

The Boeing Service Engineer responsible for determining the company’s handling 
of counterfeit parts on the P-8 told the committee that “[m]any used parts tend to 
have the same reliability as a new part.” And the Chief Engineer for L-3 Integrated 
Systems’ C-27J program stated that L-3’s process for testing its systems “would 
show whether [a part in an L-3 system] was functional or not.” 

But that’s not what the manufacturers of these parts tell us. And it is also not 
what our military experts say either. 

We wrote to Samsung, the manufacturer of the original parts that were counter- 
feited on the L-3 display units, to ask them about the reliability and performance 
risks associated with using parts with the identified anomalies. Samsung said sim- 
ply, “one cannot expect such parts to function properly, or at all.” 

We wrote to Xilinx, a large semiconductor manufacturer, about the anomalies that 
BAE had identified on the counterfeit parts that were intended for the ice detection 
modules in the P-8A. (The parts were counterfeits of original Xilinx devices.) Listen 
to what Xilinx told us: 

The devices may have been reclaimed and potentially exposed to excessive heat 
in order to dismount them from a circuit board. These cases pose a significant reli- 
ability risk, there are many potential damage mechanisms that could have affected 
the devices. Some of these could be catastrophic; others may create a damage mech- 
anism that is latent for an undetermined amount of time. Though the devices may 
initially function, it would be next to impossible to predict what amount of life is 
remaining, or what damage may have been caused to the circuitry. 

As to the belief that parts in a system which pass a contractor’s acceptance test- 
ing should work just fine, here’s what the Director of the Missile Defense Agency, 
General Patrick O’Reilly told the committee: 

A counterfeit part may pass all production testing. However, it is possible that 
the part was damaged during unauthorized processing (e.g., removing the part from 
a previous assembly, or sanding the surface in order to place a new part number) 
causing the deployed system to fail. Similarly, reliability may be affected because 
a counterfeit part may be near the end of its useful life when it is installed. Should 
any mission critical component fail, that system fails and national security is im- 
pacted. 

That is a risk we cannot tolerate. General O’Reilly will be testifying today. 

WHY DOD IS VULNERABLE TO COUNTERFEITS 

Given the risk, one might ask, why are we buying parts for defense systems from 
Hong Dark Electronic Trade, Huajie Electronics and other Chinese companies? Why 
don’t we buy our parts from Intel and Freescale and Texas Instruments? 

Part of the reason is that when an electronic part is no longer economical to 
produce due to declining demand, manufacturers stop making it. In many cases, the 
demand from the defense industry just is not enough to keep a manufacturing line 
up and running. Ted Glum, who is the Director of DOD’s Microelectronics Activity 
Unit, the government’s official authority on this issue, put it this way: “The defense 
community is critically reliant on a technology that obsoletes itself every 18 months, 
is made in unsecure locations and over which we have absolutely no market share 
influence.” An electronic part may be manufactured for 18 months, while the de- 
fense systems it is used on may be in service for 18 years — or longer. 

In those cases when DOD or a contractor in the defense industry needs a spare 
electronic part to fix a 10- or 20-year-old system, there is a good chance that part 
may be obsolete and there may be little choice but to go to the open market to find 
the replacement part. But the parts we buy are still supposed to be new, they are 
just obsolete. The open market is where the risk is the highest. That is also where 
DOD and its contractors must be most vigilant. Defense contractors and DOD sim- 
ply have to do a better job finding out where their parts come from and in validating 
the authenticity of parts not sourced from the original manufacturer or a franchised 
distributor. But we must also confront the issue of counterfeit parts from China 
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head-on. As I stated earlier, if China does not act against the counterfeiters then 
we will have no choice but to treat all electronic parts from China as suspect. 

THE IMPORTANCE OF TRANSPARENCY 

Another place where the defense industry is coming up short is in reporting cases 
of counterfeit parts. Our investigation uncovered approximately 1,800 cases where 
parts suspected to be counterfeits have been identified by companies in the defense 
supply chain. However, the vast majority of those cases appear to have gone unre- 
ported to DOD or criminal authorities. In addition, too few contractors and distribu- 
tors consistently file reports with the Government Industry Data Exchange Program 
(GIDEP), a DOD-run system that provides a forum for industry and government to 
report suspect counterfeit parts and the suppliers who sold them. That has to 
change. Eailing to report suspect counterfeits and suspect suppliers puts everyone 
at risk. We need to make sure our regulations require contractors who discover sus- 
pected counterfeit parts in a military system to report that discovery to the military 
right away. We should also require DOD and contractors to report cases of sus- 
pected counterfeits found in the supply chain into GIDEP, so that others are alerted. 

On September 30, 2011, the U.S. Attorney for the District of Columbia submitted 
a filing to the U.S. District Court relating to the sentencing of the former Adminis- 
trative Manager of VisionTech Components. Between 2006 and 2010, VisionTech 
sold counterfeit electronic components, imported from China, to more than 1,000 
buyers in the United States and abroad. Among those customers were several major 
defense contractors. There are other VisionTechs out there and we cannot afford to 
let them operate with impunity. 


WITNESSES 

We will hear from three panels of witnesses today. Our first panel has three wit- 
nesses: Mr. Brian Toohey is the President of the Semiconductor Industry Associa- 
tion; Mr. Tom Sharpe is the Vice President of SMT Corporation, an independent dis- 
tributor of electronic components, and its affiliated test lab. Liberty Component 
Services; and Mr. Richard Hillman, the Managing Director, Forensic Audits and In- 
vestigative Service at the U.S. Government Accountability Office (GAO). Mr. 
Hillman is accompanied by the Chief Scientist for GAO, Mr. Timothy Persons. The 
witness on our second panel is Lieutenant General Patrick O’Reilly. General 
O’Reilly is the Director of the Missile Defense Agency. Our final panel has three 
witnesses: Mr. Vivek Kamath, the Vice President for Supply Chain Operations at 
Ra3d;heon Company; Mr. Ralph DeNino, Vice President of Corporate Procurement at 
1^3 Communications; and Mr. Charles Dabundo, Vice President and P-8 Poseidon 
Program Manager for Boeing Defense, Space & Security Systems. 

We appreciate the attendance of our witnesses this morning. All of the companies 
and agencies represented here today have cooperated with the committee’s inves- 
tigation. Last week, we wrote the Chinese Ambassador and invited him to send a 
representative to testify today, but he declined. 

Chairman Levin. Again, with my thanks, Senator McCain. 

STATEMENT OF SENATOR JOHN McCAIN 

Senator McCain. Thank you, Mr. Chairman, and I thank the 
witnesses for being here. 

We are talking about an issue that is a risk to national security. 
These counterfeit electronic parts in our supply chain result, as we 
all know, in reduced reliability, availability, and frankly our ability 
to defend this Nation’s national security interests. 

As the chairman has pointed out, much of the raw material for 
counterfeit electronic parts is salvaged electronic waste, e-waste, 
shipped from the United States and other countries to China where 
old computers and other electronic products are disassembled by 
hand. There is an article in Business Week magazine entitled 
“Dangerous Fakes,” which I would like to quote from. It says, much 
of that pollution emanates from the Chinese hinterlands. Business 
Week tracked counterfeit military components used in gear made 
by BAE Systems to traders in Shenzhen, China. The traders typi- 
cally obtain supplies from recycled chip emporiums such as the 
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Guiyu Electronics Market outside the City of Shantou in south- 
eastern China. The garbage-strewn streets of Guiyu reek of burn- 
ing plastic as workers in back rooms and open yards strip chips 
from old PC circuit boards. The components, typically less than an 
inch long, are cleaned in the nearby Lianjiang River and then sold 
from the cramped premises of businesses such as the Jinlong Elec- 
tronics Trade Center. 

A sign for Jinlong Electronics advertises in Chinese that it sells, 
quote, military circuitry, meaning chips that are more durable than 
commercial components and able to function at extreme tempera- 
tures. But proprietor Lu Weilong admits that his wares are coun- 
terfeit. His employees sand off the markings on used commercial 
chips and relabel them as military. Everyone in Guiyu does this, 
he says. The dates on the chips are 100 percent fake because the 
products pulled off the computer boards are from the 1980s and 
1990s, while customers demand products from after 2000. 

The chairman has described the situation in detail, and I will not 
go on at length because we need to hear from the witnesses. But 
this is a serious issue. The Chinese Government can stop it. If the 
Chinese Government does not stop it, then it continues to pose a 
national security risk. 

There are other problems associated with that which the chair- 
man has outlined about how defense contractors are often forced to 
purchase parts from independent distributors or brokers who may 
stock or have access to obsolete parts. There is risk, which I hope 
the witnesses will explore a little bit, in obtaining parts in the 
“independent market.” We know that some of these people that are 
advertised as small business people are simply conduits with a 
phone and a desk for some of these parts. The chairman outlined 
the various layers and places that these parts go through. We have 
to address that side of the issue. We all want the small business 
people to be able to obtain DOD contracts, but not the kind of 
abuse that apparently also is practiced here. 

I want to thank you, Mr. Chairman, and the staff for their many 
hours of long, hard work. I look forward to hearing from the wit- 
nesses. Thank you, Mr. Chairman. 

Chairman Levin. Thank you. Senator McCain. 

Let us start with Mr. Sharpe. Ordinarily we probably would call 
on the GAO witness first, but I think today we are going to start 
with the problem and kind of a very vivid description of the prob- 
lem, and then, Mr. Hillman, you can give us the GAO investigation 
here that you undertook. So we are going to start, though, with Mr. 
Sharpe. 

STATEMENT OF THOMAS R. SHARPE, VICE PRESIDENT, SMT 
CORPORATION AND LIBERTY COMPONENT SERVICES 

Mr. Sharpe. Mr. Chairman, Senator McCain, and members of 
this committee, first I want to thank you for allowing me to come 
in and provide this testimony. 

The issues with counterfeit parts in DOD is a big problem, obvi- 
ously, and it is a big focus of our job at SMT Corporation. My com- 
pany’s job is to authenticate, source, and supply parts to the de- 
fense and aerospace industry. We take this quite seriously. 



16 


I will explain to you what exactly I saw while I was in the City 
of Shenzhen and then into the City of Shantou, as well as some of 
the counterfeits that we are seeing out there today. 

In July 2008, I had an opportunity, while traveling into the City 
of Hong Kong on business, to go into the nearby City of Shenzhen. 
The reason why I wanted to go in was to visit the marketplace that 
has been mentioned here. The photos are up there on the screen. 
I had an interpreter go with me. We walked through the market- 
place for the day. While I was touring the marketplace, the inter- 
preter told me that the marketplace district was the largest in the 
world of its kind, that 30 to 40 percent of all parts sold here were 
counterfeit, that many of the booths that we passed were owned by 
counterfeiters who owned off-site locations that actually did the 
counterfeiting and brought the product into the marketplace to sell, 
that the local brokers and manufacturers shop here openly to re- 
ceive the 70 percent cost savings on buying parts that are counter- 
feit as opposed to buying brand new parts, knowing full well that 
the fall-out on these parts is up to 15 percent will not work. 

Products sold to brokers outside of China are represented to be 
“new and unused at the time that they are sold,” into the United 
States and elsewhere. 

Also, that most of the component counterfeiting was performed 
in the nearby City of Shantou. Now, I had never heard of Shantou 
prior to going to Shenzhen. So this was new to me. 

The next morning, we traveled to Shantou. We spent the day 
touring this area, and we visited select businesses that were known 
to the driver that was with us. While there, I witnessed e-scrap 
piled outside of buildings throughout large areas of the town, 
throughout the outskirts of the town, used electronic parts being 
washed in a river, and laid on the riverbank to dry, nylon sacks 
with harvested components being dumped onto sidewalks and sort- 
ed by women and children, laid out there for the monsoon rains of 
July to wash them naturally, cardboard and plastic bins filled with 
expensive brand name components and harvested from scrap print- 
ed circuit boards ready for processing. The actual counterfeiting 
process of electronic components actually taking place while I was 
there within some of the buildings. A wide variety of counterfeit 
parts for sale within the counterfeiting facility sales areas. So ma- 
terials that come from most manufacturers that we know of for 
sale. Overall, a huge infrastructure of similar or supporting busi- 
nesses in and around Shantou for harvesting components from e- 
scrap and processing into counterfeit electronic parts. 

It is interesting to note that counterfeiting performed in 
Shantou, from speaking to the people there, was not regarded as 
intellectual property theft or wrong in any way whatsoever. It was 
seen more as a positive green initiative for the repurposing and 
reuse of perfectly good used product. 

In the past several years, SMT has identified and documented 
several new counterfeit processes and threats specifically designed 
to evade the current inspection processes known to be in use by our 
industry at the time. These include a new surface recoating mate- 
rial that is immune to acetone surface-permanency tests that has 
a surface that looks just like the manufacturer’s top coat. SMT re- 
leased this to DOD and prime contractors in August 2009. A proc- 
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ess to remove manufacturer part markings without requiring sur- 
face recoatings. We released this to DOD and primes in June 2011. 
A process to remove and recondition the top surfaces of ceramic 
components which was released just yesterday to DOD, prime con- 
tractors, and others. 

The counterfeiters are most certainly monitoring our level of de- 
tection expertise and quickly evolving newer processes to introduce 
into the global supply chains. Many of the current counterfeit tech- 
niques are already beyond the in-house capabilities of most open- 
market suppliers. 

Over the last several years, the defense and aerospace industry 
has made steady progress in laying the foundational groundwork 
for an effective counterfeit avoidance plan. We hope to begin to see 
the fruits of this labor in 2012. 

Lastly, I personally believe that the work of this committee is 
playing a significant role in the industry transformation needed to 
effectively mitigate the counterfeit threat within DOD. 

Thank you. 

[The prepared statement of Mr. Sharpe follows:] 

Prepared Statement by Thomas Sharpe 

Mr. Chairman, Senator McCain, and members of this committee, I am honored 
to have been requested to provide testimony on the counterfeit issue and its effect 
on the supply-chain of the Department of Defense (DOD). 

My company, SMT Corporation, is an independent stocking distributor of board- 
level electronic components. We specialize in the sourcing, authentication testing 
and supply of obsolete components to the Defense & Aerospace Industry. 

CITY OF SHENZHEN, GUANGDONG PROVIDENCE CHINA 

In July 2008, while on business in Hong Kong, I had made it a point to visit the 
Electronic component marketplace in the nearby city of Shenzhen China. 

While touring the Shenzhen marketplace with a local interpreter I was told: 

(1) The electronic marketplace district was the largest wholesale component dis- 
tribution area of its type in the world. 

(2) 30^0 percent of all broker-sold products at this marketplace are counterfeit. 

(3) Many of the booths we passed contained companies that own counterfeiting 
operations elsewhere within China. 

(4) Local brokers and manufacturers purposely buy counterfeits for a 70 percent 
savings off authentic component prices — fully aware that up to 15 percent may 
not function at all. 

(5) Products sold to brokers outside of China are represented to be new, original 
factory product at time of sale. 

(6) Most component counterfeiting was performed in the nearby city of Shantou. 

CITY OF SHANTOU, GUANGDONG PROVIDENCE CHINA 

The next morning we traveled to Shantou and spent the day touring the area and 
visiting selected businesses known to the driver. 

While in Shantou I witnessed: 

(1) E-scrap piled outside buildings throughout large areas of the town. 

(2) Used electronic components being washed in a river and dried on the river- 
bank. 

(3) Nylon sacks filled with harvested components being dumped onto sidewalks, 
sorted and naturally washed in the daily monsoon rains. 

(4) Piles of sorted scrap circuit boards that supposedly had just arrived from the 
United States. 

(5) Cardboard and plastic bins filled with expensive brand-name components har- 
vested from scrap PCBs ready for processing. 

(6) The actual counterfeit processing of electronic components taking place. 

(7) A wide variety of counterfeit parts for sale within the counterfeiting facility 
sales area. 
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(8) A huge infrastructure of similar or supporting businesses in and around 
Shantou for harvesting components from e-scrap and processing into counter- 
feit electronic parts. 

Counterfeiting performed in Shantou was not regarded as intellectual property 
theft or improper in any way. It was seen more as a positive “green initiative” for 
the repurposing of discarded electronic component material. 

COUNTERFEIT PROCESSES ARE CONSTANTLY EVOLVING TO EVADE DETECTION 

In the past several years SMT has identified and documented many new counter- 
feit process threats specifically designed to evade the current inspection processes 
known to be in use by our industry at the time. 

These include: 

(1) A new surface recoating material that is immune to acetone surface-perma- 
nency tests, (released by SMT in August 2009) 

(2) A process to remove manufacturer part markings without requiring surface re- 
coatings. (released by SMT in June 2011) 

(3) A process to remove and recondition the top surfaces of ceramic components, 
(released by SMT in November 2011) 

The counterfeiters are most certainly monitoring our level of detection expertise 
and quickly evolving newer processes to introduce into the global supply chains. 
Many of the current counterfeiting techniques are already beyond the in-house de- 
tection capabilities of most open-market suppliers. 

MUCH IS BEING ACCOMPLISHED ON THE COUNTERFEIT THREAT 

Over the last several years the Defense & Aerospace Industry has made steady 
progress in laying the foundational ground-work for an effective counterfeit avoid- 
ance plan. We will begin to see the fruits of this labor in 2012. 

(1) New quality standards have been released and/or nearing release which focus 
on counterfeit mitigation: (Much thanks and recognition go to NASA and JPL 
for these — among many others as well.) 

a. AS5553 — Counterfeit avoidance standard for manufacturers. 

b. AS6081 — Counterfeit avoidance standard for distributors. 

c. AS6171 — Test methods standard for the identification of counterfeit elec- 
tronic parts. 

(2) There have been very significant test and inspection additions to counterfeit 
mitigation flow-down requirements from the Defense contractors to open-mar- 
ket suppliers. 

(3) The total approved vendor list (AVL) of open-market suppliers to Defense con- 
tractors has been/is being reduced to three or four total in all cases I am 
aware of. This small group of extensively audited suppliers must meet strin- 
gent customer requirements that include: 

a. Significant counterfeit mitigation capability and quality processes 

b. Certification to Aerospace & Industry standards 

c. Performance, training and constant improvement metrics 

d. Fair pricing and on-time delivery track records 

e. Product “pedigree” documentation supplied in all cases possible 

f Documented proof of supplier due-diligence to perform quality and au- 
thentication test flow-down requirements from contractors 

(4) In the past year, I have seen significant effort on the part of the component 
manufacturers to provide component authentication help to government agen- 
cies for the purpose of counterfeit detection. 

IMPORTANT TOOLS NEEDED FROM GOVERNMENT TO HELP FIGHT COUNTERFEITS 

(1) Federal funding for the creation and ongoing concern of a “Counterfeit Reposi- 
tory” where suspect-counterfeit components can be sent for final authenticity 
determination, disposition to intellectual property holders or Federal law en- 
forcement agencies. 

(2) In an effort to curtail the export of e-scrap material containing PCBs which 
become the counterfeiter’s feedstock, legislation must be passed banning the 
export of this material. This legislation should require the complete destruc- 
tion and ^een-processing of PCB scrap within the United States only. 

(3) Provide significant funding for new PCB designs within DOD systems in an 
effort to reduce obsolescence issues and the need to procure open-market prod- 
uct from non-authorized sources when maintaining older electronic systems. 
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I personally believe the work of this committee is plajhng a significant role in the 
industry transformation needed to effectively mitigate the counterfeit threat within 
the DOD. 
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Chairman Levin. Thank you very much, Mr. Sharpe. Your entire 
statement, if you did not give it, will be made part of the record, 
and that would be true with all the statements of all of our wit- 
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nesses because we know in some cases they are reducing the length 
of that statement for time purposes. 

Mr. Hillman. 

STATEMENT OF RICHARD J. HILLMAN, MANAGING DIRECTOR, 

FORENSIC AUDITS AND INVESTIGATIVE SERVICE, GOVERN- 
MENT ACCOUNTABILITY OFFICE; ACCOMPANIED BY DR. 

TIMOTHY PERSONS, CHIEF SCIENTIST, CENTER FOR 

SCIENCE, TECHNOLOGY, AND ENGINEERING, GOVERNMENT 

ACCOUNTABILITY OFFICE 

Mr. Hillman. Chairman Levin, Ranking Member McCain, and 
members of the committee, thank you for the opportunity to dis- 
cuss the preliminary observations of our ongoing investigation into 
the availability of counterfeit parts on Internet trading platforms. 

Counterfeit parts have the potential to seriously disrupt DOD 
supply chain, affect the integrity of weapons systems, and ulti- 
mately endanger the safety of our military personnel. 

This committee cited concerns about the availability of counter- 
feit parts on Internet platforms and asked us to purchase certain 
electronic parts and have their authenticity tested. I would like to 
briefly summarize how we are conducting this ongoing investiga- 
tion and our results to date. 

In conducting this work, we created a fictitious company to gain 
access to Internet platforms that sell military-grade electronic 
parts. Our company included a fictitious owner and employees, 
mailing and e-mailing addresses, a Web site, and a listing on the 
central contractor registration. We attempted to purchase member- 
ship to three Internet platforms that were of interest to this com- 
mittee and were granted membership to two platforms. 

We then requested quotes from vendors on both platforms to pur- 
chase a total of 13 parts from a list of parts this committee pro- 
vided that fell into one of three categories: one, authentic part 
numbers for obsolete and rare parts; two, authentic part numbers 
with post-production date codes or date codes after the last date 
the part was manufactured; and three, bogus part numbers. 

We independently verified with the Defense Logistics Agency 
(DLA) that the authentic part numbers were used for military ap- 
plications. We also confirmed with DLA and selected part manufac- 
turers that the bogus part numbers were not associated with actual 
parts. We requested parts from vendors that were new in original 
packaging, not refurbished, and not with mixed date codes. We se- 
lected the first vendor amongst those offering the lowest prices that 
provided enough information such as name, addresses, and pay- 
ment method to make a purchase. We then contracted with SMT 
Corporation for component authentication analyses of the parts 
that we received. We are not disclosing the names of the Internet 
trading platforms we are using and we altered all part numbers in 
this testimony due to the ongoing nature of our investigation. 

Regarding our preliminary results, as shown in figure 1 of my 
prepared statement, as of today we have purchased 13 parts, and 
none of the seven parts we have complete test results for are au- 
thentic. Specifically, according to SMT Corp., all three parts tested, 
after we requested legitimate but rare or obsolete parts, failed at 
least three of seven authentication analyses and were suspected 
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counterfeits. These parts included two voltage regulators and one 
operational amplifier, the failure of which could pose risk to the 
functioning of the electronic systems where the parts reside. 

SMT Corp. also made the same determination for another oper- 
ational amplifier we received after requesting a legitimate part 
number with a post-production date code. In this instance, the part 
failed four of seven authentication analyses and the vendor also 
misrepresented the part as 9 years newer than the date it was last 
produced. 

In addition, we received three bogus parts after submitting or- 
ders using invalid part numbers. Because no legitimate parts in 
this final category exist, we did not send them for authentication 
testing. 

We are also awaiting testing results on two additional parts and 
have not yet received another four purchases. We will report the 
results for these and additional parts we plan to purchase in a fu- 
ture product. 

While we sent requests to both domestic and international com- 
panies, all of the parts we have purchased and received to date 
were provided by vendors in China. More specifically, all four of the 
parts that SMT Corp. tested were suspected counterfeits. The parts 
were subject to a component authentication analysis which in- 
cluded visual, chemical, x-ray, and microscopic testing. Figures 2 
and 3 on pages 6 and 10 of my prepared statement provide photos 
and detailed test results for each part. Overall, each was a suspect 
counterfeit because the results of the tests indicated that the parts 
were likely used parts that were harvested from older equipment 
and then altered to appear as new. 

For example, SMT Corp. found that some parts were found to 
have scratches similar to suspect counterfeit devices that had been 
remarked and confirmed by both visual inspection and scanning 
electronic microscopic analysis. Tooling marks were also found on 
the bottom of some components suggesting the components were 
pulled from a working environment. Further testing between the 
top and bottom of leads revealed inconsistencies in chemical com- 
position, leading SMT Corp. to conclude that the leads were ex- 
tended with the intention to deceive. Microscopic inspection also re- 
vealed that different revision numbers of the die and differences in 
various die markings were found in some parts even though the 
samples were advertised to be from the same part number and pro- 
duction date. Commonly components manufactured with the same 
date and lot code have the same die revisions. 

Finally, the manufacturer of certain parts confirmed their end- 
of-life designation leading SMT Corp. to conclude that certain parts 
were misrepresented as being newer than the actual parts could 
possibly be. 

As previously stated, as of today, we have also received three 
bogus parts after submitting requests using invalid part numbers. 
The fact that vendors fulfilled our requests indicate that they were 
willing to sell parts stamped with nonexistent part numbers essen- 
tially taking money in exchange for bogus parts. Figure 4 of my 
prepared statement provides photos of the fictitious parts we re- 
ceived to date. 
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In conclusion, preliminary observations from our ongoing inves- 
tigation indicate that counterfeit electronic parts can be found on 
Internet purchasing platforms. 

I will be pleased to report to you the full results of our work once 
our investigation is complete. 

I would also like to extend my appreciation to the entire inves- 
tigation team for their dedication and commitment in delivering 
this interim report. With the combined assistance of investigators, 
analysts, and methodologists, we are pleased to provide these in- 
vestigative services to Congress. 

Chairman Levin and Ranking Member McCain and members of 
the committee, this concludes my prepared remarks and I would be 
happy to respond to any questions you may have. 

[The prepared statement of Mr. Hillman follows:] 

Prepared Statement by Richard J. Hillman 

Chairman Levin, Ranking Member McCain, and members of the committee: 

Thank you for the opportunity to discuss the preliminary observations of our on- 
going investigation into the availability of counterfeit military-grade electronic parts 
on Internet purchasing platforms. Counterfeit parts — generally those whose sources 
knowingly misrepresent the parts’ identity or pedigree — have the potential to seri- 
ously disrupt the Department of Defense (DOD) supply chain, delay missions, affect 
the integrity of weapon systems, and ultimately endanger the lives of our troops. 
Almost anything is at risk of being counterfeited, from fasteners used on aircraft 
to electronics used on missile guidance systems. There can be many sources of coun- 
terfeit parts as DOD draws from a large network of global suppliers. ^ 

We recently reported that the increase in counterfeit electronic parts is one of sev- 
eral potential barriers DOD faces in addressing parts quality problems.^ In your re- 
quest letter, you cited specific questions about the availability of counterfeit parts 
on Internet platforms commonly used to buy hard-to-find military-grade electronic 
parts, including those used in weapon systems. My statement today summarizes 
preliminary observations from our ongoing investigation into the purchase and au- 
thenticity testing of selected, military-grade electronic parts that may enter the 
DOD supply chain. We will issue our final report when our investigation is com- 
plete. 

In conducting this investigation, we created a fictitious company to gain access 
to Internet platforms that sell military-grade electronic parts. Our company in- 
cluded a fictitious owner and employees, mailing and e-mail addresses, a Web site, 
and a listing on the Central Contractor Registration.^ We attempted to purchase 
memberships to three Internet platforms that were of interest to this committee. We 
were granted memberships to two platforms but denied by the third. We then re- 
quested quotes from vendors on hoth platforms to purchase a total of 13 parts from 
a list of parts this committee provided that fell into one of three categories: (1) au- 
thentic part numbers for obsolete and rare parts, (2) authentic part numbers with 
post production date codes (date codes after the last date the part was manufac- 
tured), and (3) bogus part numbers. We independently verified with the Defense Lo- 
gistics Agency (DLA) that the authentic part numbers were used for military appli- 
cations using DLA’s Federal Logistics Information System and by interviewing DLA 
officials."^ We also confirmed with DLA and selected part manufacturers that the 
bogus part numbers were not associated with actual parts. We altered all part num- 
bers in this testimony due to the ongoing nature of our investigation. We requested 
parts from vendors that were new in original packaging, not refurbished, and had 
no mixed date codes. We selected the first vendor among those offering the lowest 


1 Grovernment Accountability Office (GAO), Defense Supplier Base: DOD Should Leverage On- 
going Initiatives in Developing Its Program to Mitigate Risk of Counterfeit Parts, GAO-10-389 
(Washington, DC: Mar. 29, 2010). 

^GAO, Space and Missile Defense Acquisitions: Periodic Assessment Needed to Correct Parts 
Quality Problems in Major Programs, GAO-11-404 (Washington, D.C.: June 24, 2011). 

3 The Central Contractor Registration is the primary contractor registrant database for the 
U.S. Federal Government. The Central Contractor Registration collects, validates, stores, and 
disseminates data in support of agency acquisition missions. 

'I DLA’s Federal Logistics Information Service via the World Wide Web provides general infor- 
mation about more than 8 million supply items used hy the U.S. Government and North Atlan- 
tic Treaty Organization (NATO) allies. 
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prices that provided enough information, such as name, addresses, and payment 
method, to make a purchase. We attempted to avoid using the same vendor more 
than once unless no other vendor responded to our request; however, vendors may 
operate under more than one name. We did not attempt to verify the independence 
of any vendor before we made our purchases. Finally, we contracted with the SMT 
Corp. for full component authentication analysis. For details on this analysis, see 
appendix I. The results of this investigation are based on the use of a nongeneraliz- 
able sample, and these results cannot be used to make inferences about the extent 
that parts are being counterfeited. We began this investigation in August 2011 and 
are conducting it in accordance with standards prescribed by the Council of the In- 
spectors General on Integrity and Efficiency. 

In summary, as of November 8, 2011, we have purchased 13 parts. None of the 
seven parts we have complete results for are authentic. Specifically, according to 
SMT Corp., all three parts tested after we requested legitimate but rare or obsolete 
parts failed at least three of seven authentication analyses and were “suspect coun- 
terfeit.”® These parts included two voltage regulators and one operational amplifier, 
the failure of which could pose risks to the functioning of the electronic system 
where the parts reside. SMT Corp. also made the same determination for the other 
operational amplifier we received after requesting a legitimate part number with a 
post production date code. In this instance, the part failed four of seven authentica- 
tion analyses, and the vendor also misrepresented the part as 9 years newer than 
the date it was last produced. In addition, we received three bogus parts after sub- 
mitting orders using invalid part numbers. Because no legitimate parts in this final 
category exist — the part numbers are not in DLA’s Federal Logistics Information 
System and selected manufacturers confirmed they have never been produced — we 
did not send them for authenticity testing. We are awaiting authentication analysis 
results for two additional parts, and have not yet received another four purchases. 
We will report the results for these and additional parts we plan to purchase in a 
future product. While we sent requests to both domestic and international compa- 
nies, all of the parts we purchased and received to date were provided by vendors 
in China. We will issue our final report when our investigation is complete. 

PRELIMINARY OBSERVATIONS POINT TO AVAILABILITY OF COUNTERFEIT AND 
NONEXISTENT PARTS 

Figure 1 shows the preliminary status of the 13 parts we have purchased as of 
November 8, 2011. The text below details our preliminary findings for each of the 
three categories of parts. 


^According to SMT Corporation, industry standards dictate that the term “counterfeit” cannot 
be used by an independent test lab; only the product manufacturer can deem a product counter- 
feit. Therefore, the term “suspect counterfeit” is defined as items that are produced or distrib- 
uted in violation of intellectual property rights, copyrights, or trademark laws, as well as any 
items that are deliberately altered in such a way as to misrepresent the actual quality of the 
item with intent to defraud or deceive the purchaser. 
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Figure 1 ; Preliminary Status of Parts Purchased and Tested 
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All three of the obsolete or rare parts that SMT Corp. tested were suspected coun- 
terfeits. The parts were subject to a component authentication analysis, which in- 
cluded visual, chemical, x-ray, and microscopic testing. Figure 2 provides photos and 
detailed test results for each part. We purchased two additional parts; one is cur- 
rently being tested by SMT Corp., while we have not yet received the other. All five 
parts were purchased through the same Internet platform. 
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Figure 2: Preliminary Authentication Analysis Results of Obsolete or Rare Parts 
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For two of the tested parts, purchased with part number MLLl, evidence lots con- 
tained a number of samples that failed three of seven analyses leading SMT Corp. 
to conclude that they are suspect counterfeit. Both parts were purchased from dif- 
ferent vendors using the same part number, as pictured in figure 2. An authentic 
part with this number is a voltage regulator that may be commonly found in mili- 
tary systems such as the Air Force’s KC-130 Hercules aircraft, the Navy’s F/A-18E 
Super Hornet fighter plane, the Marine Corps’ V-22 Osprey aircraft, and the Navy’s 
SSN-688 Los Angeles Class nuclear-powered attack submarine. If authentic, these 
parts provide accurate power voltage to segments of the system they serve. Failure 
can lead to unreliable operation of several components (e.g., integrated circuits) in 
the system and poses risks to the function of the system where the parts reside. 

Visual inspection was performed on all evidence samples for both parts. Different 
color epoxy seals were noted within both lots according to SMT Corp., which is com- 
mon in suspect counterfeit devices because many date and lot codes are remarked 
to create a uniform appearance. Moreover, according to SMT Corp., x-ray fluores- 
cence (XRF) testing of the samples revealed that the leads contain no lead (Pb), 
which, according to military performance standards defined in section A.3.5.6.3 of 
the MIL-PRF-38535J DCD Performance Specification for Integrated Circuits 
(Microcircuits) Manufacturing, should be alloyed with at least 3 percent of lead 
(Pb).* '' Further, XRF data between the top and bottom of the lead revealed incon- 
sistencies in chemical composition, leading SMT Corp. to conclude that the leads 
were extended with the intention to deceive. Microscopic inspection revealed that 
different revision numbers of the die and differences in various die markings were 

*XRF analyzers quickly and nondestructively determine the elemental composition of mate- 
rials commonly found in microelectronic devices. Each of the elements present in a sample pro- 
duces a unique set of characteristic x-rays that reveals the chemistry of the sample in an analo- 
gous manner to a fingerprint. A lead is an electrical connection consisting of a length of wire 
or soldering pad that comes from a device. Leads are used for physical support, to transfer 
power, to probe circuits, and to transmit information. 

''Department of Defense, MIL-PRF-38535J (Dec. 28, 2010). 
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found even though the samples were advertised to be from the same lot and date 
code.® Commonly, components manufactured within the same date and lot code will 
have the same die revisions. According to SMT Corp.’s report, the manufacturer also 
stated that “it is very unusual to have two die runs in a common assembly lot. This 
is suspicious.” Finally, the devices found in the first lot tested went into “last time 
buy” status — an end-of-life designation — on September 4, 2001, meaning that the 
parts were misrepresented as newer than they actually were. The manufacturer 
confirmed this status and added that the part marking did not match its marking 
scheme, meaning that the date code marked on the samples would not be possible. 

For the third tested part, purchased as part number DAA6, evidence lots con- 
tained many samples that failed four authentication analyses, leading SMT Corp. 
to conclude that they are suspect counterfeit. An authentic part with this part num- 
ber is an operational amplifier that may be commonly found in the Army and Air 
Force’s Joint Surveillance and Target Attack Radar System (JSTARS); the Air 
Force’s F-15 Eagle fighter plane; and the Air Force, Navy, and Marine Corps’ Mav- 
erick AGM-65A missile. If authentic, this part converts input voltages into output 
voltages that can be hundreds to thousands of times larger. Failure can lead to un- 
reliable operation of several components (e.g., integrated circuits) in the system and 
poses risks to the function of the system where the parts reside. 

Visual inspection for DAA6 found inconsistencies, including different or missing 
markings and scratches, which suggested that samples were remarked. Scanning 
electron microscopy analysis revealed further evidence of remarking. Similarly to 
parts MLLl, XRF testing of the DAA6 samples revealed that the leads contain no 
lead (Pb) instead of the 3 percent lead (Pb) required by military specifications.® Five 
samples were chosen for delidding because of their side marking inconsistencies. 
While all five samples had the same die, the die markings were inconsistent. Ac- 
cording to SMT Corp., die markings in components manufactured within the same 
date and lot code should be consistent. Finally, the devices found in the first lot test- 
ed went into “last time buy” status in 2001, meaning that the parts were misrepre- 
sented as newer than they actually were. The manufacturer confirmed this status 
and added that the part marking did not match its marking scheme, meaning that 
the date code marked on the samples would not be possible. 

Authentic Part Numbers with Postproduction Date Codes 

As of November 8, 2011, the part we received and tested after requesting a legiti- 
mate part number but specifying a postproduction date code was also suspected 
counterfeit, according to SMT Corp. Figure 3 provides a photo and detailed test re- 
sults. We have purchased three additional parts with postproduction date codes; one 
is with SMT Corp. for testing, while we have not yet received the other two. By ful- 
filling our requests, the vendors agreed to provide parts that they represented as 
several years newer than when they were last manufactured. We verified the last 
date the parts were produced with the part manufacturers. Nonetheless, the parts 
will be subject to a full component authentication analysis. 


® A die is a small wafer of semiconducting material on which a functional circuit is fabricated. 
® Department of Defense, MIL-PRF-38535J. 



32 


Figure 3: Preliminary Authentication Analysis Results of Part with Invalid Date Codes 



For the part purchased with part number DAA6, evidence lots contained many 
samples that failed four of seven analyses, leading SMT Corp. to conclude that they 
are suspect counterfeit. This is the same part number used to purchase the DAA6 
part tested under category one, which was also suspected counterfeit. However, for 
this part our order included a postproduction date code in place of a valid one, and 
the part we received was supplied by a different vendor. 

Surfaces on the parts in the evidence lots were found to have scratches similar 
to suspect counterfeit devices that have been remarked, as confirmed by both visual 
inspection and scanning electron microscopy analysis. In addition, the quality of ex- 
terior markings, including a lack of consistency between the manufacturer’s logo, 
was lower than would be expected for authentic devices. Tooling marks were also 
found on the bottom of all components within the evidence lot; these marks suggest 
the components were pulled from a working environment. Further inspection led 
SMT Corp. to conclude that many samples with refurbished leads were extended 
with the intention to deceive. Moreover, XRF analysis revealed the leads contain no 
lead (Pb), which according to military performance standards defined in section 
A.3.5.6.3 of the MIL-PRF-38535J DOD Performance Specification for Integrated 
Circuits (Microcircuits) Manufacturing, should be alloyed with at least 3 percent of 
lead (Pb).i° Delidding, which exposes parts’ die, revealed that the die, while correct 
for this device, were inconsistent. As previously stated, multiple die runs are consid- 
ered suspicious. Finally, some of the samples went into “last time buy” status in 
2001, despite the fact that we requested 2005 or later and the vendor agreed to pro- 
vide 2010 or later. 


i*’ Department of Defense, MID-PRF— 38535 J. 
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Bogus Part Numbers 

As of November 8, 2011, we have received three bogus parts after submitting re- 
quests using invalid part numbers. The fact that vendors fulfilled our requests indi- 
cates that they were willing to sell parts stamped with nonexistent part numbers 
essentially taking money in exchange for bogus parts. According to selected manu- 
facturers, the part numbers we requested and received parts for, GDD4, DAA5, and 
3MM8, are not associated with parts that have ever been manufactured. In addition, 
the parts were not listed in DLA’s Federal Logistics Information Service. As such, 
we did not send the parts to SMT Corp. for authentication analysis. Figure 4 pro- 
vides photos of the fictitious parts we received. We purchased a fourth part with 
an invalid part number but have not yet received it. 


Figura 4: Photos of Parts Receivsd Osspita Raquasting Invalid Part Numbars 


Category 3 


Requested bogus part numbers 



GDD4 DAA5 3MM8 


Not#: Part rnimbers shown have been altered from the part numbers used for purchasing 
SoMca OAO 


Chairman Levin, Ranking Member McCain, and members of the committee, this 
concludes my prepared statement. I would he happy to respond to any questions you 
may have. 


APPENDIX l: DETAILS OF AUTHENTICATION ANALYSIS TESTS 

This appendix provides details on each of the tests that constitute the authentica- 
tion analysis SMT Corp. conducted for the parts we purchased. 

Visual Inspection: 

Visual inspection is performed on a predetermined number of samples (usually 
100 percent) to look for legitimate nonconformance issues as well as any red flags 
commonly found within suspect counterfeit devices. 

X-Ray Florescence (XRF) Elemental Analysis: 

The XRF gathers and measures the elements within a target area. This is used 
specifically for testing components for RoHS or Hi-Rel conformance, which refer to 
dangerous substances such as Lead (Pb), Cadmium (Cd), Mercury (Hg) that are 
commonly used in electronics manufacturing. For suspect counterfeit devices, it 
helps determine if a component has the correct plating for the specification it sup- 
posed to adhere to. 

Package Configuration and Dimensions: 

This test measures key areas of the device to see if they fall within industry speci- 
fications. 

Real-Time X-Ray Analysis: 

X-ray analysis is performed on a predetermined number of samples (usually 100 
percent). The internal construction of components is inspected (depending on the 
component package type) for legitimate issues such as hroken/taut bond wires, elec- 
trostatic discharge damage, broken die, and so forth. For suspect counterfeit devices, 
the differences in die size/shape, lead frames, bond wire layout, etc. are inspected. 
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Scanning Electron Microscopy: 

A scanning electron microscope is used to perform an exterior visual inspection — 
more in-depth than the previous visual inspection. This is usually performed on a 
two-piece sample from the evidence lot. Depending on the package type, indications 
of suspect counterfeit devices are sought, including surface lapping, sandblasting, 
and sanding with regards to part marking removal. 

Solderability: 

This test is usually for legitimate components to determine if they will solder 
properly when going to be used in production. 

Decapsulation / Delidding and Die Verification: 

The die of a component is exposed with either corrosive materials or a cutting ap- 
paratus. This is done to inspect the die or “brain” of a component to determine its 
legitimacy. This process is performed on numerous samples to look for differences 
between samples such as die metallization layout, revisions, part numbers, and so 
forth — all of which are red flags for suspect counterfeits. 

Chairman Levin. Thank you so much, Mr. Hillman, for your in- 
vestigation here and for all the other great work that GAO does. 

Mr. Toohey. 

STATEMENT OF BRIAN C. TOOHEY, PRESIDENT, 
SEMICONDUCTOR INDUSTRY ASSOCIATION 

Mr. Toohey. Chairman Levin, Ranking Member McCain, and 
members of the committee, I greatly appreciate the opportunity to 
testify today to aid in your investigation into counterfeit electronic 
parts in the DOD supply chain and about the dangers that counter- 
feit semiconductors pose to U.S. national security and public safety. 

The issue is of more and more importance as semiconductors are 
key components to an increasing number of mission-critical civilian 
applications such as lifesaving medical devices, automotive safety 
systems, airplanes, but even more alarmingly, counterfeit semi- 
conductors have infiltrated the tools, systems, and communications 
equipment that our military is using today. 

By way of brief background, a semiconductor is the foundation or 
brains of any electronic device. The popular terms, “microelec- 
tronics,” “integrated circuits,” and “computer chips,” are synony- 
mous with semiconductors. 

Our industry is America’s largest exporter, and semiconductor in- 
novations form the foundation for America’s $1.1 trillion technology 
industry that supports a workforce of nearly 6 million. The semi- 
conductor industry is a great American innovation story, and our 
companies still lead the world in the rapid pace of innovation and 
global market share. We consider our industry a model for the in- 
novation economy of the future, and our companies still do the vast 
majority of advance design and manufacturing here in the United 
States and sell nearly 85 percent of our products internationally. 

First, a note on how legitimate semiconductors are manufactured 
versus counterfeits. Our members, which include the largest U.S. 
headquartered semiconductor companies, invest billions of dollars 
in state-of-the-art facilities in order to manufacture semiconductors 
in ultra-clean rooms. The highly sensitive chips are then tested to 
ensure they function to exacting specifications and standards. In 
the case of military-grade chips, these specific semiconductors are 
designed and tested to withstand intense temperature and move- 
ment variables to meet the performance standards necessary for 
combat and military situations. 
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In contrast, as the chairman and ranking member noted, coun- 
terfeiters abroad rummage through piles of e-waste — in some in- 
stances, this includes old computers and circuit boards from the 
1980s and 1990s — and use crude techniques like surface sanding, 
acid washes, and open flames to conceal the true origin and pur- 
pose of the chip. These chips, already weakened from their original 
state and at great risk of failure, are then relabeled sometimes as 
military-grade using digital printing and laser etching and pack- 
aged for sale to international brokers. Recently counterfeiters have 
begun acquiring more sophisticated equipment and advanced label- 
ing techniques making it increasingly difficult to identify fake 
semiconductors. 

Our members have also found factories that manufacture blank 
chips on which counterfeit markings are added later in a made-to- 
order fashion even if the chip’s functionality does not match the 
order specifications. 

As a result, more and more counterfeit chips make it through our 
borders into a wide range of products. Given the high failure risk, 
this places our citizens and our military personnel in unreasonable 
peril. A counterfeit semiconductor is a ticking time bomb. 

A prime example of counterfeits making their way into the mili- 
tary supply chain is the VisionTech case which recently resulted in 
the first felony conviction for counterfeit IC trafficking. The coun- 
terfeit semiconductor sold by VisionTech included chips destined 
for naval vessel and land-based identification friend or foe systems, 
memory chips for the Harm Testing System used by F-16s to track 
hostile radar systems, chips intended for an application the U.S. 
Navy Cobra Judy Replacement Program, and chips that control the 
braking system in high-speed trains. This is a very real and very 
alarming problem. Americans’ lives are at risk every time a coun- 
terfeit semiconductor makes its way into one of these highly com- 
plex and mission-critical systems. 

Experts have estimated that as many as 15 percent of all spare 
and replacement parts purchased by the Pentagon are counterfeit. 

Overall, as the chairman noted, we estimate that counterfeiting 
costs U.S. -based semiconductor companies more than $7.5 billion 
per year, which translates into nearly 11,000 lost American jobs. 

Our industry takes this threat very seriously and we are com- 
mitted to doing everything within our power to stop counterfeits 
from entering the United States and being used in our military and 
civilian supply chains. We believe this is a multi-faceted problem 
that will require a multi-pronged approach with a coordinated ef- 
fort from Government and industry. 

While I understand this is primarily an investigative hearing, I 
would like to offer five steps that we view as critical to combating 
this clear and present danger. 

First, we should continue our successful partnerships with DOD 
and the Department of Justice and the semiconductor industry and 
others to develop a more robust and effective authentication sys- 
tem. 

Second, DOD should implement strengthened procurement proce- 
dures for mission-critical components, including purchasing exclu- 
sively from authorized distributors or DOD-certified resellers. 
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Third, we should strengthen our ability, the industry’s ability, to 
partner with customs officials to stop counterfeit semiconductors at 
the border. In 2008, Customs and Border Protection (CBP) stopped 
the successful practice of sharing key information regarding sus- 
pect counterfeit chips with manufacturers and began redacting or 
crossing out critical manufacturing codes making it virtually im- 
possible to determine if the suspect chips are authentic or counter- 
feit. Returning to the pre-2008 practice would significantly improve 
our Nation’s ability to stop counterfeits at our border. 

Fourth, we should continue to aggressively prosecute counterfeit 
traffickers. 

Finally, we should leverage every trade tool at our disposal to en- 
courage stronger enforcement of intellectual property rights, espe- 
cially trademarks, internationally. 

Thank you for this opportunity to testify, and I would welcome 
any questions. 

[The prepared statement of Mr. Toohey follows:] 

Prepared Statement by Brian Toohey 

EXECUTIVE SUMMARY 

Chairman Levin, Ranking Member McCain, and other members of the Senate 
Committee on Armed Services, my name is Brian Toohey. I am the President of the 
Semiconductor Industry Association (SIA). I thank the committee for inviting me to 
testify about the dangers counterfeit products and specifically semiconductors pose 
to the U.S. military and the civilian population at large. 

The importation of counterfeit semiconductor “chips” is a growing national secu- 
rity threat. For years, counterfeiters abroad (primarily in China) have used crude 
techniques, including open fires, surface sanding, and acid washes, to turn “e-waste” 
into counterfeit semiconductors. This is in stark contrast to SIA Members high-qual- 
ity production of semiconductors. The counterfeits are re-labeled using digital print- 
ing and laser marking and packaged for sale to international brokers. The processes 
used for converting these chips to remarks or counterfeits weakens them and en- 
sures that they will fail sooner than expected and/or not perform to specification. 
However, counterfeiters have begun acquiring more sophisticated equipment and 
advanced counterfeiting techniques, making it increasingly difficult to identify coun- 
terfeit semiconductors. 

This puts tools, systems, vehicles, and missions at great risk of failure and endan- 
gers lives. As a result, more and more counterfeit chips make it through our borders 
and into a wide range of technologies, including automotive products such as brake 
systems, medical devices such as defibrillators, and, most troubling, into military 
equipment such as missiles, navigation systems, and jets. Given the high risk of 
failure, counterfeit infiltration places our military personnel and citizens, critical in- 
frastructure and mission-critical applications across the United States and the world 
in unreasonable peril. 

To address the threat with military applications, SIA and the Department of De- 
fense (DOD) have been working closely to develop a new product authentication 
process to increase the ability of our industry, with DOD and other agencies to work 
more cooperatively to identify counterfeit products and potentially their sellers or 
importers. Our goal is to develop a process that will make both industry and govern- 
ment more effective and timely in fighting counterfeiters. The SIA Anti-Counter- 
feiting Task Force (ACTF), DOD, as well as the National Aeronautics and Space Ad- 
ministration (NASA), Jet Propulsion Laboratory, and other trade associations and 
companies formed the DOD Working Group. The Working Group has created a 
Product Identification/Authentication Request Form that will assist government 
agencies in requesting authentication services, from the manufacturer, for suspect 
products found during acquisition or already in the government supply chain. That 
form and authentication process are in the final review stage. The next Working 
Group project will be to draft recommendations for better procurement procedures 
for mission-critical and life/safety products to avoid procuring counterfeit products 
or products with embedded malware and back doors. Finally, SIA’s Anti-Counterfeit 
Task Force, DOD and other government agencies are participating in the Depart- 
ment of Justice’s (DOJ) DC Counterfeit Microelectronics Working Group where gov- 
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ernment agencies and industry exchange information on counterfeiting and anti- 
counterfeiting activities with a focus on identifying, investigating and prosecuting 
people that make or sell counterfeits in the United States. 

Unfortunately, a U.S. Customs and Border Protection (CBP) policy is undermining 
our cooperative anti-counterfeiting partnership with DOD and could endanger work- 
ing relationships with other Federal law enforcement agencies. Despite our efforts 
with DOD and others, today the number of counterfeit semiconductors coming into 
the United States is on the rise and unfortunately is being inadvertently aided by 
the application of this policy. 

Prior to 2000 when port officers suspected a shipment contained counterfeit chips, 
they would contact the trademark owner and share one of the products. After 2000, 
but before 2008, Port Officers photographed the outside of a suspect chip and sent 
the publicly viewable information to the chip manufacturer whose trademark ap- 
peared on the surface of the chip to determine whether the chip was counterfeit. 
Using a highly confidential database, the trademark owner could then determine 
very quickly, for almost 85 percent of the requests, whether or not the chips were 
counterfeits by analyzing the codes on the surface of the chip. 

In mid-2008, however, CBP officers were instructed to redact any identifying 
marks in the photographs, except the trademark, before sending them to manufac- 
turers, thereby scuttling the cooperative system that worked so well for 8 years. The 
current redaction practice makes it impossible for the industry, much less CBP, to 
authenticate suspected counterfeit semiconductors. CBP officials argue this change 
in practice is intended to shield port officers from criminal liability for the disclosure 
of confidential information. However, to the extent the codes on the surface of semi- 
conductors — which are publicly-viewable by anybody who picks up a chip or looks 
at a chip’s packaging label — are confidential; they belong to the manufacturers to 
whom photographs would be sent and not the importer. 

SIA simply asks CBP to revert to its historical pre-2008 practice and share 
unredacted photographs, and where necessary physical products, of suspected coun- 
terfeit semiconductors with their original manufacturers. Such a policy is clearly in 
the Nation’s interest to continuously improve our security. Preventing counterfeit 
semiconductors from entering the United States will safeguard the military supply 
chain and protect public health and safety. 

BACKGROUND ON SEMICONDUCTORS 

Semiconductor “chips” are used in everything that is computerized or uses radio 
waves. Indeed, semiconductors are components in a staggering variety of products, 
from computers and smart phones to medical devices, LEDs and smart meters, auto- 
mobiles and military equipment, including missiles, radar, navigation systems and 
jets. They are making the world around us smarter, greener, safer, and more effi- 
cient. They form that backbone of our critical infrastructure and are economically 
vital to the Nation’s growth and productivity. 

In 2010, U.S. semiconductor companies generated over $140 billion in sales — rep- 
resenting nearly half the worldwide market, and making semiconductors the Na- 
tion’s largest export industry on a 5-year average. Our industry directly employs 
nearly 200,000 workers in the U.S. Studies show that semiconductors, and the infor- 
mation technologies they enable, represent 3 percent of the economy, but drive 25 
percent of economic growth. 


BACKGROUND ON THE SIA 

SIA is the voice of the U.S. semiconductor industry, America’s largest export in- 
dustry since 2005 and a bellwether of the U.S. economy. Semiconductor innovations 
form the foundation for America’s $1.1 trillion technology industry affecting a U.S. 
workforce of nearly 6 million. Founded in 1977 by five microelectronics pioneers, 
SIA unites more than 60 companies from across the United States that account for 
80 percent of the Nation’s semiconductor production. Our industry has an especially 
robust presence in Arizona, California, Colorado, Idaho, Maine, Massachusetts, New 
York, New Hampshire, North Carolina, South Carolina, Oregon, Rhode Island, 
Texas and Virginia. 

SIA seeks to strengthen U.S. leadership in semiconductor design and manufacture 
by working with Congress, the administration, and other industry groups to enable 
the right ecosystem for technology development and commercialization. Specifically, 
SIA encourages policies and regulations that fuel innovation, propel business and 
drive international competition in order to maintain a thriving semiconductor indus- 
try in the United States. 
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INCREASING PREVALENCE OF COUNTERFEITS 

Due to the increasing availability and decreasing price of equipment needed to 
counterfeit semiconductors, unscrupulous brokers looking to garner illicit profits are 
importing ever greater numbers of counterfeit chips into the United States. In fact, 
the Department of Commerce has reported that counterfeit incidents discovered by 
the military and military suppliers more than doubled between 2006 and 2008, from 
3,868 to more than 9,356 cases. 

In July of this year Greg Schaffer, the Acting Deputy Under Secretary for the De- 
partment of Homeland Security National (DHS) Protection and Programs Direc- 
torate, provided testimony to the House Oversight and Government Reform Com- 
mittee. During the hearing, Mr. Schaffer was asked, and admitted that DOD had 
purchased counterfeit electronic products with embedded security risks that were 
found in the DOD supply chain.^ 

Mr. Schaffer went on to say, “imported consumer electronics have been sold in 
this country containing malware or spyware. Unknown foreign parties have pre- 
loaded the devices with code that could compromise security.” Schaffer added, 
“many devices made in the United States contain foreign components and that it 
is possible that these components could also contain malware.”^ 

Alarmingly, counterfeit chips can be found in automobile airbag systems, 
defibrillators, and even highly-sensitive military equipment. As a 2008 Business 
Week article explains: 

The American military faces a growing threat of potentially fatal equip- 
ment failure — and even foreign espionage — because of counterfeit computer 
components used in warplanes, ships, and communications networks. Fake 
microchips flow from unruly bazaars in rural China to dubious kitchen- 
table brokers in the United States and into complex weapons. Senior Pen- 
tagon officials publicly play down the danger, but government documents, 
as well as interviews with insiders, suggest possible connections between 
phony parts and breakdowns. In November 2005, a confidential Pentagon- 
industry program that tracks counterfeits issued an alert that “BAE Sys- 
tems experienced field failures,” meaning military equipment malfunctions, 
which the large defense contractor traced to fake microchips .... In a sepa- 
rate incident last January, a chip falsely identified as having been made 
by Xicor . . . was discovered in the flight computer of an F-15 fighter jet at 
Robins Air Force Base .... Special Agent Terry Mosher of the Air Force 
Office of Special Investigations confirms that the 409th Supply Chain Man- 
agement Squadron eventually found four counterfeit Xicor chips."*^ 

Some experts have estimated that as many as 15 percent of all spare and replace- 
ment semiconductors purchased by the Pentagon are counterfeit.® 

Many counterfeit chips are traced back to China. BusinessWeek writers visited 
China and described the counterfeiting economy as follows: 

The traders typically obtain supplies from recycled-chip emporiums such 
as the Guiyu electronics Market outside the city of Shantou in southeastern 
China. The garbage-strewn streets of Guiyu reek of burning plastic as 
workers in back rooms and open yards strip chips from old PC circuit 
boards. The components, typically less than an inch long, are cleaned in the 
nearby Lianjiang River and then sold from the cramped premises of busi- 
nesses such as Jinlong Electronics Trade Center. A sign for Jinlong Elec- 
tronics advertises in Chinese that it sells “military” circuitry, meaning 
chips that are more durable than commercial components and able to func- 
tion at extreme temperatures. But proprietor Lu Weilong admits that his 


^U.S. Department of Commerce, Defense Industrial Base Assessment: Counterfeit Electronics 
available at http://www.bis.doc.gov/defenseindustrialbaseprograms/osies/defmarketresearchrpts/ 
final — counterfeit — electronics — report.pdf; see also Michele Moss, Systems Assurance, The Glob- 
al Supply Chain, and Efforts to Increase Communication Between Acquisition and Development, 
available at http://www.dtic.mil/ndia/2010CMMI/WednesdayTrack4 — 11328Moss.pdf; Surge in 
counterfeit items in Pentagon’s supplies, Homeland Security Newswire, Aug. 10, 2010, available 
at http://www.homelandsecuritynewswire.com/surge-counterfeit-items-pentagons-supplies. 

2 DHS: Imported Devices Infected with Malware, https://infosecisland.com/blogview/15095- 
DHS-Imported-Devices-Infected-with-Malware.html. 

3 DHS: Imported Consumer Tech Contains Hidden Hacker Attack Tools, http:// 
www.datamation.com/news/dhs-imported-consumer-tech-contains-hidden-hacker-attack-tools- 
.html. 

Brian Grow et ah, Dangerous Fakes: How counterfeit, defective computer components from 
China are getting into U.S. warplanes and ships, BusinessWeek, Oct. 2, 2008, available at http:// 
www.businessweek.com/magazine/content/08— J:i/b4103034193886.htm. 
sid. 
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wares are counterfeit. His employees sand off the markings on used com- 
mercial chips and relabel them as military. Everyone in Guiyu does this, 
he says: 

“The dates [on the chips] are 100 percent fake, because the products 
pulled off the computer boards are from the 1980s and 1990s, [while] con- 
sumers demand products from after 2000.”® 

The methods used by the counterfeiters to produce counterfeit chips differ signifi- 
cantly from those of our semiconductor manufacturers. Our members invest billions 
of dollars in state-of-the-art facilities — most located in the United States — and man- 
ufacture semiconductors in ultra-clean rooms. The chips are then tested to make 
sure they function to their specifications and — in the case of many military speci- 
fication circuits — further tested to rigid environmental standards. As noted above, 
the counterfeiters strip chips from eWaste — subjecting the chips to high tempera- 
ture and vibration — then acid wash the leads, grind off the surface, literally wash 
them in a local river, dry them on the sidewalk, and retop coat them and etch fake 
production codes on to tbe semiconductors’ surface. 

Using such a counterfeit chip is like playing Russian roulette. With luck, the chip 
will not function at all and will be discovered in testing. But in some cases the chip 
may work for a while, but because of the environmental abuse it could fail at a crit- 
ical time — when the product containing the chip is stressed — as in combat. Attached 
is a detailed presentation of the various threats counterfeit chips pose to reliability, 
prepared by and submitted with the permission of Analog Devices, Inc. — an SIA 
member.'^ 

While Chinese Officials have admitted to the prevalence of semiconductor counter- 
feiting in China, they claim they can do little about it. As Wayne Chao, Secretary 
General of the China Electronics Publishing Association and anti-counterfeiting ad- 
vocate said, “[e]veryone wants to blame China. But it’s difficult to differentiate be- 
tween a legitimate product and a fake.” ® 

ADMINISTRATION RESOLVE TO COMBAT COUNTERFEITS 

Mr. Chao is correct — it is difficult to differentiate between a legitimate semicon- 
ductor and a fake. It is precisely because of the difficulties inherent in differen- 
tiating between a legitimate and counterfeit semiconductor that the government 
must place a single-minded emphasis on preventing the importation of counterfeit 
chips.® 

The Obama administration — like the previous Bush and Clinton administra- 
tions — has shown an admirable resolve to combat counterfeiting and other forms of 
intellectual property theft. Indeed, President Obama himself has promised: 

We’re going to aggressively protect our intellectual property. Our single 
greatest asset is the innovation and the ingenuity and creativity of the 
American people. It is essential to our prosperity and it will only become 
more so in this century, i® 

Last year. Department of Justice (DOJ), Immigration and Customs Enforcement 
(ICE), the Office of Homeland Security Investigations, Naval Criminal Investigative 
Service (NCIS), Postal Inspection Service, Internal Revenue Service, Department of 
Transportation and General Services Administration worked together with the semi- 
conductor industry on an investigation that led to the indictments of the principals 
of a Florida-based company that generated nearly $16 million in gross receipts be- 
tween 2007 and 2009 by importing nearly 60,000 counterfeit semiconductors from 
China and selling them to the military as “military grade.” As the U.S. Attorney 
in charge of the investigation explained: 


6 Id. 

'^Attachment 1. 

8 Id. 

8 See Exhibit 1, a photograph comparing a genuine and counterfeit semiconductor. 

i®Victoria Espinel, 2010 Joint Strategic Plan on Intellectual Property Enforcement 3, avail- 
able at http://www.whitehouse.gov/sites/default/files/omb/assets/intellectualproperty/intellect- 
ualproperty — strategic — plan.pdf (“IPEC Report”). 

Press Release, U.S. Department of Justice, Owner and Employee of Florida-based Company 
Indicted in Connection with Sales of Counterfeit High Tech Devices Destined to the U.S. Mili- 
tary and Other Industries (Sept. 14, 2010), available at http://www.justice.gov/criminal/ 
cybercrime/wrenindict.pdf; Spencer H. Hsu, U.S. charges Florida pair with selling counterfeit 
computer chips from China to the U.S. Navy and military, Washington Post, Sept. 14, 2010, 
available at http://www.washingtonpost.coni/wp-dyn/content/article/2010/09/14/ 

AR2010091406468.html. 
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Product counterfeiting, particularly of the sophisticated kind of equip- 
ment used by our Armed Forces, puts lives and property at risk. This case 
shows our determination to work in coordination with our law enforcement 
partners and the private sector to aggressively prosecute those who traffic 
in counterfeit parts. 

From 2006 to 2010, VisionTech Components knowingly sold counterfeit integrated 
circuits to approximately 1,101 buyers in the United States and abroad, including 
counterfeit integrated circuits destined for military applications. VisionTech shipped 
76 counterfeit chips destined for naval vessel and land-based Identification Friend 
or Foe system. As the U.S. Attorney noted, “if the system failed during an engage- 
ment and could not identify an approaching threat aircraft 25 miles away, a missile 
fired from the threat aircraft could hit a ship 1 minute later.” Other shipments 
included 1,500 counterfeit memory chips destined for the Harm Testing System in- 
stalled on F-16s to track hostile radar systems, 350 counterfeit ICs intended for 
an application in the Beam Steering Control Module board within Multiple Sub- 
Array of Testable Antenna for the U.S. Navy Cobra Judy Replacement Program,^® 
1,500 counterfeit chips to control the braking system in a high speed train, and 
196 counterfeit chips to be used in a hand-held portable nuclear identification tool, 
a device offered for sale on the Federal Emergency Management Agency (FEMA) 
Web site as suggested emergency equipment for first responders. For her part in 
the scheme, VisionTech’s administrator, Stephanie McCloskey, was sentenced to 38 
months imprisonment and $166,141 in fines. 

The VisionTech case has exposed a truly dangerous type of fraud our country is 
facing. Our industry is grateful to the investigators and prosecutors that have con- 
tributed to the successful prosecution and penalties. Lives are put at risk if these 
devices are not reliable, safe, effective and free of counterfeit parts. This is why it 
is absolutely imperative that counterfeiters and the people knowingly sell them — 
and who violate our trust — are brought to justice. 

The Obama administration’s Intellectual Property Enforcement Coordinator 
(IPEC), Victoria Espinel, also understands the importance of enforcing intellectual 
property laws and preventing the importation of counterfeit semiconductors. In the 
administration’s 2010 Joint Strategic Plan on Intellectual Property Enforcement, 
Ms. Espinel explained the vital role of intellectual property enforcement in pro- 
tecting the consumer safety and national security: 

Violations of intellectual property rights, ambiguities in law and lack of 
enforcement create uncertainty in the marketplace, in the legal system and 
undermine consumer trust. Supply chains become polluted with counterfeit 
goods. Consumers are uncertain about what types of behavior are appro- 
priate and whether the goods they are buying are legal and safe. Counter- 
feit products can pose a significant risk to public health, such as . . . mili- 
tary systems with untested and ineffective components to protect U.S. and 
allied soldiers, auto parts of unknown quality that play critical roles in se- 
curing passengers and suspect semiconductors used in lifesaving 
defibrillators .... Intellectual property infringement [also] can undermine 
our national and economic security. This includes counterfeit products en- 
tering the supply chain of the U.S. military, and economic espionage and 
theft of trade secrets by foreign citizens and companies. 

COOPERATION BETWEEN DOD AND THE SEMICONDUCTOR INDUSTRY 

The SIA Anti-Counterfeiting Task Force (ACTF) and DOD have been collaborating 
to develop a new product authentication process to increase the ability of our indus- 
try and the U.S. Government to work more cooperatively to identify counterfeit 
products and potentially their sellers or importers. Our goal is to develop a process 
that will make both industry and government more effective and timely in fighting 
counterfeiters. The SIA ACTF, DOD, as well as NASA, Jet Propulsion Laboratory, 
and other trade associations and companies formed the DOD Working Group. The 
Working Group has created a Product Identification/Authentication Request Form 
that will assist DOD and other government agencies in authenticating suspect prod- 


12 id. 

12 Government’s Consolidated Memorandum In Aid Of Sentencing and Motion for Downward 
Departure Pursuant to U.S.S.G. §5K1.1, September 9, 2011 at 50. 

“Id. at 51. 
i®Id. at 54. 

“Id. at 55. 

“Id at 56-57. 

1 ® IPEC Report at 4. 
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ucts during acquisition or already in the government supply chain. That form and 
authentication process is in the final review stage. 

In addition, last year DOJ started a cross-agency and cross-industry working 
group on microelectronics counterfeiting last year that has enabled better working 
relationships, information sharing and investigative coordination. This effort has 
contributed to current investigations into counterfeits being sold into the supply 
chain destined for DOD and their prime contractors and suppliers. 

Finally, working with DOJ to convict felonious distributors, such as in the 
VisionTech case, will deter those who would profit from selling dangerous counter- 
feits into the military and civilian supply chain. 

CURRENT GOVERNMENT PURCHASING PRACTICES INCREASE COUNTERFEITS IN THE DOD 

SUPPLY CHAIN 

The next Working Group project will be to draft recommendations for better pro- 
curement procedures for mission-critical and life/safety-critical products to avoid 
procuring products with embedded counterfeits. 

Changing the procurement regulations requiring government contractors and sub- 
contractors to purchase critical components from authorized brokers is another im- 
portant step. Today’s practice of purchasing based on low price allows the govern- 
ment to procure products containing semiconductors that can be either counterfeit 
or, even if authentic, doomed to fail unexpectedly because of improper salvage, stor- 
age, transportation and handling. We have picked, at random, some purchases made 
by DOD and found the seller to be not what they advertised. Such sellers are unable 
to guarantee that such products are authentic. Even if legitimate, such sellers are 
unable to ensure that the government receives products with a clear chain of cus- 
tody and appropriate handling since leaving the manufacturer. 

In some cases a simple Google Maps search shows that instead of a brick and 
mortar facility, as shown on the seller’s web page, the products were being sold from 
an apartment or farm house. The clear and present danger is that, unlike some 
other products, semiconductors, even if authentic, if mishandled, exposed to static 
electricity, harsh chemicals, or corrosive environments will either not perform to 
specification or will stop working long before expected. This endangers military per- 
sonnel and missions and at a minimum costs the government significant dollars to 
identify and replace the products even if the failure was minor. 

The SIA respectfully recommends that the U.S. Government, and in particular 
DOD, should change its purchasing policies to ensure that products critical to life, 
health, safety, mission-critical applications and critical infrastructure are purchased 
from the manufacturer’s authorized distributors when available. When those prod- 
ucts are no longer available, such as legacy hardware 5 to 30 years old, then the 
government should implement new purchasing and product security processes. Buy- 
ing critical components at low prices only saves money upfront and in the end could 
cost DOD far more in lives, failed missions, and replacement costs. 

CBP ACTION HALTS INDUSTRY ASSISTANCE IN COMBATING COUNTERFEITING 

Unfortunately, despite the Obama administration’s understanding of the dangers 
posed by counterfeit semiconductors, and the excellent working relationship on 
anticounterfeiting between SIA, DOD, DOJ, NCIS, ICE, FBI and other Federal 
agencies, a 2008 CBP action is frustrating the efforts of those government agencies 
to combat the importation of counterfeit chips. 

Historically, when a CBP Port Officer suspected an imported semiconductor was 
counterfeit, CBP would send the semiconductor manufacturer (as identified by the 
trademarks featured on the semiconductor) either a sample of a suspect semicon- 
ductor or a photograph of the surface of the suspect chip. The surface of a semicon- 
ductor contains identifying manufacturing marks — these usually represent part 
number, lot number, date of manufacture, and place of manufacture — all in clear 
sight to anyone looking at the chip. The meaning of these identifying marks, how- 
ever, is known only to the manufacturer — and only the manufacturer of the semi- 
conductor can identify the authenticity of the chip using highly confidential and pro- 
prietary company-specific databases. After receiving a photograph of a suspected 
counterfeit chip, a semiconductor manufacturer would quickly locate the specific 
product in its internal computer systems, determine the product’s authenticity, and 
inform CBP of its determination. CBP could then seize the counterfeit chips. While 
this policy did not prevent all counterfeits from entering the country, it did lead to 
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numerous successful raids of counterfeit manufacturers in China and brokers in the 
United States^® 

However, in August 2008 manufacturers discovered Customs Officers had been or- 
dered to stop sending photographs (or samples) of suspect chips showing the infor- 
mation required by a manufacturer to authenticate a chip — even though CBP had 
been sending such photographs for nearly 8 years. Instead, CBP began sending re- 
dacted photos that obscured identifying information and left only the manufacturer’s 
trademark visible. Given the advanced labeling technology now available to counter- 
feiters, manufacturers cannot determine whether chips are counterfeit based on 
these logo-only pictures. Not surprisingly, before August 2008, seizures of counter- 
feit semiconductors were increasing year after year. 

Since CBP changed its practice, interdictions at the border have been down and 
SIA members have reported receiving an increased number of complaints about 
counterfeits from end customers when the chip fails. Semiconductor manufacturers 
were not notified or provided an opportunity to comment before CBP began imple- 
menting the new practice; one day in August 2008, the identifying markings on pho- 
tographs sent to manufacturers were simply redacted. 

The CBP’s new post-2008 redaction practice is based on an April 2000 Customs 
Directive which instructed Customs Officers to “remove or obliterate any informa- 
tion indicating the name and/or address of the manufacturer, exporter, and/or im- 
porter, including all bar codes or other identifying marks” before providing samples 
of chips suspected to bear “confusingly similar” trademarks to semiconductor manu- 
facturers.^® Of course. Customs Officers understood that this policy could not effec- 
tively prevent the importation of counterfeit semiconductors. The Officers did not in- 
terpret the restrictive Directive to apply to photographs until August 2008; when, 
we have been told, CBP Port Officers were “reminded” by Treasury officials that the 
April 2000 Directive applies to photographs. 

CUSTOMS NEEDS MANUFACTURERS’ SUPPORT TO PREVENT THE IMPORTATION OF 
COUNTERFEIT SEMICONDUCTORS 

CBP cannot effectively prevent the importation of counterfeit semiconductors 
without the manufacturers/trademark owners’ assistance. A semiconductor is very 
different from apparel, for example, where a photograph of a fake luxury handbag 
redacted per the Customs Directive’s instructions likely still provides sufficient in- 
formation for an intellectual property rights holder to determine the authenticity of 
merchandise. In contrast, semiconductor manufacturers use common exterior pack- 
ages (which fit in common board designs) for their semiconductors. Moreover, coun- 
terfeiters have obtained professional and up-to-date laser etching equipment to place 
fake codes on counterfeit chips. Thus, it is almost always impossible to determine 
whether a given chip is legitimate or counterfeit based on the redacted photo- 
graphs.^i 

Semiconductor manufacturers can only assist CBP in preventing importation of 
counterfeit merchandise if CBP provides manufacturers with sufficient information 
to determine whether suspect chips are authentic. An unredacted photograph of a 
suspect chip would ordinarily be sufficient to provide the manufacturing codes (that 
usually represent lot numbers, dates and locations of assembly) a manufacturer 
needs to authenticate a chip. Alternatively, CBP could provide manufacturers with 
these numbers or a sample chip. 

However, a photograph that has been redacted to remove these numbers does not 
provide sufficient information to determine the authenticity of a chip. Unless CBP 
provides manufacturers unredacted photographs of suspect chips (or provides the 
manufacturing codes and dates and locations of assembly reflected on the face of 
the suspect chips that only manufacturers can decipher), CBP cannot discharge its 
statutory obligation to ensure that imports comply with U.S. intellectual property 
laws. In such circumstances, the risk increases that counterfeit chips will enter U.S. 
commerce and ultimately end up as components in commercial, industrial and mili- 
tary systems, as we have witnessed since Treasury’s policy shift. 


i®See note 8; Press Release, U.S. Department of Justice, Three California Family Members 
Indicted in Connection with Sales of Counterfeit High Tech Parts to the U.S. Military (Oct. 9, 
2009), available at http://www.justice.gov/criminaVcybercrime/aljaffIndict.pdf. 

Customs Directive No. 2310-008A (April 7, 2000), available at http://www.cbp.gov/ 
linkhandler/cgov/trade/legaVdirectives/2310-008a.ctt/2310-008a.pdf. 

^^See Exhibit 1. 
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CUSTOMS HAS THE AUTHORITY TO ENLIST INDUSTRY HELP 

The most frustrating aspect of the current policy is the fact that CBP has all the 
legal authority necessary to provide semiconductor manufacturers with the informa- 
tion necessary to stem the tide of counterfeit chips. CBP officials have claimed the 
2000 Directive is meant to protect Customs Officers from liability under the Disclo- 
sure of Confidential Information (DCI) provision of the Trade Secrets Act.^^ How- 
ever, such protection is unnecessary, as Customs Officers are only exposed to DCI 
liability to the extent that CBP decides that information is confidential and may not 
be disclosed.^^ Therefore, CBP can effectively protect Customs Officers by simply de- 
claring that the information included on the surface of semiconductors is not con- 
fidential information, as it had implied prior to its policy shift. Indeed, it is unclear 
how a code that is readily visible to anyone looking at the product label on a con- 
tainer containing semiconductors or the surface of a semiconductor can be confiden- 
tial information. Tellingly, when Customs promulgated the rule the 2000 Directive 
was intended to it identified two potential trade secrets that might be di- 

vulged when disclosing information: the identity of the manufacturer and the iden- 
tity of the importer.^® But sharing the codes on the surface of semiconductors and 
product labels on the packaging with semiconductor manufacturers would not reveal 
either, as the manufacturer knows its own identity and the surface codes reveal no 
information about a chip’s importer. 

CBP has failed to understand that even if the publicly-viewable codes were con- 
fidential, Congress clearly contemplated CBP disclosing such information to rights 
holders in order to permit CBP to fulfill the many laws and treaties requiring it 
to stop counterfeits from entering the United States. The DCI simply prohibits gov- 
ernment officials from disclosing confidential information that “concerns or relates 
to . . . the identity ... of any person” to “any extent not authorized by law.” Accord- 
ingly, Congress has authorized CBP to provide unredacted photos to semiconductor 
manufacturers through the Tariff Act of 1930, the Lanham Act, the North American 
Free Trade Agreement, and the GATT Agreement on Trade-Related Aspects of Intel- 
lectual Property Rights. In addition, CBP’s own Disclosure of Information Regula- 
tion authorizes such disclosure.^® It is truly difficult to understand why CBP be- 
lieves disclosing information to semiconductor manufacturers is unlawful when ICE, 
DOD, DOJ, NCIS, and even the FBI — the agency tasked with enforcing the Trade 
Secrets Act — do not, and in fact routinely disclose such information to semiconductor 
manufacturers . 


CONCLUSION 

As a trade association that represents one of America’s most vital industries, SIA 
hopes that all executive agencies will support the Obama administration’s intellec- 
tual property enforcement efforts by working together to reduce counterfeit imports 
expeditiously. Counterfeit semiconductors are a clear and present national security 
threat and danger to human health because they are used in many mission-critical 
applications. 

SIA member companies have a long history of working side-by-side with Federal 
agencies, law enforcement and DOD to prevent counterfeits from entering the de- 
fense supply chain. We have: cofounded university research to maintain U.S. leader- 
ship in semiconductor technologies that are important for our defense, participated 
in the trusted foundry program to provide trusted devices for defense applications; 
and been advisors on measures to maintain the robust industrial base necessary for 
a vibrant defense supply chain. 


22 18 U.S.C. §1905. 

22 In United States v. Wallington, 889 F.2d 573 (5th Cir. 1989), the Fifth Circuit logically 
found that the DCI only prohibits the disclosure of confidential information. In addition, the 
Fifth Circuit clarified that Customs agents cannot be held liable for DCI violations without “at 
least . . . knowledge that the information is confidential in the sense that its disclosure is forbid- 
den by agency official policy (or by regulation or law).” Thus, since the Trade Secret Act does 
not address the information at issue, CBP Officers could be shielded from any potential DCI 
liability (to the extent such liability may exist) with a stroke of a pen if CBP were to clarify 
the Directive to permit Customs agents to share with semiconductor manufacturers unredacted 
photographs. 

2^ 19 C.F.R. § 133.25 (“Customs may disclose to the owner of the trademark or trade name 
... in order to obtain assistance in determining whether an imported article bears an infringing 
trademark or trade name ... [a] description of the merchandise”). 

22 Copyright/Trademark/Trade Name Protection; Disclosure of Information, 63 Fed. Reg. 
11996, 11997 (Mar. 12, 1998); see also Gray Market Imports and Other Trademarked Goods, 
64 Fed. Reg. 9058 (Feb. 24, 1999). 

2® See note 24. 
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We are pleased with the SIA-DOD Working Group’s progress on creating a system 
for assisting our armed forces in detecting counterfeit chips already in the DOE) sup- 
ply chain. We are optimistic that the Working Group will also craft recommenda- 
tions to reform government procurement practices to ensure that products critical 
to life, health, safety, mission-critical applications and critical infrastructure are 
purchased from the manufacturers’ authorized distribution when available. 

SIA is also pleased with the efforts by the U.S. Attorney for the District of Colum- 
bia, ICE, NCIS, FBI, and other Federal law enforcement agencies to bring to justice 
unscrupulous brokers selling dangerous counterfeits into the military and civilian 
supply chains. However, the post-2008 CBP policy prevents the U.S. Government 
from most effectively working with industry to prevent counterfeit chips from being 
imported into the United States. This is alarming, especially given the danger such 
chips so obviously present. 

We respectfully request this committee and Congress work with DOD to require 
government contractors and subcontractors to purchase critical components from au- 
thorized sources. We also respectfully request this committee and Congress to work 
with CBP to ensure that the pre-2008 practice of sharing unredacted pictures of sus- 
pected counterfeit semiconductors and product labels with manufacturers is rein- 
stated in the interest of safeguarding the health and safety of the American public 
and our military. 

In summary the fight against counterfeiting and counterfeit products is to: 

• Ensure that the critical infrastructure that supports our economy and 
citizens performs to expectations; 

• Protect U.S. intellectual property and the U.S. jobs it supports; 

• Safeguard the equipment we use, fly, or drive or treat our illnesses; and, 

• Ensure the safety and protection of our military in their day-to-day oper- 
ations. 
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Categories of Counterfeit ICs 

1. Recycled / Used ICs 

• Parts pulled from boards; leads straightened/cleaned; original 
markings removed or “blacktopped”; new markings added 

2. Lower Grade / Inferior “Second-Source” ICs 

• Parts may be new or used; original markings removed or 
“blacktopped"; new markings added 

• Parts typically are functional but out-of-spec 

3. New or Used IC Die Assembled in New Packages 

• Die may be removed from “old” packages and assembled in 
new packages; extremely difficult to detect these counterfeits! 

4. Useless ICs 

• Parts are non-functional: no die, bad die, wrong die, wrong 
package, etc. 

® 2011 Analog Devices, Inc. All rights reserved. Doevi® 



Counterfeits Easy to Detect Years Ago 



Counterfeit units with 
various pin 1 indicators and 
countries of origin. 


Counterfeit units with 
poor and/or easily 
removed markings. 
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Counterfeits Now Tough to Detect 
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Excellent top marking quality (both ink and iaser markings), but 
these products are ali counterfeit. 
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Counterfeit ICs Have Poor Reliability 

Package cracking, package delamination, and/or die 
cracking induced by IC removal from scrap boards 

• IC “recyclers” rarely take precautions against package damage 

• Package damage is not always detected immediately electrically 

♦ Used ICs zapped by ESD during board removal; 
stripping markings; adding counterfeit markings; etc. 

• Counterfeiters rarely take precautions against ESD 

• Zapped ICs may fail during field use due to latent ESD damage 

• Especially CMOS gate oxide & Bipoiar/BiCMOS capacitors 


d2011 Analog Devices, Inc. All rights reserved. 
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Counterfeit ICs Have Poor Reliability 

♦ Moisture-sensitive parts not handled / stored properly, 
resulting in “popcorning” during board assembly 

• Counterfeiters are unlikely to dry pack moisture-sensitive parts 

• Brokers may dry pack parts without properly baking them first 

♦ Chemicals used to strip the original markings and/or to 
clean the package pins result in corrosion 

• Counterfeiters may use harsh chemicals that can damage ICs 

• Such ICs may fail during field use due to the time it takes for 
chemicals to penetrate the package and corrode the die 

• Especially an issue with plastic-encapsulated microcircuits 


62011 Analog Devices, Inc. All rights reseived. 



Counterfeit ICs Have Poor Reliability 



Used ICs were removed from PCBs and re-marked by counterfeiters. 
The pins were cleaned with acid. Over time, the acid migrated into 
the plastic packages and corroded away the metal on the die (see 
arrows), resulting in field failures and high OEM warranty costs. 
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Counterfeit ICs Have Poor Reliability 

♦ Counterfeits marked as having Pb-Sn solder may be Pb- 
free, or vice-versa 

• Parts may be unreliable after board mount at wrong temperature 
for the true solder composition 

• Parts that should not contain Sn may fail due to Sn whiskers 


♦ Net result of all these potential failure mechanisms 

• Counterfeit ICs can initially work fine and then fail days, months, 
or years later in the field 

• Classic reliability models (such as MIL-HDBK-217 MTBF 
calculations) are completely meaningless if even one component 
in a system is counterfeit! 


@2011 Analog Devices, Inc. All rights reserved. DoEvI^ 


Summary 


♦ Counterfeit ICs far more difficult to detect than in the past 

• Sometimes only OCMs can positively identify good from bad 

♦ Counterfeits are the #1 threat to electronics reliability! 

• Packages or die may delaminate / crack during PCB removal 

• Parts may be ESD zapped & later fail due to latent ESD damage 

• Moisture-sensitive devices may “popcorn” during board assembly 

• Counterfeits marked as Pb-bearing may be Pb-free or vice-versa 

• Chemicals used to clean / re-mark ICs may result in corrosion 

• Net result is large warranty / monetary claims 

♦ All traditional reliability models (MIL-HDBK-217, etc.) are 
meaningless if any component in a systems is counterfeit 

♦ Best protection is to buy directly from component suppliers 
or directly from their authorized distributors 
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Chairman Levin. Thank you so much, Mr. Toohey. Let us try a 
7-minute first round for questioning. If we need a second round, we 
will have one. 

Let me start first with you, Mr. Hillman. This action or activity 
of the GAO to try to test this market produced some really stun- 
ning results. The idea that you can give any part number, make 
up a part number, and you can find somebody who will act as 
though they are responding to that order on the Internet is an 
amazing result. They are all coming from China so far. It fits with 
what our investigation shows, that China is the source of the coun- 
terfeits. 

When you set out to buy parts, when the GAO set out to buy 
parts, you did not specifically aim at any particular country. Right? 
You went on a global marketplace, the Internet. 

Mr. Hillman. That is correct. We did not target any specific re- 
gion such as Asia, Europe, or North America. What we looked at 
specifically was individual part numbers requested by this com- 
mittee. We entered those numbers on the Internet trading plat- 
forms. Vendors then offered quotations for us and we selected 
quotations that were amongst the lowest prices that had available 
information to allow us to make the purchase. It just so happens 
that the results of our tests show that for the 13 purchases that 
we have made to date, 12 have come from Shenzhen, China and 
one from Beijing. 

Chairman Levin. How much time elapsed between the time that 
the GAO’s fake company, that you created, requested the parts 
with the bogus part number and the time that you actually re- 
ceived the bogus part? Is that a matter of days, months, weeks? 

Mr. Hillman. It is a matter of days. Senator. We made pur- 
chases and waited for approximately a 24-hour period, sometimes 
a little longer, to obtain quotations of individuals willing to supply 
us these part numbers. Upon receiving information from the lowest 
price bidders on available information with which to make the pay- 
ment for these purchases, it could have taken from several days to 
a little over a week for the purchases to actually arrive. 

Chairman Levin. How did you pay for the parts? 

Mr. Hillman. We contracted with the vendors through Western 
Union services to supply the funds for the purchases. 

Chairman Levin. They were wire transfers? 

Mr. Hillman. Wire transfers. 

Chairman Levin. Did you find that there were any operators/ 
counterfeiters that were working more than one company? In other 
words, did one person, as far as you can say or tell, have more than 
one company? Was there like a boiler room anywhere? 

Mr. Hillman. It appeared from the results of our discussions 
over the Internet that there were individuals with similar names 
that were supporting multiple vendors that were willing to supply 
us these parts. 

Chairman Levin. Mr. Sharpe, you do independent testing — 
right — at one of your companies that you are affiliated with. 

Mr. Sharpe. Yes, sir, we do. 

Chairman Levin. When you did the testing here on the parts I 
guess with GAO, did you know who you were testing those parts 
for? 



51 


Mr. Sharpe. We only knew that we were testing them on behalf 
of GAO. 

Chairman Levin. You did not know that it was for this com- 
mittee, though. 

Mr. Sharpe. No, sir. 

Chairman Levin. You sell parts too. 

Mr. Sharpe. The biggest part of our business. 

Chairman Levin. Can you compare the way you saw parts being 
handled in China with the way you handle parts that you sell? 

Mr. Sharpe. There are really no words to describe it. Watching 
parts literally being washed in rivers, dropped on riverbanks, 
dumped into cardboard boxes. There was nothing done whatsoever 
to protect the component at any phase of what we saw going on 
over there. If anything, the entire process would serve to ruin the 
component. The processes that are followed by SMT begin with 
strict ESD controlled rooms and areas, clothing by our employees. 
The areas are dehumidified, kept between a relative humidity level 
of between 25 percent and 45 percent not only where we work on 
them but where we store them. All packaging is ESD compliant 
and tested. It is a completely different world. 

Chairman Levin. What impact does the way electronic parts are 
handled have on performance and reliability? 

Mr. Sharpe. Well, in the case of the parts that we saw in 
Shantou that were either on the sidewalks or in the river, for in- 
stance, one of the biggest enemies of an electronic component is 
moisture. So there is absolutely no safeguards whatsoever to stop 
moisture ingression into the components. Moisture ingression into 
the components leads to delamination and die voiding, things that 
begin to become the beginning of the end. When we look at parts 
at SMT through an acoustical microscope, we can see the evidence 
of that moisture ingression, and on parts that are counterfeit, that 
is a very prevalent thing for us to see. 

Chairman Levin. In other words, the lifespan of the part is dra- 
matically affected by the way in which they are handled? 

Mr. Sharpe. Absolutely. 

Chairman Levin. When you were there, did there appear to be 
any steps taken by the Chinese Government to stop the sale and 
the marketing of these parts? I mean, the Chinese tell us they act 
against counterfeiters. That is what they tell us. We got a state- 
ment today from the Chinese or they issued a statement to the 
press that they are always taking action against counterfeiters. Did 
you see any evidence when you were there of any Chinese Govern- 
ment action against what was openly being sold as counterfeits? 

Mr. Sharpe. No, I did not. When I was in the Shenzhen market- 
place, the parts that were there — the interpreter was reading to me 
cards that were inside of the showcases where it was describing 
what level of refurbishment had taken place as they were regarded. 
This was all right out in the open. When we got into the City of 
Shantou, the entire business purpose of everything that we saw 
there was very obviously to harvest components from e-scrap and 
go through complete refurbishment right there in the open. There 
was nothing that was hidden. 

Chairman Levin. Thank you. 

Senator McCain. 
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Senator McCain. Thank you, Mr. Chairman. I thank the wit- 
nesses. Mr. Hillman, how serious do you think this problem is? 

Mr. Hillman. The results of our work to date is based off of a 
non-generalizable sample of parts that we were requested to pur- 
chase. Therefore, we are unable to discuss the prevalence of this 
activity. 

Senator McCain. But it is a serious problem, not so serious, a 
waste of your time? 

Mr. Hillman. No, Senator, not at all. We consider the problem 
itself to be a very serious one, possibly affecting the lives of our 
military personnel and the capabilities of the systems that they uti- 
lize. 

Senator McCain. Mr. Toohey, do you agree with that assess- 
ment? 

Mr. Toohey. Yes, absolutely. This is a very, very serious and 
growing problem. Senator. 

Senator McCain. So, Mr. Toohey, what do we need to do about 
it? 

Mr. Toohey. Well, Senator, I outlined a number of steps briefly 
that I think we ought to continue and expand. Certainly working 
to strengthen the authentication procedures, and we are working 
in a cooperative way with DOD officials to do this. I think ensuring 
that that process continues and is strengthened makes sense. 

Ensuring that the procurement system is strengthened so that 
for these mission-critical components, they are only purchased 
through authorized distributors or DOD-certified resellers. That 
would be a critical 

Senator McCain. We are doing that now. People are getting cer- 
tified to be a reseller, but obviously there is very little scrutiny or 
examination of the people who are getting this certification. Would 
you agree, Mr. Hillman? 

Mr. Hillman. There are certainly on the Internet purchasing 
platforms that we observed a wide variety of attesting or lack 
thereof associated with the parts that are being made available for 
sale. 

Senator McCain. Mr. Sharpe, we have been told by a number of 
independent distributors and testing laboratories that more often 
than not, semiconductor manufacturers refuse to assist them in de- 
termining the authenticity of an electronic part. Has that been 
your experience? 

Mr. Sharpe. We have seen it both ways, sir. We generally try to 
reach out to the component manufacturers to get information on 
die markings, information on the front markings, things like that 
on obsolete parts so we do not have data on 

Senator McCain. Sometimes you do not get the cooperation of 
the manufacturer. 

Mr. Sharpe. Sometimes we do not. 

Senator McCain. Mr. Toohey, what have you got to say about 
that? 

Mr. Toohey. Well, Senator, our companies work very closely 
with Government officials. As a matter of fact, one of the steps that 
I 

Senator McCain. So you do not agree with Mr. Sharpe’s assess- 
ment. 
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Mr. Toohey. Senator, we work very closely with Government of- 
ficials and cooperatively work 

Senator McCain. Do you agree or disagree with Mr. Sharpe’s as- 
sessment? 

Mr. Toohey. Senator, I think our industry has an outstanding 
record of working cooperatively with both private sector and Gov- 
ernment officials to authenticate chips. As a matter of fact, one of 
the steps that I recommended was changing a customs policy to 
allow us to cooperate because in many cases at the border, only the 
manufacturer can authenticate the chip, and right now, given the 
policy that is in place, we are not allowed to do that. So we do co- 
operate and we would like to strengthen that cooperation. Senator. 

Senator McCain. Well, we would certainly like to help you in 
that effort. 

Mr. Hillman, have you been involved in this issue at all, that 
some of the laboratories and testing distributors are not — people 
are not given assistance by the semiconductor manufacturers? 

Mr. Hillman. Results of our investigation to date have not led 
us into that area. 

Senator McCain. Which means to you in terms of your investiga- 
tion? 

Mr. Hillman. In terms of our investigation, we have shown that 
it is possible to purchase counterfeit parts on Internet purchasing 
platforms. We have not, as part of this ongoing work, delved into 
the potential issues that exist currently within those platforms or 
across the supply chain but hope to be doing additional work as 
part of the ongoing investigation. 

Senator McCain. Mr. Toohey, Mr. Sharpe and others have given 
us information that the manufacturers many times refuse to assist. 
I suggest you get on that, and I suggest you get on it quickly. We 
will be glad to consider legislative changes but if manufacturers 
are not cooperating, it makes the problem even worse. So I hope 
you will look at these allegations, find out if they are true or not 
true, and if they are true, get to work on it. 

Mr. Toohey. We will absolutely do that. 

Senator McCain. Mr. Sharpe, how long has this been going on 
in your view? 

Mr. Sharpe. I have been in the industry for 15 years and I have 
spoken to folks who have been around the industry since the 1960s 
and they said they have seen counterfeits going back to the 1960s. 

Senator McCain. Is it growing worse, better, or the same? 

Mr. Sharpe. It is growing much worse, and the reason why I call 
it much worse is that the counterfeiters are changing their proc- 
esses to get in front of the processes that they know that we are 
currently doing to detect their processes. So the process is evolving 
and it is getting harder to detect. 

Senator McCain. So really it would be extremely difficult to stop 
this unless we get the active cooperation of the Chinese Govern- 
ment. 

Mr. Sharpe. I would agree with that, yes, sir. 

Senator McCain. There is very little doubt in your mind that the 
Chinese Government is aware that this significant industry is tak- 
ing place. 

Mr. Sharpe. Absolutely no doubt. 
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Senator McCain. Have you ever had a conversation or heard 
anything from the Chinese Government about this? 

Mr. Sharpe. No, sir, I have not. 

Senator McCain. Have you, Mr. Hillman? 

Mr. Hillman. No, sir, I have not. 

Senator McCain. Mr. Toohey, I am a great admirer of your asso- 
ciation and its members and the enormous contributions that they 
make to America’s economy, but I suggest you give this some pri- 
ority so that members of this committee and the American people 
can be assured that there is active cooperation on your part. Okay? 

Mr. Toohey. Yes, Senator. 

Senator McCain. Mr. Hillman, again I have read reports of the 
desk and the phone, the middle person who basically is just the 
pass-through, and part of it is because of our encouragement of 
small business people being able to be involved in DOD procure- 
ment. How serious is that part of the problem? 

Mr. Hillman. Well, we all value the participation by small busi- 
nesses. In this instance, though, on this investigation, what we 
have learned in several purchases that we have made is that indi- 
viduals are posing to be representatives of multiple companies and 
are willing to supply parts to us that are not authentic where no 
actual part numbers exist. 

Senator McCain. I thank the witnesses. Thank you, Mr. Chair- 
man. 

Chairman Levin. Thank you very much. Senator McCain. 

Senator Udall. 

Senator Udall. Thank you, Mr. Chairman. 

Let me first say I think the most important and sobering thing 
that I have heard is that this is a serious and growing problem. 
I would like to build on the comments and the questions the chair- 
man and Senator McCain have asked. 

I think Senator McCain really put his finger on it here. We need 
a team effort. The Federal Government and industry have to work 
together. Mr. Toohey, I look forward to hearing the results of your 
increased focus in this area as you acknowledged this morning. I 
am not here to pick on you per se, but I do think this is something 
that has really gotten the attention of the committee. To my way 
of thinking, there are roles that the State Department and Cus- 
toms and Border Patrol (CBP), component manufacturers and sup- 
pliers alike can play. It does not seem like there is one solution but 
it seems like there are a number of relatively simple solutions that 
we could provide that would, in turn, provide a screen to get at the 
heart of this. 

Let me get into more detail. I think there is something called the 
Trusted Foundry Program (TFP), and it is a joint DOD-NSA pro- 
gram that ensures that only certified chips and microprocessors are 
allowed into the supply chain. But as I understand it, we do not 
require components to be certified through the TFP. 

If I could, I would like to ask the industry experts here, would 
there be any benefit to requiring electronic components to be cer- 
tified as TFP-compliant before they are allowed into the DOD sup- 
ply chain. Would a trusted supplier certification requirement not 
protect manufacturers and the DOD alike? Given that we are 
spending billions on the fake components, would the investment in 
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such a certification program not pay for itself in a fairly short pe- 
riod of time? Mr. Sharpe, mayhe we could start with you and Mr. 
Toohey in turn. 

Mr. Sharpe. Senator, so I understand the question as it is posed 
to me, is it that I would send parts to this program to have them 
certified before I was to send them in to DOD? 

Senator Udall. I think that is in part what I am getting at, but 
we are basically taking suppliers at their word for the authenticity 
of the components they provide even though it seems that the sup- 
pliers cannot always say for sure where those chips come from. But 
we do not know how many other systems, whether they are in vehi- 
cles or part of the radio and corns efforts we put forth. Aircraft, 
weapons systems themselves could be at risk of failure. So it seems 
like we have to go the extra mile here. Again, I am searching, as 
I think the committee is, for ways to get at this quickly and in a 
cost-effective manner. 

Mr. Sharpe. Well, as far as the TFP goes, as I understand it, 
this is a group of foundries where material can be built directly for 
the Government with no brokers in between. So this would be an 
area where an independent distributor would not have any access 
to, as far as I know, unless we were to ask them to do work for 
us. But generally, this is direct from them to you. 

As far as product coming from the independent channel, we all 
know that due to the huge amount of obsolescence that becomes 
part of weapons systems, that lots and lots of material has to come 
from our industry, meaning independent sector. 

I personally believe that the way into this to mitigate it properly 
is for heavy requirements on testing being done by the supplier, 
and I am talking about documented proof of all tests. I will not run 
through the whole list, but there is an awful lot out there that can 
be done, including full electrical. This is now being done and re- 
quired, by the way, by many of the primes that we currently deal 
with. 

Senator Udall. Mr. Toohey, I would welcome your comments. 

Mr. Toohey. Senator, as you very well noted, this is a multi- 
pronged problem and it will require a multifaceted solution. In that 
regard, part of the solution is certainly continuing the work that 
we are doing with DOD for the authentication process and ensur- 
ing that that process works and so that manufacturers can very 
easily authenticate chips that are in the supply chain. 

The TFP also plays an important role for a relatively minor part 
of what the DOD procures, but I understand that process is being 
reevaluated as well. So I think there are many parts of the solution 
that we ought to implement in order to ensure we know which 
chips are going into the DOD supply chains. 

Senator Udall. Could I turn to the Chinese Government? What 
more can we do? What should we be doing to encourage them, shall 
I say, to stop the flow of these fake components into the United 
States? I would welcome any of you on the panel to comment. 

Mr. Sharpe. Since the Chinese Government is so well aware of 
what is going on as far as the counterfeiting in the country, it 
would seem to me that they could get a handle on this rather 
quickly if they were to make that effort to do so. Since everything 
is out in the open, I believe that China can put the right restric- 
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tions and penalties in place within their own country and stop an 
awful lot of this right at the bud quickly. So that is the way I 
would see it. 

Senator Udall. Mr. Toohey, do you have further thoughts? 

Mr. Toohey. Certainly more can be done in China to stop coun- 
terfeiting and enforce intellectual property, although I would note 
that our association has been working with Chinese Government 
officials both at the state level and the provincial and local level 
for quite some time on this problem. For example, part of our work 
was the establishment of a legitimate market in Shenzhen so that 
there is a legitimate way in which to procure legitimate chips, and 
that has been established. 

The Chinese Government, certainly during the special campaign 
implemented earlier this year, has demonstrated that when it fo- 
cuses, it can have real results. Semiconductors were not part of 
that special campaign on intellectual property enforcement, but 
those industries that were involved, pharmaceuticals and others — 
and officials from the U.S. Embassy also indicated that there was 
strong progress. So I think having our trade officials and our bilat- 
eral relations encouraging stronger enforcement is the right way to 
go. Senator. 

Senator Udall. Mr. Hillman, do you have any insights into this 
counterfeit market in China and the Chinese Government’s role? 
Are they simply turning a blind eye or is there evidence of com- 
plicity? 

Mr. Hillman. That is nothing that our investigation has uncov- 
ered to date. We will be continuing our investigation and reporting 
our final results later this year. 

Senator Udall. Did your investigation determine that any of our 
servicemembers had been injured or that there was loss of life tied 
to these counterfeit chips? 

Mr. Hillman. The parts that we have purchased that were au- 
thentic fit into a variety of significant military applications. The re- 
sults of our investigation to date suggests that those parts can be 
purchased on a counterfeit basis. We have not gone to the extent 
to determine whether counterfeit parts have actually been placed 
into those systems, therefore, whether or not lives have been en- 
dangered. 

Senator Udall. Let me end with a comment tied to your answer 
and my question. I think that is why this committee is so con- 
cerned. Our servicemembers face enough peril, put themselves on 
the line day in and day out, and if there is an unseen danger tied 
to the electronics on which we depend, this is a very, very serious 
situation. 

So, again, we have work to do. We are going to have to do it as 
a team, DOD, this committee, the private sector. The Chinese Gov- 
ernment has an important role to play here. 

So thank you again for your appearance. Mr. Chairman, thank 
you. 

Chairman Levin. Thank you. Senator Udall. 

Senator Brown. 

Senator Brown. Thank you, Mr. Chairman. 

Mr. Chairman, I had a question back to you. I want to make sure 
I understood what you said. You indicated in your initial statement 
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that we are obviously paying for product, and then we, in turn, 
have determined that those products are being supplied with defec- 
tive materials. Then not only are we paying for the product in the 
first go-round, did you say also we are paying for the replacement 
and repair of those defective 

Chairman Levin. Depending on the contract. There is evidence. 
We will hear more about that on our second panel. But the exam- 
ple I gave, yes, we paid for the repair because it was a cost-plus 
contract, and unless you can prove intention, that something is in- 
tentionally counterfeit and with knowledge, then we end up paying 
for it. That is something we can change. 

Senator Brown. Well, count me on the amendment that does 
that as a cosponsor because it only makes sense here on Capitol 
Hill that we would do something like that, Mr. Chairman. The fact 
that we are paying top dollar for a product and then, in fact, we 
get the product and it is filled with sometimes defective compo- 
nents is mind-boggling. 

Chairman Levin. We can correct it on Capitol Hill, but the prob- 
lem is the contracts the Pentagon enters into, if they are cost-plus 
contracts, do allow and maybe require that the Pentagon pay for 
replacement unless you can prove that the defective part was put 
in knowingly by the contractor. 

Senator Brown. We should not have to make that proof. It 
should be a given that everything that we pay for is of the highest 
quality. 

Chairman Levin. That is what our amendment will do. 

Senator Brown. Thank you, Mr. Chairman. 

Also, Mr. Hillman, you said the middleman — ^you described it 
when you went out and did your research and kind of your sting 
operation. You provided them with numbers that were not real, 
and in fact, it came back with some fictitious product. Is that a fair 
statement? 

Mr. Hillman. Yes, Senator. 

Senator Brown. What has been done to those people? Have they 
been let go? Are you not doing business with them anymore? I 
mean, what does it take to stop doing business with people like this 
here in Washington? 

Mr. Hillman. We will be referring the results of our investiga- 
tion to the Inspector General (IG) of DOD for further review and 
potential action. 

Senator Brown. With a recommendation, I hope, to terminate 
any and all contact and recoup any and all payments. Is that a fair 
statement? 

Mr. Hillman. Yes, Senator. 

Senator Brown. Thank you. 

I mean, this is another reason to not only manufacture in Amer- 
ica but buy American so we know what we are getting, we know 
where the supply chain is going. To rely on entities like you have 
described, Mr. Sharpe, through your investigation — how did you ac- 
tually get into the country to do that when we had representatives 
that were denied? Did you go over like, oh, golly, gee, I want to see 
what they are doing and maybe have an opportunity to buy some 
more product? How did that work? I am curious. 
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Mr. Sharpe. We do not buy product over there, Senator. The trip 
began as a business trip to visit a U.S. -based customer in Hong 
Kong that was then to turn into a vacation in Beijing, and it was 
2 weeks before the Olympics in 2008. The borders were very po- 
rous. When I got into Shenzhen, not knowing that I was going to 
then be traveling the next day to Shantou, it was nothing more 
than paying some money to the driver and hiring someone to take 
me out there. There seemed to be no issues whatsoever. No one 
really questioned me. There were just areas where I was told that 
I could not take photographs. 

Senator Brown. I share Chairman Levin and Ranking Member 
McCain’s concerns. From 2005 to 2008, counterfeit incidents have 
almost tripled possibly as a result of, quite frankly, the manufac- 
turers failing to adhere to the testing requirements. Do you think 
that is the reason? 

Mr. Sharpe. Yes, that is a reason, sir. I agree with that. 

Senator Brown. A lot of the recommendations that you have 
made and I think, Mr. Toohey, you are making you feel it would 
change that? 

Mr. Toohey. Yes, Senator. We believe it would significantly help 
to strengthen the authentication procedures, to strengthen the pro- 
curement policies, to ensure that we are stopping these at our bor- 
der and ensuring we are using all tools available, and to leverage 
our law enforcement community as well to continue to aggressively 
prosecute these 

Senator Brown. Mr. Toohey, are you giving recommendations to 
the chairman and ranking member on what you need in terms of 
legislation to get that done? Are you doing that? 

Mr. Toohey. Senator, we would be happy to follow up with a 
more detailed set of proposals. 

Senator Brown. Yes. I would like to be included in that because, 
quite frankly, I find this — this is unbelievable. So I want to really 
thank you both for pursuing this. It came out of left field and an- 
other thing we have to worry about. 

I guess take a shot, any one of you. What is your thought about 
the likelihood that everything that has been done is malicious in 
fact, not just out there to make money, but malicious in terms of 
trying to deliberately breach our DOD equipment and try to gain 
some type of tactical advantage? Is there anything like that going 
on, or is it just really, hey, they are just going out to get money 
just to make money? That is my first question. 

My second question is, so why do we not go to the source? Is 
there a different way we can process a lot of this waste? We can 
do it internally. Do we not have the ability to do this stuff within 
our country? Take that supply chain and just cut it off at its head. 
I mean, it makes no sense to me that we are sending this stuff over 
there in barges and then they are able to do what they are doing. 
It is clear from the pictures. I mean, did anyone send over this in- 
vestigation to the embassy here — the Chinese Ambassador and say, 
hey, sir, can you explain what is going on here? 

So I guess there are a couple of questions in there. Do you think 
there is any malicious intent to deliberately breach our DOD equip- 
ment, number one? Number two, is there a different way we can 
do it to stop the supply chain from going over in the first place? 
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I cannot believe America, one of the greatest countries in the world 
and one of the most innovative countries in the world obviously, 
cannot do more with this waste. 

So anyone can take a shot at that. Dr. Persons, you have been 
silent. Why not take a shot at one of those? 

Dr. Persons. Thank you. Senator. 

In terms of understanding any malicious intent, sir, that was out 
of scope of our particular investigation which is still going on. In 
terms of dealing with those things, GAO has done reports on e- 
waste and recycling and so on, just that general issue and the legit- 
imacy thereof. I believe the core issue or one of the core issues has 
to do with just who wants that to happen in their proverbial back 
yard and who pays for that and that sort of thing. 

Senator Brown. It seems like the American taxpayers are paying 
indirectly by the fact that we are double paying for equipment that 
we should be getting that should be top of the line in the first 
place. Then we are paying by the potential breaches in our security 
in the way that we are providing equipment to our men and women 
that are serving. My time is up. I appreciate your holding this, Mr. 
Chairman. 

Chairman Levin. Thank you. Senator Brown. 

Senator Manchin. 

Senator Manchin. Thank you, Mr. Chairman. 

This will probably be to Mr. Sharpe or Mr. Toohey. Do you know 
of any Chinese company or government agency that makes any 
product that they have researched, designed, done the research and 
brought it to market, that no other country does right now or no 
other company outside of China does? Do you know of anything 
unique that they have brought to market in your realm of busi- 
ness? 

Mr. Sharpe. I am not aware of any. Senator. 

Mr. Toohey. Senator, there are a number of domestic Chinese 
semiconductor manufacturers and design companies. There is a le- 
gitimate foundry, a very 

Senator Manchin. I am saying do you know of anything they 
have, let us say, invented? 

Mr. Toohey. Senator, there are some specific applications, semi- 
conductors, that have been designed in China. There are a couple 
of good foundries that manufacture quality products, some for 
American companies even, in China. So while it is very small — the 
domestic industry is extremely small — in world standards there are 
examples of research. I should add that the Chinese Government 
has singled out the semiconductor industry in their 5-year plan as 
one that they want to build because they know what it means to 
our country. So they are putting a lot of investment into developing 
a domestic semiconductor 

Senator Manchin. How many of your members have a presence 
in China? 

Mr. Toohey. Several of our members. Senator. Several of our 
large members have a presence in China. 

Senator Manchin. So it would be right for us to understand that 
you would be concerned about their protection, also an ability to do 
business there. 

Mr. Toohey. Yes. 
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Senator Manchin. Are they there because of price? 

Mr. Toohey. Senator, it is a global market. China is actually the 
largest market for semiconductors globally. Not a lot is produced 
by local companies I mentioned, but they are actually the largest 
market and that drives many of our international global companies 
to have presence in China. 

Senator Manchin. Are we still purchasing these products as a 
Government? To Mr. Hillman or Dr. Persons, are we still as the 
U.S. Government for our DOD purchasing, doing business with 
these people? 

Mr. Hillman. The parts that we have been purchasing as a part 
of this ongoing investigation are rare, hard-to-find, and obsolete 
parts that are still being utilized in major weapons systems. The 
Internet purchasing platforms demonstrate that contractors or sub- 
contractors that are in need of these hard-to-find, rare, obsolete 
parts have an outlet through these purchasing platforms to acquire 
these parts. The concern, though, is that the intent to deceive cer- 
tainly exists and 

Senator Manchin. Are we still purchasing, sir? I just asked a 
very simple question. Is the U.S. Government still purchasing from 
these counterfeiters who are putting out inferior products? 

Mr. Hillman. The Internet trading platforms have 40 million to 
60 million line items and parts that are purchased on a regular 
basis. Yes, sir. Senator. 

Senator Manchin. So we are still doing business with the people 
that we know that are making inferior products that could affect 
our service people. 

Mr. Hillman. Those businesses certainly continue to be available 
to 

Senator Manchin. Mr. Sharpe, if I may ask you. Your company 
basically does this after-market. Right? 

Mr. Sharpe. Yes, sir, we do. 

Senator Manchin. Do you know of any companies other than 
yourself or other companies like yourself that are unable to produce 
the quality products that are needed for our service people? 

Mr. Sharpe. Well, we do not make products over at SMT, but we 
produce products that have been inspected properly. 

Senator Manchin. Right. 

Mr. Sharpe. Yes. There are other companies in the United 
States like ours. 

Senator Manchin. So we would not have to go to China to these 
counterfeiters if we did not want to because of price. 

Mr. Sharpe. We absolutely do not need to go to China. 

Senator Manchin. Okay. 

Who writes the specs? Mr. Hillman, who in the world in our Gov- 
ernment writes these specs for these products and does not follow 
up? The specifications for what we are going to purchase is not 
written stringent enough that if you basically do not meet those 
specifics, then you are banned, like in any other purchaser, from 
State purchasing or Federal purchasing. You should be banned if 
you are found to be neglective of doing what was supposed to be 
done. Who would want to answer that? 

Dr. Persons. I will answer that, sir. In the context of our work, 
there is a DOD specification. It is called MIL-PRF-38535J in terms 
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of the context of the tests that we ran on the various parts that 
we acquired in our undercover operation. There are specs being 
written 

Senator Manchin. Who writes the specs? I mean, does the Gov- 
ernment? I am sure we have spec writers. Right? 

Dr. Persons. Yes, sir. 

Senator Manchin. From all different agencies, DOD agencies? 

Dr. Persons. In this case, this was a IlOD specification. So I am 
sure there are others. 

Senator Manchin. Who follows up on that? We have you all in 
here to basically check to see if this type of a scam was going on. 
We found out it was not only going on, it was flourishing. It still 
is flourishing as we are here at this committee hearing right now. 
It seems to me you get back to the source. If we are writing the 
specs, who is following up? Why would you let it get that far? You 
could shut that down in a heartbeat. 

Dr. Persons. Sir, I am not aware of who is supposed to follow 
up, but I do know the specification does exist and is written by, in 
this case 

Senator Manchin. Well, does anybody in DOD — have you 
brought your report to anybody in DOD? 

Dr. Persons. Because it was preliminary, no, sir. 

Senator Manchin. They did not request it all. It was basically 
this committee that did. 

Dr. Persons. Yes, sir. 

Chairman Levin. If I could just interrupt for one second. This 
was a very specific report that we asked the GAO very recently to 
try to go on to the Internet and to see what parts would show up 
when they put in orders, and the cheapest parts that showed up 
from — they are all from China — turned out to be counterfeit al- 
though it had been tested. Some of the numbers that were given 
to them were totally fake numbers. So they have just been involved 
working for us very, very recently. We are going to have a third 
panel here where we are going to have contractors for which those 
questions would be very 

Senator Manchin. Mr. Chairman, the only thing — this is not 
rocket science. Basically I do not know if they have had an original 
idea or brought a product to market that would benefit mankind, 
if you will, from China. Everything from the handbags to watches 
to mining equipment — everything has been basically stolen by 
them as far as property rights and those types of things. 

I just cannot figure out if we are getting bad product and we 
know where it is coming from, why do we not shut it down. I think 
that is the question that you would ask later. Why did DOD not 
jump in and say, listen, we are paying and getting bad products, 
inferior, we are buying and paying for it twice to try and get the 
right product, and we are putting people in harm’s way, especially 
our military people? Why would it take us as a committee? Why 
would DOD not have an internal audit asking for this? 

You were not asked, Mr. Hillman, by DOD at all to check this 
out? Did they know they were getting inferior products? 

Mr. Hillman. We are releasing preliminary results of our ongo- 
ing investigation this morning and have not had contact with any 
other outside party associated with these products, other than the 
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DLA, in order to determine whether or not the parts that we were 
purchasing were being integrated into major weapons systems and 
to determine that the bogus part numbers that we were attempting 
to purchase were not an authentic part. 

Senator Manchin. Thank you. 

Chairman Levin. Thank you, Senator Manchin. 

Senator Ayotte. 

Senator Ayotte. Thank you, Mr. Chairman. I wanted to follow 
up with what Senator Manchin said. As I understand it, Mr. 
Sharpe, you said in your view we do not need to go to China. Can 
you explain that? 

Mr. Sharpe. There is an awful lot of product over in China that 
is certainly not counterfeit. Going to China to buy from the non- 
authorized sources is a sure way, as far as we can see right now, 
to get ourselves into trouble. There are authorized sources in China 
that get products directly from the authorized component manufac- 
turers. I would not say that dealing with those folks, as long as 
they are selected and audited, would not be a reason why we could 
not buy from them. But the open market of China is definitely not 
a place to go. 

Senator Ayotte. I certainly appreciate that we have a need to 
trade and to trade with China. However, they seem to be flaunting 
our intellectual property laws. They, obviously, in this instance, the 
counterfeit products — let us just be clear. It is a matter of life and 
death with these products. When I see that some of these counter- 
feit products — if you are a Navy helicopter pilot or an Air Force C- 
27J pilot and you cannot trust your flight system or your night vi- 
sion capability, I mean, this could be a matter of life and death, 
could it not, for our soldiers? 

Mr. Sharpe. Yes, Senator. 

Senator Ayotte. It seems to me that when we know that there 
is a particular area of China, Shenzhen, that is producing, openly 
producing, these counterfeit products, why would we even allow 
those products to come across our borders to get into our supply 
system. 

Mr. Sharpe. It is a very good question. If it is coming from the 
open market, I agree. 

Senator Ayotte. In my view, I think we need to send a stronger 
message to China rather than trying to continue to talk when the 
response we get back is, oh, we are taking care of this and clearly 
they are openly allowing this to happen. It is a matter of life and 
death for our soldiers. I hope that we will take stronger actions to 
cut them off. 

As a follow-up, I wanted to ask — one of the concerns that I have 
had since I have been a member of this committee — Chairman 
Levin talked about cost-plus contracts and how they could expose 
U.S. taxpayers to the cost of replacing counterfeit or fraudulent 
goods. We are basically paying both ways for this. That is one of 
the reasons why Senator McCain and I — certainly we have intro- 
duced legislation to minimize the use of cost-plus contracts. But, 
Mr. Toohey, can you tell me why should the contractors not bear 
the risk here within the supply chain for counterfeit products? 

Mr. Toohey. Well, Senator, from our perspective, everything 
ought to be done that can be done to ensure that legitimate product 
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is going into these products. While I am not very familiar with the 
details of defense contracting, it seems like a reasonable approach 
to expect companies and contractors to do everything they can to 
ensure that these products are legitimate. 

Senator Ayotte. So you would agree with me that taxpayers 
should not have to pay twice for the goods and obviously the impor- 
tant military equipment that we are paying quite a bit of money 
for. 

Mr. Toohey. Certainly when measures can be done and policies 
that can be put in place to better ensure the authentication of 
these products, I would certainly agree. Senator. 

Senator Ayotte. The other issue I wanted to ask you about — ^you 
mentioned the case of VisionTech which was a prosecution in Fed- 
eral court to address — aggressively prosecute the counterfeiting 
traffickers. I believe you identified it as a first case of its kind. Why 
is that? Why are we not prosecuting more of these cases? Because 
if we prosecute people who are putting these products in the line 
and obviously know that they are trafficking in counterfeited prod- 
ucts, that will also be a great deterrent particularly to contractors 
within the United States. 

Mr. Toohey. Senator, I could not agree more. We ought to be ag- 
gressively prosecuting these criminal entities, and that is what 
they are. They are criminal entities that are putting the lives of 
our soldiers at risk. 

I should say my understanding is VisionTech is the first felony 
conviction for it. There are several other pending cases. But from 
our perspective, the work of the U.S. Attorney here for the District 
of Columbia and specifically the assistant U.S. Attorney, Sherri 
Schornstein, in this regard and really single-handedly sort of forc- 
ing these cases and these prosecutions forward has just been ex- 
traordinary. It ought to be recognized and we need to do more of 
it as a country. 

Senator Ayotte. I could not agree with you more. I would like 
to see more felony prosecutions because we are talking about life 
or death decisions here. The more we aggressively prosecute these 
individuals, particularly if we find out that there is a contractor or 
a company in the United States that knows they are trafficking in 
counterfeit goods to our military that go into important parts that 
they have — equipment that they have to rely on, I can tell you that 
that will also be a way to stop them. 

Mr. Toohey. Senator, if I could just add, we cooperated closely 
with the U.S. Attorney on those cases and on a number of other 
cases, and we stand ready to stren^hen that. It needs to be a part- 
nership to authenticate which chips are counterfeit. We have a 
very strong cooperation with law enforcement officials here, and we 
would like to strengthen that. 

Senator Ayotte. Mr. Hillman, I believe Senator Brown asked 
you a question about — one of the issues that leaps to mind for me 
about this — now it seems to be a profit motive. These cases seem 
to be the Chinese trying to make money off of us and other coun- 
tries, but primarily the Chinese are participating in this. But if it 
is that easy to do this, could this not also easily become a way for 
sabotage to be conducted on our military espionage? Is this some- 
thing we should be concerned about not only as something that is 
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undermining and putting our troops at risk with the equipment 
they are using, but in the context of our national security? 

Mr. Hillman. There certainly is the possibility that there could 
be counter-motives other than financial benefits associated with 
the counterfeiting and harvesting of old parts put into a fashion 
that they appear to be new. The vendors that we have purchased 
these parts from appear to be more of a boiler room operation 
where they are willing to supply parts of unknown authenticity for 
the remuneration that is provided from those parts. 

Senator Ayotte. But certainly this represents a vulnerability 
that goes — could be far-reaching if we do not address it within 
DOD. 

Mr. Hillman. I agree. 

Senator Ayotte. Thank you. 

Chairman Levin. Thank you, Senator Ayotte. 

We will have a chance in the next few weeks, when our bill 
comes to the floor, to take some statutory legislative steps, which 
I hope we will all be able to support. At any rate, we will have that 
opportunity that you made reference to. So we thank you for that. 

Senator Ayotte. I appreciate your leadership. 

Chairman Levin. Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. Mr. Chairman, let 
me start by thanking you and the ranking member for conducting 
such an in-depth investigation into such an important problem. 

I would point out that this problem is not a new one. I recall 
back in 2004 looking into this issue of the security of the supply 
chain. At that time in 2004, DOD initiated the TFP, which Senator 
Udall referred to. This program was intended to ensure that mis- 
sion-critical national defense systems have access to trusted parts 
and assured supplies. Under this program, DOD actually accredits 
suppliers that provide microelectronic design, manufacturing, and 
assembly services to meet certain standards to ensure the integrity 
and the reliability of the product. 

I happen to be familiar with this program because one of the 
trusted foundries is in South Portland, ME. It is now operated by 
Texas Instruments. It used to be National Semiconductor. 

So my question is, what happened to this program? Has it not 
worked as well as was hoped back in 2004 when it was launched 
by the Pentagon? Should Government and the owners and opera- 
tors of critical infrastructure be making better use of these trusted 
foundries? What is your assessment? 

We will start with you, Mr. Toohey, and then go down the panel. 

Mr. Toohey. Well, Senator, you very well pointed out the TFP 
is a very important system that allows certain mission-critical 
items, especially new items to go into the DOD supply chain in a 
very assured way. 

In many ways what we are talking about here are parts that are 
no longer manufactured and are replacement parts for systems 
that have been in place for many, many years. That is an area 
that, at least from my understanding, the TFP does not deal with. 
I think just given the increasing amount of semiconductor content 
in so many different products, civilian products and defense prod- 
ucts, probably a single solution is not going to do it. There does 
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need to be a broader solution to authenticate in partnership with 
the TFP. 

Senator Collins. Well, I guess my reaction to that is similar to 
the point that Senator Brown raised which is maybe we should 
look at where we are buying these parts and reconsider the manu- 
facturing of those parts in the United States. We do have the capa- 
bility, and if the problem of counterfeiting is that high and if, in 
fact, it is causing us to pay twice for the same part, then perhaps 
we should look at not only the integrity of the supply chain but 
whether we are dealing with reputable countries as sources for 
vital equipment. 

Mr. Toohey. Senator, if I could just add. In many cases these 
counterfeiters are remarking these products. So they may appear 
as if they were made in the United States. So that is clearly part 
of the problem. From a third party, these criminal enterprises like 
VisionTech present these products as certified military spec prod- 
ucts, and that is all just fake. That is a big part of the problem. 

Senator Collins. Actually that leads me very well into my next 
question. So I still want to hear the rest of the panel’s assessment 
of the TFP, but let me first go to my next question. 

Mr. Toohey, in your written testimony, you noted that the CBP 
agency plays an important role in anti-counterfeiting efforts by no- 
tifying trademark owners of suspected shipments that are coming 
into our ports. 

Now, previously this effort by CBP included sending photos of 
seized chips to the original industry manufacturer, and they could 
assess whether or not they were legitimate chips or whether they 
were counterfeit. But I understand that CBP officers have now 
been given revised guidance to redact the identifying marks on the 
chips in the photographs except for the trademark. I have to say 
that makes no sense to me whatsoever because they are redacting 
information that would allow the manufacturer to assess whether 
the chip is legitimate or not. 

What is your judgment on the change in policy? 

Mr. Toohey. Well, Senator, you articulated it very well. It was 
a system that for many years worked very well. Especially now 
where counterfeiters have very advanced marking techniques, it is 
almost impossible to tell just by visual inspection whether a chip 
is counterfeit or not. Really the only way is with the code that is 
on the chip, and our companies can instantly identify whether that 
is a counterfeit or an authentic chip — instantly. It is a process that 
worked very well for many years. 

As a result of an interpretation inside CBP, they have changed 
that practice, and we have been working very hard to encourage 
them to revert to the practice of sharing those codes. It is virtually 
the only way that our customs officials can stop a suspect chip and 
know whether or not it is counterfeit at the border — the only way. 
We have been really asking anyone who will listen to us about how 
we can work with CBP to change that policy to allow us to stop 
these chips at our border. We talked about the industry cooper- 
ating. We stand very ready and we have been eagerly asking Gov- 
ernment officials to let us help them. It is a policy change that in 
our view. Senator, needs to happen to protect our borders. We need 
to close our front door. 
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Senator Collins. Mr. Chairman, I would just note that that is 
a haffling policy change and one that I hope we can remedy. 

I would like to very quickly ask the rest of our panel to comment 
on those two issues: the TFP and the change by CBP. 

Mr. Hillman. As part of our ongoing investigation, the parts that 
we are purchasing are rare, obsolete, hard-to-find parts that would 
not be included in this trusted accreditation program. Although it 
is very clear that DOD continues to rely on parts that have old 
manufacture dates, something similar to what is being done for 
newer parts would be a possibility that could be considered for 
these older, obsolete parts as well. 

Also, regarding the customs activities, for one of the purchases 
that we have received there was evidence that CBP did open up 
our package and reviewed the part that was there. There is no evi- 
dence as to what actually occurred as a result of that review, but 
it was stamped as being opened by our CBP. 

Senator Collins. Thank you. 

Dr. Persons? 

Dr. Persons. Yes, thank you. Senator. In terms of the TFP, we 
are aware of that program although again in the scope of this in- 
vestigation, the analysis of whether TFP would be appropriate and 
so on is just beyond the scope of our current work. So we do not 
have any information to share with you at this time. 

Senator Collins. It seems like it is a good model. 

Dr. Persons. Sure. 

In terms of the CBP, it is the same thing. We did not evaluate 
CBP’s processes and so on. So thank you. 

Senator Collins. Mr. Sharpe? 

Mr. Sharpe. Senator, the TFP, as I had mentioned before, really 
is not something that is part of what is available to independent 
distribution. That would be where Government is dealing directly 
with the trusted foundry. So I really would not have much to say 
there. 

With regards to the redaction, I completely agree with being able 
to provide the component manufacturer with as much information 
as possible from what is being seen at the borders right now. 

I will say that the most recent counterfeit report that we have 
released had a part in it that if the date code was correct, instead 
of being incorrectly stated, it would have most likely passed the 
scrutiny of a photograph from the component manufacturer as well. 
So that is the level of difficulty they are currently facing. 

As far as the word “trusted” with regards to independent dis- 
tribution, what we need to do is we need to get a group of trusted 
distributors whom are required to do over and above a significant 
amount of testing and have the abilities to do so. That is one of 
the biggest problems we have out there right now is there are lots 
of people who are in business and need to be in business, but they 
do not have the capabilities that are required to mitigate counter- 
feit parts as we see them today. There are some that do, but we 
need to identify who they are and use them and let the other ones 
who do not have that ability know what they need to do to get up 
to that level as well. 

Senator Collins. Thank you. Thank you, Mr. Chairman. 

Chairman Levin. Thank you very much. Senator Collins. 
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Senator Chambliss. 

Senator Chambliss. Thanks, Mr. Chairman. 

Mr. Hillman, I will direct this first question to you, but if anyone 
else has a comment, I would appreciate it. What indication do we 
have that the Chinese Government is complicit in this counter- 
feiting operation? 

Mr. Hillman. As part of our investigation, we have contracted 
with vendors to supply us part numbers, sometimes legitimate, 
sometimes totally bogus, and have found that they were willing to 
supply those parts. The extent to which the Chinese Government 
itself is complicit in these activities has not been part of our inves- 
tigation, although it appears clear from the presentation from Mr. 
Sharpe that those activities are being undertaken in the open. 

Senator Chambliss. Mr. Sharpe, I assume, from what you said 
and what was just stated by Mr. Hillman, that you said about 40 
percent, I believe, of the parts that you saw in the marketplace are 
estimated to be counterfeit. We have notified the Chinese of it. Ba- 
sically they have done nothing. Is that your indication that the 
Chinese Government is complicit in this? 

Mr. Sharpe. I would have to say that the local businessman who 
accompanied me — I am working off of what he said as far as the 
percentages go. I have heard also this information floating around 
from other folks as well. That is as good as my information gets 
with regard to that as far as just what the accurate percentage 
number is. 

Regarding the Chinese Government knowing about this, it would 
be basically impossible for them not to know what is taking place 
in this marketplace and also in the nearby area of Shantou. It can- 
not be missed. 

Senator Chambliss. Mr. Hillman, your report was focused on the 
defense industry, and all of you have spoken with reference to that. 
I assume this is prevalent in every other agency of the Federal 
Government just as well? 

Mr. Hillman. Yes. Counterfeit parts and other items that are 
produced on a counterfeit basis is something that impacts all in- 
dustries. 

Senator Chambliss. Mr. Toohey, that would be the same for indi- 
viduals going on the Internet and purchasing items such as this. 
Is that correct? Mr. Toohey? 

Mr. Toohey. Excuse me. I am sorry. Senator. 

Senator Chambliss. I mean, anybody that goes on the Internet 
and buys these products is going to be subject to the same potential 
for purchasing counterfeit parts. 

Mr. Toohey. Absolutely, Senator. This is an enormous problem 
that affects a broad range of industries and individuals from health 
care to automotive systems to airplanes mission-critical and non- 
mission-critical. Unfortunately, though, the biggest incentive is to 
sell into the most mission-critical systems because that is where 
the highest markup for these counterfeiters is. But it is a broad 
problem affecting many industries and it is a growing one. Senator. 

Senator Chambliss. In the January 2008 timeframe, a counter- 
feit chip was found in an F-15 flight control at Robins Air Force 
Base, and thank goodness it was found by the folks at Robins be- 
fore it was ever installed. Subsequently, there were another three 
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or four chips that were found to he counterfeit. Do any of you have 
any information relative to that particular issue? 

Mr. Hillman. No. 

Senator Chambliss. What other resources are there out there 
other than the Chinese that we know are counterfeit operators? 
What other countries are the potential resources? 

Mr. Sharpe. Senator, we have seen Department of Commerce re- 
port, and it shows that there are many other countries that are in- 
volved in counterfeiting. There certainly is. It is just that probably 
the vast majority is coming out of China. We have counterfeiters 
right here in the United States, without a doubt, right now who are 
remarking product, and that is pretty scary to know that. 

Mr. Hillman. For the purchases that we had made as part of 
this ongoing investigation, we did an analysis of vendors that were 
willing to supply the parts that we requested, and 79 percent of the 
responses came from East Asia. The remaining 21 percent were 
from Central Asia, Europe, North America, and the Pacific Islands. 

Senator Chambliss. Staggering. 

Mr. Hillman, I listened to your description of what I basically 
guess you would call a sting operation that you set up. I also noted 
in a press report last month about a lady and her mother in Ba- 
kersfield, CA, just creating a company — just built it out of nowhere 
and got on some approved list and started delivering parts to DOD 
over a period of 3 or 4 years. So according to this report, $2.7 mil- 
lion worth of parts were purchased and sold to DOD, and they just 
got them off the Internet, just went and got numbers, and it turned 
out that a number of them were counterfeit. Obviously, action has 
been taken. 

But I am astounded that you could carry out that operation with 
DOD. I look at it as certainly a problem on the other end, but there 
is obviously a problem on our end too with respect to how these 
companies like the company you created are able to get on that list. 

What sort of recommendation would you have for us to think in 
terms of how we address that issue? 

Mr. Hillman. In our investigation, we attempted to obtain mem- 
bership on three different Internet trading platforms. Each of the 
three platforms appeared to have a varying degree of validation in 
order to determine the authenticity of our company. In one in- 
stance through social engineering when we simply talked to the in- 
dividuals, we were able to pretty much gain access with very little 
background information. 

In another instance when we gain access to a tracking platform, 
we were asked to provide references, addresses, Web sites, and 
other information. Based upon the results of our work to date, 
there was no indication that any of our references were checked or 
determine whether or not we were an authentic company doing a 
valuable service. 

In the third instance, though, we were denied access to that Web 
site and they did not really explain their reasons. 

Senator Chambliss. Were you asked to give any financial ref- 
erences? 

Mr. Hillman. Yes, we were asked to provide bank references as 
well. 
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Senator Chambliss. How many transactions did you negotiate 
with DOD in that operation? 

Mr. Hillman. DOD has not been made aware of our investiga- 
tion. We are releasing preliminary results this morning. 

Senator Chambliss. Thank you, Mr. Chairman. 

Chairman Levin. Thank you very much, Senator Chambliss. 

We will just have a fairly brief second round. 

Mr. Hillman, some of the numbers on these parts were real num- 
bers that you were checking out. Some were phony numbers, and 
you got responses for both. But on the real numbers, those were 
for real systems. Is that correct? 

Mr. Hillman. That is correct. 

Chairman Levin. Those are systems that while they need re- 
placement parts, still need parts. 

Mr. Hillman. That is correct. 

Chairman Levin. What systems were they? What weapons sys- 
tems were those parts for? 

Dr. Persons. Mr. Chairman, if I may, on the two voltage regu- 
lators that we purchased, that is a part that goes into the Air 
Force’s KC-130 Hercules aircraft, also the Navy’s F/A-18E Super 
Hornet fighter plane, the Marine Corps’ V-22 Osprey aircraft, and 
then also the Navy’s SSN-688 Los Angeles class nuclear-powered 
attack submarines. 

Chairman Levin. Those parts may not be currently manufac- 
tured but they still must be currently acquired. Is that correct? 

Dr. Persons. Yes, sir, that is correct. 

Chairman Levin. That is the millions figure that our staff looked 
at millions of parts for the 1,800 cases that they looked at which 
is just a sliver of the problem. So even though these are, you say, 
“rare” — Mr. Hillman used the word — these are very important cur- 
rent requirements for these parts. Is that correct? 

Mr. Hillman. That is correct. 

Chairman Levin. Now, you said that 21 percent of the parts — 
or the inquiries or the responses that you got were not from Asia 
I believe you said, other parts of the world. Most do come from Asia 
and we all know from other testimony, the vast majority comes 
from China, and they are openly sold in China. But of the 21 per- 
cent not from Asia, many of those could be transshipment points, 
could they not be, for Chinese counterfeit parts? 

Mr. Hillman. Yes, that is absolutely correct. 

Chairman Levin. You do not know the origin of the parts by the 
fact that you got a response from a particular country. 

Mr. Hillman. That is correct. Even for the parts that we pur- 
chased, oftentimes negotiating with individuals in certain cities 
within China, at the time that we received payment information, 
the addresses may have changed considerably, pointing to 
Shenzhen as the source for the payment as opposed to the manu- 
facturing. 

Chairman Levin. Mr. Sharpe, you made reference to three new 
processes that were released by DOD, and I was not sure, but I 
think they were testing processes. But I am not sure what you 
were referring to in your original testimony. Do you know what I 
am referring to? 

Mr. Sharpe. Yes. 
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Chairman Levin. Can you explain that a little? 

Mr. Sharpe. Yes, Mr. Chairman. I was referring to three test 
processes that were identified by SMT Corporation that were new 
counterfeit processes that we had not seen before. 

Chairman Levin. Processes to try to determine what is counter- 
feit. 

Mr. Sharpe. Processes that we knew the Chinese are now using 
on the parts themselves. 

Chairman Levin. Got you. 

Mr. Sharpe. So we did extensive reports on these three processes 
showing what they looked like, what the evidence is of them, and 
what is being used to create them. 

Chairman Levin. We are going to act. We cannot rely on the Chi- 
nese to act. I think that has been proven for a long period of time. 
The Chinese say that they have an effort going on to act against 
counterfeits and it is baloney. They are openly sold. It is a growing 
problem. 

On the other hand, as you pointed out, Mr. Toohey, some of our 
manufacturers manufacture in China, and so we can put into place 
a certification system that the supplier of these parts has been cer- 
tified to be a legitimate supplier, whatever country might have the 
manufacturer. In China, there is a lot of counterfeiting going on. 
It is a clear and present danger, as one of you put it. It is a threat 
to our troops, and we are not going to let it go on. 

So here is what at least I am going to be trying to do. We are 
going to try to put into place a requirement that DOD adopt a cer- 
tification program for parts suppliers. While they are doing that, 
we have to defend ourselves. We cannot rely on the Chinese to take 
action against counterfeits. It has been going on too long. It has 
been pointed out to them too long. They are not cooperative. They 
will not even let our staff in, and so forth. We just cannot rely on 
them. So while we are telling DOD, which I intend to do in an 
amendment which I will offer, to require a certification for parts 
suppliers, that these are reliable suppliers, we have to at the bor- 
der put in an inspection system for parts coming from China. 

We do this with agricultural products. If we have a product com- 
ing from a particular place which we think will endanger our 
health, we have a ban on those products or an inspection system 
on products. We do it with dairy products. We have limits as to 
what dairy products can come in and so forth. 

So what I also would be offering is that while we get a certifi- 
cation program in place, that we require inspection of all electronic 
parts coming in from China. It is a proven, known source of the 
problem. It is an epicenter of counterfeits coming into this country. 

A third thing which we can do is to put some pressure on our 
contractors to go back up the chain or down the chain to make sure 
that the people supplying the supplier and the people supplying the 
supplier to the supplier, just going all the way down, are legitimate 
people. The only way I know to do that, other than just requiring 
contractors to so notify folks, is to make our contractors responsible 
to replace the parts. We cannot any longer have the Government 
paying for the replacement of these parts no matter what kind of 
contract it is. If the contractors are going to be responsible to re- 
place parts which are determined to be counterfeit, we believe — I 
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believe — that they will take very significant steps to make sure 
that those folks down the chain are not buying counterfeit parts. 

We can try to stop this flood — and it is a growing flood according 
to testimony — in two ways. One, we can try to get it at the source. 
I am determined and I think we are determined, and I know Sen- 
ator McCain has spoken on this and other members have spoken. 
We are going to try to stop this at the source, but we cannot rely 
on it. So we have to take all the steps we can to put our fingers 
in the dyke while we are building the dyke at the same time. We 
are going to build our wall against counterfeits. We are going to, 
at the same time, have to put our fingers in the dyke by doing 
whatever we can that is reasonable, working with our contractors, 
using the systems which we have to notify the Government and 
other contractors through the system that we have put in place to 
make sure that that is used more often. 

I guess my last question would be to you, Mr. Toohey, and to 
you, Mr. Sharpe. While we are asking our DOD to design a system 
of certification and to help design a requirement for inspection at 
our border of these parts that are coming in — and we are only talk- 
ing about the parts that are coming in — we will need the assistance 
of the industry in trying to figure out how to do that. I want to do 
it quickly because I would like to offer an amendment, and I know 
I have a lot of cosponsorship. I would like to do that on this defense 
bill. So within the next week or so, would you be willing to help 
us with the actual wording of those provisions? Mr. Toohey, can 
your organization help in that? 

Mr. Toohey. Absolutely, Senator. We would enthusiastically be 
willing to work with you. Let me just say we have been working 
with DOD to already begin this process of authentication. We want 
to strengthen that. We would be enthusiastic to work with the com- 
mittee and ultimately with CBP to ensure that we are catching the 
parts that are coming in at our border. The industry is critical for 
that and we have for many years been a partner and we want to 
strengthen that partnership. So, yes, absolutely. Senator. 

Chairman Levin. We will be calling on you. Mr. Sharpe, we will 
be calling on you as well. 

Mr. Hillman, I think it is fairly clear now that your mission here 
was fairly recently given to you, and it is a mission which is a very 
important one, but it is kind of a limited mission. This is not a 
broader investigation where you have looked at a whole lot of 
things which you might have been asked about, but you were asked 
to see could you buy — what would be the response if you went on 
the Internet to buy parts. You did it and so far every single one 
where you have had a response is counterfeit and every single one 
of the seven that you know the origin of comes from China. That 
is pretty strong, clear testimony. 

I was just wrapping up with this panel. 

Senator McCain. I want to thank them. 

Chairman Levin. As I just mentioned, they are going to be work- 
ing with us to try to design amendment language which we might 
be able to offer in the defense authorization bill on two things to 
try to build some kind of a certification system for parts suppliers 
so we can have real authenticity assured, and second, while we are 
doing that, to have an inspection requirement for parts coming in 
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from China just the way we would with certain vegetables or cer- 
tain dairy products coming in from certain places where we know 
there is a problem. We do that with agriculture products. The lives 
of our troops and the mission of our troops is surely important just 
the way the good, healthy ag products coming in is important as 
well. 

Senator McCain. Well, I eagerly await the opportunity to put it 
on the defense authorization bill. 

Chairman Levin. There is a double meaning in that statement 
by the way — [Laughter.] 

Chairman Levin. — which I share, by the way, totally. 

We thank this panel. Thank you very much. 

We are delighted to have an old friend of ours and a great patriot 
with us this morning. General Patrick O’Reilly, Director of MDA. 
We are delighted to have you with us. General, please proceed. 

STATEMENT OF LTG PATRICK J. O’REILLY, USA, DIRECTOR, 
MISSILE DEFENSE AGENCY 

General O’Reilly. Thank you, sir. 

Good morning. Chairman Levin, Ranking Member McCain, and 
other distinguished members of the committee. I appreciate the op- 
portunity to testify before you today on the serious problem of 
counterfeit electronic parts infiltrating our critical defense systems 
and the steps that MDA is taking to prevent their use in the Bal- 
listic Missile Defense System (BMDS). 

The missile defense mission requires that thousands of parts 
which comprise the BMDS perform flawlessly under stressful con- 
ditions over their operational life to confidently protect our home- 
land, deployed forces, allies, and friends against ballistic missiles. 
Our confidence in the BMDS is only as good as the least reliable 
component. 

We categorize a part as counterfeit if it is a copy sold without 
the original manufacturer’s permission or a part whose material 
performance or characteristics are misrepresented by a parts dis- 
tributor. Whether the part was knowingly misrepresented has little 
consequence to MDA. We still have to resolve the unanticipated 
parts replacement challenge regardless of the intent of the sup- 
plier. Although a counterfeit part may pass acceptance testing, we 
do not know its remaining operational life as it may have been 
damaged when removed from a previous product or handled in a 
destructive manner. Additionally, there is a risk of counterfeit 
parts having malicious functions that could be activated to disable 
a critical component of the BMDS. Thus, we simply cannot tolerate 
the presence of counterfeit parts in our missile defense system. 

There are more than 3,000 suppliers providing parts to the 
BMDS supply chain. 

The genesis of MDA’s problem with counterfeit parts is the rap- 
idly changing nature of electronic parts specifications driven by 
broad market applications which frequently present us with compo- 
nent obsolescence problems. In other words, a manufacturer 
changes a part specification and we face a decision to either rede- 
sign our components at a prohibitive cost or seek other sources for 
the original parts through independent or unauthorized distribu- 
tors. 
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Despite our efforts to eliminate the use of counterfeit parts, we 
have discovered through acceptance testing, stockroom inspections, 
and screening for parts bought from independent distributors, 
seven incidents of counterfeit parts since 2006. One incident re- 
sulted in the removal and replacement of almost 800 parts from an 
assembled missile hardware. In another, 38 assemblies had to be 
reworked and 250 parts were discarded. A stockroom sweep at an- 
other independent distributor found 67 parts that were remarked 
and falsely sold as new. All those counterfeit parts were identified 
prior to their installation into our components. 

Due to the diligence of the MDA’s quality control personnel and 
our contractors, we have been able to limit the cost and schedule 
impact of counterfeit parts. To date, MDA and its contractors have 
suffered $4.5 million in rework costs due to counterfeit parts. Of 
that $4.5 million, the cost to MDA has been $352,000 and industry 
has paid $1.35 million, with the remainder of the industry costs to 
be determined by the MDA. However, if a counterfeit part is dis- 
covered years after a missile defense product has been produced, 
replacing the parts in operationally deployed systems could cost 
hundreds of millions of dollars. 

The best way to eliminate the threat of counterfeit parts in the 
DOD supply chain is to eliminate their source by restricting the 
use of independent parts distributors through instituting contract 
clauses and enforcing their strict compliance. In June 2009, I insti- 
tuted a policy requiring that only parts acquired from the original 
manufacturers or authorized distributors will be used in MDA con- 
tracts. In cases where a part is no longer manufactured and we 
must use an independent part distributor, MDA contractors must 
first verify that they cannot use an authorized distributor. Then 
our contractors must conduct intensive inspections and testing in 
order to scrutinize the part’s authenticity, including using industry 
accepted tests like x-rays, die verification, and chemical tests for 
false coatings. 

Additionally, MDA performs site assessments of independent dis- 
tributors. To date, 51 independent distributors have been inspected 
and more than 60 percent were assessed as moderate to high risk 
for providing counterfeit products. 

Since 2006, MDA has compiled industry quality assurance best 
practices called our Parts, Materials, and Process Mission Assur- 
ance Plan (PMAP), and incorporated them into all our new con- 
tracts. The PMAP provides additional assurances that our parts 
are not counterfeit. As MDA developed part authentication exper- 
tise, we also participate in the Office of the Secretary of Defense 
(OSD) Anti-Counterfeit Part Working Group. Additionally, we issue 
mission assurance advisories, GIDEP alerts, and notify the Defense 
Contract Management Command (DCMC) and the Defense Crimi- 
nal Investigative Service (DCIS) when counterfeit parts are discov- 
ered. 

MDA has no indication of a counterfeit part in any of our fielded 
BMDS hardware, but aside from the financial impacts, our greatest 
concern from the use of counterfeit parts is the operational cost of 
a malfunctioning interceptor, a cost measured in lives lost or the 
negative impacts on our national security strategy. 
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I am grateful for this committee’s attention for the debilitating 
impact counterfeit parts can have on our missile defense system 
and the rest of DOD. We do not want a $12 million missile defense 
interceptor’s reliability compromised by a $2 counterfeit part. 

Thank you, Mr. Chairman, and I look forward to answering the 
committee’s questions. 

[The prepared statement of General O’Reilly follows:] 

Prepared Statement by LTG Patrick J. O’Reilly, USA 

Good morning, Chairman Levin, Ranking Member McCain, and other distin- 
guished members of the committee. I appreciate the opportunity to testify before you 
today on the problem of counterfeit electronic parts infiltrating our critical defense 
systems and the steps the Missile Defense Agency (MDA) is taking to detect and 
prevent unauthorized or defective parts from being integrated into the Ballistic Mis- 
sile Defense System (BMDS). 

MDA integrates technologically advanced sensor, fire control, battle management, 
and interceptor systems into a single BMDS to provide a reliable, continuously 
available, defense of our homeland, deployed forces, allies, and friends against a va- 
riety of regional ballistic missiles. The BMDS is one of the most complex systems 
being developed in the Department of Defense (DOD), and the reliability of the 
BMDS is only as good as the least reliable component of an interceptor, or any vital 
subsystem. 

There are more than 3,000 suppliers providing parts, materials, subassemblies 
and assemblies for the BMDS. Each one of our missile defense interceptors com- 
prises hundreds of assemblies containing items such as circuit boards, wire har- 
nesses, connectors, valves, solid rocket motors, and electro-mechanical motors. There 
are also imagery systems, electro-explosive devices, optical devices and precision in- 
ertial components. Each assembly has a specific function to fulfill at specific times 
and it must perform in harsh environments and stressful conditions. We expect the 
piece parts of these assemblies to perform flawlessly when needed. 

Throughout the development process, we carefully scrutinize the designs to make 
sure design margins exist. We manage the build process to ensure product manufac- 
turing repeatability. Prior to fielding such systems, we test each assembly under 
stressful environments, thus assuring ourselves and the American people that the 
systems we employ will perform as required. A simple change in material, an im- 
proper technique in material application, or a lack of cleanliness during manufac- 
turing can result in a loss of quality and, hence, a loss of system reliability. 

DOD contractors primarily obtain parts from Original Equipment Manufacturers 
(OEM) or from distributors the OEMs authorize. An unauthorized distributor is one 
who is not licensed by the OEM to sell its product. We view a counterfeit part as 
a part procured from an Unauthorized Distributor that is a copy or substitute as- 
sembled or sold without the OEM’s permission or authority to do so; or one whose 
material, performance, or characteristics are misrepresented by a supplier in the 
supply chain. Whether the part was knowingly misrepresented has little pro- 
grammatic consequence to the execution of MDA programs, we still have to deal 
with an unanticipated parts replacement challenge. 

One type of counterfeit part is a used part that is remarked, has an unknown ped- 
igree and, when sold as new, has most likely been exposed to extreme environments 
such as high temperature necessary to remove the part from a printed wiring board. 
Delamination of the internal die bonding can occur as a result of the thermal shock 
from the heat source used to remove the part from a used circuit board. These un- 
known conditions expose the part to potential failure modes that could be mani- 
fested after acceptance testing. Additionally, exposure levels to humidity and 
electro-static discharge are unknown. The mechanical parameters of the part may 
also be changed. Lead wire integrity may be impacted during the removal and re- 
manufacturing operations. Hermetically sealed military parts may get cracked dur- 
ing removal, exposing them to humidity and corrosion that would not appear during 
acceptance testing but could appear as a failure in the field. 

Parts can be remarked as being a fully military compliant part when in fact the 
part may only be a commercial version of the part. Later revisions of a part may 
operate in a slightly different manner than previous versions of the part (one or 
more performance specs may have been tightened over time). If the circuit applica- 
tion requires a newer part, a previous version remarked as a later version may 
cause latent failures. Because counterfeiting continually evolves in sophistication, it 
is possible that electronic parts may have embedded functionality created by an 
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enemy seeking to disable a system or obtain critical information. Detecting hidden 
functionality would be a difficult undertaking. 

MDA has encountered incidents of counterfeit parts dating back to 2006. We iden- 
tified seven incidents (six assemblies) of counterfeit parts. Part-level testing, accept- 
ance testing, stockroom sweeps and an identification of parts bought by unauthor- 
ized distributors helped surface these instances. In one counterfeit part incident, a 
single acceptance test failure prompted further investigation into the pedigree of the 
part that failed. The subsequent investigation found that over 1,700 read-only mem- 
ory parts were procured from an unauthorized distributor and had questionable at- 
tributes, such as multiple lot date codes and indications that the parts were pre- 
viously used. This case resulted in removal and replacement of almost 800 parts 
from assembled hardware. In another system, a non-mission critical system, elec- 
trical testing during acceptance testing yielded erroneous functionality from a volt- 
age regulator. Further investigations showed that the parts were procured from an 
Unauthorized Distributor and had external markings that were not in accordance 
with the part drawing. Further investigations found variations of the internal part 
die. As a result, 38 assemblies were reworked and 250 parts were discarded. In an- 
other mission critical system, two acceptance testing failures prompted failure inves- 
tigations that resulted in the identification of a counterfeit operational amplifier. In 
this case, 20 assemblies and 150 parts were impacted. A stockroom sweep found 67 
frequency synthesizer parts to be re-marked and falsely sold as new parts. These 
67 parts were not installed into an MDA system, but would have been in MDA 
hardware if they had not been detected as part of the stockroom sweep. Three other 
MDA counterfeit incidents involved non-mission critical telemetry hardware, result- 
ing in approximately 30 parts being discarded. 

Total counterfeit parts found to date number about 1,300. All of them were pro- 
cured from Unauthorized Distributors. We estimate the total cost to MDA for the 
seven instances is about $4 million. Our largest case cost the Agency $3 million to 
remove counterfeit parts discovered in the mission computer of our production Ter- 
minal High Altitude Area Defense (THAAD) interceptor. 

MDA has taken several steps to identify and remove counterfeit parts from within 
the BMDS supply chain. The Agency: 

• Invokes the Parts, Materials, and Processes Mission Assurance Plan on 
its contracts; 

• Uses an extensive ground-testing program to identify quality and per- 
formance concerns prior to flight; and 

• Supports interagency and DOD efforts to address this problem — MDA 
participates in the OSD Anti-Counterfeit Working Group and has shared its 
internal policies and knowledge base with that group. 

Remedial actions are considered in each instance and the actions taken nec- 
essarily are dependent upon the facts and the responsiveness of the contractors in- 
volved. 

Although the source of each MDA counterfeit part occurrence was an unauthor- 
ized distributor, there are circumstances, such as parts obsolescence, that require 
procurement of parts from an unauthorized distributor. Contractors must notify the 
program office with justification and test data in order to purchase any electronic 
part from an unauthorized distributor. MDA performs site assessments of unauthor- 
ized distributors, pre-flight test reviews and risk assessments of the purchased prod- 
ucts from unauthorized distributors, and evaluates contractor and subcontractor 
counterfeit part detection processes. When MDA evaluates an unauthorized dis- 
tributor, we first check prior history, such as memberships in reputable unauthor- 
ized distributor trade groups. We search for complaints and disputes from other un- 
authorized distributors during the previous 2 years and review any history we may 
have with the unauthorized distributor. At the unauthorized distributor’s site, we 
evaluate their part-level handling for electro-static discharge and environmental 
controls, inspection and testing capabilities, and training records, to verify that they 
follow proper procedures and perform sufficient testing to detect possible counter- 
feits. If the unauthorized distributor plans to sell a product to MDA, we evaluate 
the overall risk based on the criticality of the part. 

To date, 51 unauthorized distributors have been visited and assessed. Over 50 
percent of the unauthorized distributors assessed were viewed as unacceptable by 
MDA. MDA also has developed part authentication expertise and issues Mission As- 
surance Advisories and Government-Industry Data Exchange Program (GIDEP) 
alerts to provide program offices and contractors information related to the dis- 
covery of new counterfeiting techniques and any specific counterfeit part discovery. 

The best time to detect a counterfeit part is at receiving inspection before the part 
enters production inventories. Robust inspection of parts procured from unauthor- 
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ized distributors is absolutely necessary at receiving inspection. Our experience indi- 
cates counterfeit parts are also discovered during end item acceptance testing when 
electrical stimuli and harsh environments are imposed. However, some counterfeit 
parts that include the correct die, but are actually used parts, can pass acceptance 
tests, be fielded and result in a reliability risk. 

Due to the early recognition of the counterfeit part problem and the diligence of 
our contractors, we have been fortunate to identify and limit the cost and schedule 
impact of counterfeit parts. However, if a counterfeit part is discovered years after 
it was integrated into the BMDS, recovering the parts through the disassembly of 
possibly hundreds of operationally deployed systems could be extremely expensive, 
potentially costing hundreds of millions of dollars. Aside from the financial impacts, 
the greatest potential impact of counterfeit parts is the operational cost of an inter- 
ceptor that does not perform as designed when it is needed, a cost that could be 
measured in lives lost or the negative impacts on foreign policy and national secu- 
rity strategy. 

The predominant threat of counterfeit parts in missile defense systems is reduced 
reliability of a major DOD weapon system. We do not want to be in a position where 
the reliability of a $12 million THAAD interceptor is destroyed by a $2 part. Among 
the more significant steps MDA has taken to combat the counterfeit parts risk is 
establishing requirements in its contracts to provide the pedigree of every single 
mission critical part used in the BMDS. To date, MDA has had no indication that 
any mission critical hardware in the fielded BMDS contains counterfeit parts. 

Thank you, Mr. Chairman. I look forward to answering the committee’s questions. 

Chairman Levin. Thank you very much, General. 

First, let me thank the MDA for providing the committee with 
assistance in this investigation. It has been very helpful. Our staffs 
have repeatedly called on Mr. Fred Schipp who is currently sup- 
porting MDA from the Naval Surface Warfare Center Crane. He 
has engineering expertise and other technical advice has come from 
him, and it has been invaluable. We also would recognize Mr. Isa- 
iah Mullis, I believe his name is, from MDA and also from the 
Naval Surface Warfare Center who has likewise provided us assist- 
ance. 

You made reference to your looking into independent distributors 
to try to certify them. Your preference is to get parts only from the 
original manufacturers or from authorized distributors, but if there 
are none available, you say that then independent distributors can 
be used providing you take a look at them and certify them. 

I was trying to find in your testimony — and it probably is in 
here — ^your written testimony the number that you used as to how 
many of them could not be certified with confidence. 

General O’Reilly. 61 percent, sir. 61 percent of the ones we have 
looked at we could not certify. I do not accept a moderate risk. So 
61 percent were determined to have either moderate or high risk 
because of their accounting methods, their stockroom accuracy of 
how they actually manage their inventories, and their paper trail 
proving that the components are authentic. 

Chairman Levin. All right. So part of that process is looking at 
where do they get the parts that they are distributing. 

General O’Reilly. Yes, sir, and how do they account for it. 

Chairman Levin. How they account for it, as well as the other 
factors that you mentioned. 

The care that you take is care that we need to take in other 
weapons systems, and I think the model that you have used needs 
to be shared, if it has not already been shared, with all of our other 
agencies that are buying components for our weapons systems. I 
am wondering is your model unique to MDA, or is it something 
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which is agency -wide through DOD that you have just used and 
modified? Where did you get that model? 

General O’Reilly. Sir, we came up from the — after I took over 
the agency in 2008, we had had two recent counterfeit parts inci- 
dents with telemetry. I know we talk about the operational sys- 
tems, but when I conduct a flight test, if I lose my telemetry, I lost 
the complete value of that test and that is quite expensive also. 

Looking into that, we determined on ourselves that, in fact, the 
history and working with our aerospace industry partners, we 
found that the independent distributors is where we found all of 
the counterfeit parts were coming from that were affecting the 
MDA. So at that point we banned — I signed a policy that, in effect, 
bans the aerospace companies from using independent distributors 
without first coming to my agency and gaining approval. Then we 
scrutinize the specific component which they are buying. 

I understand some parts of the Navy have a similar program to 
that, and I am unaware of any other programs. 

Chairman Levin. Now, when you had the telemetry problems, 
were they traceable to particular parts? 

General O’Reilly. Yes, sir. Before they were used, we found 
them as failures in acceptance testing actually at a sub-tier level. 
I have in my supply chain five levels of companies, and at the mid- 
dle level is where we found the problem with the specific compo- 
nents, which was an operational amplifier and a frequency syn- 
thesizer. Those parts that we found were in a particular company, 
and we went then and traced where did that company get its parts. 
It was eventually from an independent distributor. 

Chairman Levin. Do you know where they got their parts from? 

General O’Reilly. No. At that point, we handed it over to the 
DCMC and the DCIS. 

Chairman Levin. Do you know whether that amplifier and that 
synthesizer were counterfeits? 

General O’Reilly. Yes. Our indications were they were black 
topped, which is the die is not correct. It does not match what the 
paperwork said it would be. In the other case, the parts were re- 
marked. There was evidence that the age codes were remarked on 
those components. 

Chairman Levin. Again, I am trying to get the chronology here. 
Did that investigation take place after there was the flight prob- 
lems or before? 

General O’Reilly. It was before. We actually caught all of these 
before, and so we have not had a failure that we know of related 
to a counterfeit part. But it was only because our supply chain — 
at some point someone caught the fact that a part did not look 
right or it failed an acceptance test. 

Chairman Levin. There was what? A real possibility of failure if 
you had not caught it? Is that where you are at? 

General O’Reilly. Sir, yes. There is a risk and it is a risk we 
cannot take. We do not know the history of that component. A lot 
of times they are damaged when they are removed from their pre- 
vious product due to heat and then they will be susceptible to 
stressful conditions in our tests. We are very concerned then about 
a failure. 
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Chairman Levin. It has heen argued that these parts can last 
some time, and if they fail, that it would be downstream at some 
point. 

General O’Reilly. Yes, sir. 

Chairman Levin. That is what the argument is of some folks 
who say that the risks are not real. Your answer to that is, as I 
understand it, what? 

General O’Reilly. Sir, the risks are real. Just because they pass 
an acceptance test, that only gives you a limited insight to what 
the remaining life of that component could be, and we cannot take 
the chance for one of our interceptors to fail. 

Chairman Levin. So that the life of that part is what is at issue, 
not whether it can pass an immediate acceptance test, but how 
long it will last if it is a counterfeit part and how reliable it is. 

General O’Reilly. Yes, Senator, or if there is some other damage 
that occurred that we could not tell because we were not looking 
for it at the time of the acceptance test. 

Chairman Levin. Now, in your written testimony, you used a 
slightly different figure than you did in your oral testimony in 
terms of the cost to MDA of the seven instances of counterfeit 
parts, and you used a figure of $4 million. What is the difference 
between those two numbers? 

General O’Reilly. I checked the math of my staff this morning, 
sir. 

Chairman Levin. I sometimes do that too, they will tell you. But 
you are known for that kind of leadership and that is the kind of 
leadership which we very much welcome. Thank you. 

Senator McCain. 

Senator McCain. Well, thank you, Mr. Chairman, and thank 
you. General, for your important testimony. I guess I would like to 
start out by asking you what I asked the other panel. How serious 
a problem do you think this is? 

General O’Reilly. Extremely serious, sir. 

Senator McCain. The largest case, as you have already testified, 
cost MDA $3 million to remove counterfeit parts discovered in the 
mission computer of the production THAAD interceptor. Is that 
correct? 

General O’Reilly. Yes, sir. The exact number is $2.74 million, 
but yes, sir. 

Senator McCain. How many counterfeit parts were there in this 
incident? I believe it was about 800. Is that correct? 

General O’Reilly. Yes, sir. It was 800 and there were 49 that 
were — actually 50 that were used in a mission computer and one 
mission computer was flown in a flight test. So 49 were actually 
used in building up computers for the interceptor. 

Senator McCain. So I guess my question is — maybe you could 
briefly trace it for me how the parts could infiltrate so deeply into 
the supply chain. 

General O’Reilly. Sir, it was at one of our subcontractors. Or- 
bital, that builds up the booster system and it was in the control 
units of that. During their Advanced Testing Procedure (ATP), they 
then — when they bought the lot of parts, it was a large lot of parts. 
Therefore, they caught — out of several hundred, one of them found 
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did not perform right electronically. Then they were ahle to look 
into it and discovered that it made the whole lot suspect. 

Senator McCain. You made up the cost rather than the con- 
tractor for the replacement. Is that correct? 

General O’Reilly. Sir, there is an award fee process that is asso- 
ciated with this, and we are going through the evaluation of that 
award fee period that is to Lockheed Martin and we take this into 
account. We have not completed that work. It will he due within 
60 days, and we have been very strict in the past on ensuring com- 
pliance with quality assurance provisions. 

Senator McCain. Well, we will try to help you with legislation 
to make sure that responsibility does not apply to the American 
taxpayer. 

It seems to me that one of the understated or not sufficient em- 
phasis has been placed on these intermediaries. Chairman Levin at 
the beginning of the hearing, I am sure you noticed that these dif- 
ferent entities — they do not go direct from China to THAAD. They 
go through three or four different iterations. It seems to me that 
that is a serious problem. Some of these people who are, quote, 
subcontractors who are intermediaries are simply a phone and a 
desk and rake off some of the money as it goes through. Is that too 
stark a generalization? 

General O’Reilly. Senator, it is not the subcontractors, but it is 
the suppliers which they use. 

Senator McCain. Intermediaries. 

General O’Reilly. But yes, sir, I would say that. That is why we 
have banned the use of these intermediaries. They must buy di- 
rectly from an original manufacturer or one of their authorized 
dealers. If we are in a situation where that source does not exist, 
my agency has to approve the use of an intermediary or an inde- 
pendent distributor. 

Senator McCain. So you are trying to take steps to make sure 
that never again would you see a graph like Chairman Levin put 
up on the screen here today, the different layers of intermediaries. 

General O’Reilly. Yes, sir. That is exactly what we are trying 
to do, go directly to the manufacturer or their authorized dealer. 

Senator McCain. Are the other Services doing the same thing? 

General O’Reilly. Sir, we present our models and our results to 
the working group that OSD has established. I do not have direct 
insight into what the other Services are doing. 

Senator McCain. Well, Senator Levin and I are committed to try- 
ing to put legislation into the defense authorization bill, as he men- 
tioned. Obviously, we do not want to be guilty of overreach. We do 
not want to be guilty of overreaction. But since you and others 
have recognized and testified that this is a serious issue, we would 
appreciate your input in any legislative fixes that need to be made 
between now and the next week or 2 when, hopefully, we take up 
the defense authorization bill. Have you got some ideas for us? 

General O’Reilly. Sir, one of the implications of the policy which 
the MDA has established is if — this creates clauses in our contract. 
Regardless if they are cost-plus or fixed price, if a clause is violated 
by the contractor and in this case he does not verify authenticity 
of the parts he is using, then that cost becomes unallowable, and 
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an unallowable cost, including the rework, then would be borne by 
industry. 

Senator McCain. Well, then why did we end up giving $2.9 mil- 
lion back to Lockheed Martin? 

General O’Reilly. Sir, that contract is 10 years old, that par- 
ticular one, and that was not a clause in the contract. But it still 
does not exhaust my remedies. I still have award fee and other 
steps I can take in order to remedy the cost to the Government. 

Senator McCain. Well, I guess finally you are in complete agree- 
ment with the Chinese foreign minister’s spokesman Hung Li who 
said, quote, the Chinese government has always paid a great deal 
of attention to and has promoted cooperation with relevant over- 
seas bodies in the fight against counterfeits. This is universally ac- 
knowledged. Do you agree with the Chinese foreign ministry 
spokesman. General? 

General O’Reilly. Sir, the data indicates the opposite. 

Senator McCain. I am shocked to hear that that is the case. 
[Laughter.] 

I thank you, Mr. Chairman. 

Chairman Levin. Thank you very much. Senator McCain. 

If you would get to us. General, immediately because we are 
going to be drafting language. The procedures that you use in 
terms of certification where there is no original manufacturer or 
supplier available. If you can get us that procedure, I presume it 
is your own procedure. It is in writing or however it is, or write 
it up for us. 

Also that clause that you just made reference to. Was that a 
clause which says that you cannot be reimbursed if you have not 
used a certified — give us that clause again. 

General O’Reilly. Our new policy puts into all new contracts a 
clause that says the contractor has to use — he is responsible for 
using original manufacturer’s parts or their authorized dealer only. 
If they violate that, the cost that is incurred in the Government, 
when that is discovered and the remedy is implemented, will then 
not be an allowable cost to the contract. 

Chairman Levin. Got it. Does that include if they are not able 
to get to the original manufacturer, they can get to one of your cer- 
tified distributors? 

General O’Reilly. No, sir. If they come to us and we have done 
our due diligence and we authorize it and then we find out later 
that it is still a counterfeit part, which we do our best to ensure 
that does not happen, but in that case, it would be an allowable 
cost. 

Chairman Levin. Okay, and that is also in the language then 
that would be in the contract? 

General O’Reilly. Yes, sir. 

Chairman Levin. Can you get us that contract language? It 
would be helpful. 

Senator Hagan. 

Senator Hagan. Thank you, Mr. Chairman. General O’Reilly, it 
is a pleasure to see you again, and thank you for your work as the 
Director of MDA. 

Hearing this testimony and thinking about the telemetry and all 
of the very fine-tuned calculations that every part has to adhere 
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to — and I think of probably millions of pieces of parts that we are 
talking about and dealing with — I guess the question is how com- 
fortable do you feel now with these protocols that you have put in 
place. I think at one point you said that if they use an independent 
supplier that is not on this approved, authorized original part, then 
the companies would have to come to you. I just think if you would 
have to have a whole other agency just to deal with the sort of con- 
tracting issues. 

General O’Reilly. Senator, we actually do. We work very closely 
with the DCMC. They have onsite personnel. I have 50 onsite per- 
sonnel myself. It is a combined effort. Also, most of these incidents 
are occurring at lower levels of the supply chain, a third or fourth 
level, and the prime contractors — obviously, they are motivated not 
to have this happen too. So we literally form a very large set of 
scrutinizers that work through the supply chain. But being coordi- 
nated and working across industry and with other agencies is the 
key. 

I am not comfortable, even after I have implemented these, be- 
cause as you sit there in a flight test or in a live fire and you watch 
the operation of these systems, you know how precisely they must 
perform, as you have referred to, and we sweat the details. So I 
really would not be comfortable that would remove the vigilance 
which we have already put in place. It is necessary. 

Senator Hagan. Certainly. 

How comfortable are you that the prime contractors and their 
subcontractors are also having the due diligence where they are 
looking out for these same instances that you are? 

General O’Reilly. Senator, I believe they are highly motivated 
to make sure. One is they need to get through the developmental 
phase to get to production contracts. Then most of our production 
contracts are fixed price, which means they bear the cost, in fact, 
if a counterfeit part is discovered. 

Senator Hagan. I know that you do not have this aging equip- 
ment as some of the other branches of our military might have. But 
what if a part is no longer produced by the original either inde- 
pendent supplier or the original authorized dealer and it then has 
to be remanufactured? Is there a chain of — following that chain, 
how would you — do you have that as a problem? 

General O’Reilly. Yes. There is a series of engineering decisions 
that have to be made between the prime contractor and the sub- 
contractors affected and MDA. We have to make the decision, is it 
worth it to go out and produce our own components? 

The problem is and the problem referred to before of the trusted 
foundries is we use very few components, but they are spread out 
over a large spectrum of part types. So in many cases, we are less 
than one-tenth of 1 percent of the overall market for our compo- 
nent. So we are confronted with having to decide whether to rede- 
sign our circuitry, and that often is the case and we run into obso- 
lescence. Almost every one of my manufacturing contracts has an 
obsolescence contract line item number part of the contract that 
has to be redesigned primarily due to electronic parts no longer 
being manufactured. 

Senator Hagan. So how can you assure that that is in that sce- 
nario the original part that you, in fact, are contracting for? 
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General O’Reilly. We have assessments from industry that 
project the life of a component, and we select parts that are in the 
early stages of their life. It is called a sunset clause, and they are 
not at the end of their operational life and have a tendency to 
change. Sometimes we are caught off guard, though, on those. It 
does require a continual amount of engineering work to relook at 
the designs that have already been proven because of the disconti- 
nuity in our supply chain of the electronic parts. 

Senator Hagan. Have you recognized any suppliers lower down 
the chain of parts that have repeatedly been found to have counter- 
feit parts being used? If so, are you taking action to be sure we do 
not contract with those suppliers? 

General O’Reilly. We are always scrutinizing our parts usage 
and our sources because of the nature of our work more than what 
I have seen in some of my other acquisition jobs in DOD. Because 
of that, we have not found a case where someone is willfully or re- 
peatedly, but I must say that in the seven cases — in five cases, the 
supplier actually completed the repair at their own cost and did not 
charge the Government for it in five of the seven cases. So they rec- 
ognize. A company such as Honeywell actually went out and did a 
complete review after one of our cases of their entire stockage and 
swept through and removed anything that indicated that it was a 
counterfeit part, and they also instituted new policies. 

Senator Hagan. Thank you, Mr. Chairman. 

Chairman Levin. Thank you very much. Senator Hagan. 

Thank you. General. We really would look forward to your being 
able to give us that information literally in the next couple days 
because we are going to try to formulate in amendment form. I 
think we will have broad support from this committee that has 
heard this testimony and I think a lot of other Senators who are 
following it. This is quite an amazing story and it has to change 
direction quickly. 

You have taken action in your agency, which is the right action. 
It has been strong. It has been direct. It has caught some real prob- 
lems before they created some real problems, and your testimony 
has been extremely helpful. We are grateful for it. Thank you. 

General O’Reilly. Thank you. Senator. 

Chairman Levin. You are excused unless you have some other 
comment you want to make. 

General O’Reilly. No, sir. Thank you, sir. 

Chairman Levin. Okay. Your stomach is not growling there? 

General O’Reilly. Not yet. [Laughter.] 

Chairman Levin. Thank you. We are going to have a vote and 
break now for just 10 minutes. I am going to go vote. I am going 
to come back. We are going to get the opening statements before 
lunch, and then we will break probably for about an hour after the 
opening statements. But we will be able to get the opening state- 
ments in before lunch, and then we will come back after an hour 
break or so. So we will stand adjourned now for 10 minutes. [Re- 
cess.] 

The committee will come back to order, and we will move to our 
third panel. Then we will receive the opening statements, and then 
as I indicated before, we will break for about an hour for lunch. 
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Before I call on you, let me thank each of you for being here 
today and to thank you and your companies for your cooperation. 
We very much appreciate that cooperation with this committee and 
we give you credit for doing that because I know that some of these 
questions may be difficult to answer, but the fact that you are coop- 
erative with us is something that stands in your favor. 

Is it Mr. Kamath? Am I pronouncing your name correctly? 
Kamath? 

Mr. Kamath. Yes, Mr. Chairman. Kamath is fine. 

Chairman Levin. Okay, and it is Vivek? 

Mr. Kamath. Vivek. 

Chairman Levin. Vivek Kamath. So you are the Vice President 
of Supply Chain Operations for Raytheon. So we will start with 
you. 

STATEMENT OF VIVEK KAMATH, VICE PRESIDENT, SUPPLY 
CHAIN OPERATIONS, RAYTHEON COMPANY 

Mr. Kamath. Thank you, Mr. Chairman. Mr. Chairman, 
Raytheon appreciates the opportunity to work with you on this im- 
portant inquiry into counterfeit electronic parts in the DOD supply 
chain. These parts making their way into military equipment pose 
a real threat to our national security. 

Mitigating the risks posed by suspect and counterfeit electronic 
parts is an issue that Raytheon takes very seriously. Our business 
and our reputation demand this approach, which is why Raytheon 
spends a great deal of time, resources, and effort tackling this prob- 
lem on a daily basis. 

As in any market, counterfeit electronic parts enter the DOD 
supply chain because of supply and demand. Rapid turnover in 
high technology items provides a steady source of used materials 
that can end up as counterfeit parts. In addition, obsolete parts 
pose a challenge because original equipment manufacturers may 
have stopped making these parts or left the industry altogether. 
Despite these challenges, DOD and its suppliers must obtain the 
authentic electronic parts needed to build, maintain, and refurbish 
defense systems. 

Across Raytheon, our supply chain covers thousands of programs 
and contracts involving a vast number of suppliers. We issue hun- 
dreds of thousands of purchase orders every year. Purchase orders 
for electronic parts where the risk of counterfeiting is the highest 
may cover multiple lots comprised of thousands of individual parts. 

As a company, Raytheon is committed to providing genuine elec- 
tronic parts to our customers. Like others in the industry, 
Raytheon mandates that suppliers certify in writing that the elec- 
tronic parts they are providing meet the standards in the purchase 
order, including requirements for authentic parts from authorized 
sources. 

In 2009, Raytheon formed a cross-business team to develop an 
enterprise-wide counterfeit parts mitigation policy. This policy, 
which builds on existing business practices, was introduced in July 
of this year and will be fully implemented by February 2012. Our 
counterfeit parts mitigation policy assigns specific responsibilities 
to Raytheon supply chain management, engineering, mission assur- 
ance, and other functions. The policy also focuses attention on as- 
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pects of our supply chain that are most likely to present risks, such 
as procurement of electronic parts from independent distributors. 

To further reduce the possibility that counterfeit parts might find 
their way into our products, Raytheon is developing a preferred 
supplier list for distributors and brokers and will mandate its 
usage across our company. We will also consolidate purchasing 
through a centralized procurement organization. 

In addition, Raytheon is a member of GIDEP. The GIDEP report- 
ing system provides a means for manufacturers and suppliers to 
alert other GIDEP members when they identify potential counter- 
feit parts, assemblies, components, and their suppliers. This kind 
of information sharing can help stop suppliers of counterfeit parts 
in their tracks. Raytheon treats GIDEP reporting as mandatory. 
Our new enterprise policy will reinforce this practice. 

In conclusion, given the scope and dynamic nature of the threat, 
counterfeit items will remain a challenge. The policies, practices, 
and measures that Raytheon has put into place will further protect 
our supply chain from counterfeit parts and limit exposure and 
mitigate risks for our customers and our company. Effective policy 
responses will further refine industry best practices and improve 
information sharing while avoiding costly or time-consuming solu- 
tions that provide little additional protection for the warfighter. 

We thank the committee for focusing its attention on this chal- 
lenging issue. I would be happy to answer questions when we re- 
turn. I would like to ask that the entire statement be made part 
of the record. Thank you, Mr. Chairman. 

[The prepared statement of Mr. Kamath follows:] 

Prepared Statement by Vivek Kamath 

INTRODUCTION 

Mr. Chairman, Ranking Member McCain, and members of the committee, 
Ra3dheon appreciates the opportunity to work with you on this important inquiry 
into counterfeit electronic parts in the Department of Defense (DOD) supply chain. 
These parts making their way into military equipment pose a real threat to our na- 
tional security. 

Mitigating the risks posed by suspect and counterfeit electronic parts is an issue 
that Raytheon takes very seriously. It is one of our top priorities. Indeed, our busi- 
ness and our reputation demand this approach, which is why Raytheon spends a 
great deal of time, resources, and effort tackling this problem on a daily basis. 

We are hopeful that the detailed information we have provided to you and your 
staff throughout the investigation has proven beneficial. I look forward to discussing 
the proactive steps that Raytheon has taken to combat the threat. 

THE CHALLENGE OF COUNTERFEIT ELECTRONIC PARTS 

According to government and industry data, 7 to 8 percent of world trade every 
year involves counterfeit products. Each year, due to counterfeiting, hundreds of 
thousands of American jobs are lost and U.S. companies lose between $200 and $250 
billion. 

At Raytheon, we consider an item to be “counterfeit” if it is purposely misrepre- 
sented to be genuine. Under this definition, counterfeits include unauthorized or il- 
legal copies, items whose appearance is altered or disguised with the intent to mis- 
lead, or items that are refurbished or reclaimed, but advertised as new. Unauthor- 
ized substitution of materials or components constitutes counterfeiting under our 
policies. Raytheon also takes the view that counterfeiting includes falsely adver- 
tising that the testing, screening, or qualification of an item is complete. 

As in any market, counterfeit electronic parts enter the DOD supply chain be- 
cause of supply and demand. Rapid turnover in high technology items provides a 
steady source of used materials that can end up as counterfeit parts. Also, obsolete 
parts pose a challenge because Original Equipment Manufacturers may have 
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stopped making the parts or left the industry altogether. Despite these challenges, 
DOD and its suppliers must obtain the authentic electronic parts needed to build, 
maintain, and refurbish defense systems. 

Counterfeiters are innovative, and their efforts pose a dynamic threat to supply 
chains. The volume of counterfeit items and rapidly improving methods for con- 
cealing them require constant vigilance from all participants in the supply chain. 
Yet, even with a substantial investment of time and resources by the U.S. Govern- 
ment and its suppliers, counterfeit parts will likely continue to find their way into 
defense and other U.S. Government systems. We are fully committed to making sure 
they do not. 


RAYTHEON SUPPLY CHAIN OPERATIONS 

Across Raytheon, our supply chain covers thousands of programs and contracts in- 
volving a vast number of suppliers. We issue hundreds of thousands of purchase or- 
ders every year. Purchase orders for electronic parts — where the risk of counter- 
feiting is highest — may cover multiple lots comprised of thousands of individual 
parts. 

As a company, Raytheon is committed to providing genuine electronic parts to our 
customers. Like others in the industry, Raytheon mandates that suppliers certify, 
in writing, that the electronic parts they are providing meet the standards in the 
purchase order — including requirements for authentic parts from authorized 
sources. In Raytheon’s experience, however, the protection afforded by this certifi- 
cation is limited in two principal ways. First, the source information available to 
suppliers must be reliable. Second, suppliers must be committed to practices de- 
signed to mitigate counterfeit electronic parts. 

IMPROVING BEST PRACTICES 

Raytheon has been addressing the presence of counterfeit parts in the supply 
chain for years. Raytheon’s business units operate under policies for detecting and 
mitigating the risk of counterfeit parts. These policies have protections that reflect 
the specific needs of each business. 

Building on these experiences, we worked with our partners in the defense indus- 
try in 2009 to develop SAE Aerospace Standard (AS) 5553 — Counterfeit Electronic 
Parts; Avoidance, Detection, Mitigation, and Disposition — an industry guideline to 
develop consistent policies regarding counterfeit parts. 

At the same time, Raytheon formed a cross-business team to develop an enter- 
prise-wide counterfeit parts mitigation policy. This policy, which amplifies and inte- 
grates existing business practices, was introduced in July 2011 and will be fully im- 
plemented in February 2012. Based on SAE AS5553 and Ra 3 dheon’s own best prac- 
tices, our counterfeit parts mitigation policy assigns specific responsibilities to 
Ra 3 d;heon’s Supply Chain Management; Engineering; Mission Assurance; and other 
functions. The policy also focuses attention on the aspects of our supply chain that 
are most likely to present risks, such as the procurement of electronic parts from 
independent distributors. 

To further reduce the possibility that counterfeit parts might find their way into 
one of our products, Raytheon is developing a Preferred Supplier List for distribu- 
tors and brokers. This list will allow us to reward suppliers that institute rigorous 
processes to secure their own supply chains and that have a proven history of sup- 
plying us with authentic parts. Limiting our relationships to these responsible sup- 
pliers will also allow Raytheon to devote more time to supply chain oversight. In 
turn, preferred suppliers will have a strong financial incentive to comply with our 
requirements and standards. 

We are also consolidating purchasing across Raytheon through a central procure- 
ment organization. All purchases of electronic parts through distributors will be 
routed through this organization, providing additional governance and oversight of 
our supply chain. 

Like many other organizations in government and industry, Raytheon is a mem- 
ber of the Government-Industry Data Exchange Program (GIDEP). The GIDEP re- 
porting system provides a means for manufacturers and suppliers to alert other 
GIDEP members when they identify potential counterfeit parts, assemblies, compo- 
nents, and their respective suppliers. This kind of information sharing can help stop 
suppliers of counterfeit parts in their tracks. Indeed, because of its importance to 
the security of the entire industry supply chain, Raytheon treats GIDEP reporting 
as mandatory. Our new enterprise policy will reinforce this practice. 
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CONCLUSION 

Given the scope and dynamic nature of the threat, counterfeit items will remain 
a challenge. The policies, practices, and measures that Raytheon has put in place 
will further protect our supply chain from counterfeit parts, while limiting exposure 
and mitigating risk for our customers and our company. Effective policy responses 
will further refine industry best practices and improve information sharing, while 
avoiding costly or time-consuming solutions that provide little additional protection 
for the warfighter. 

We thank the committee for focusing its attention on this challenging issue, and 
I would be happy to answer any questions you may have. 

Chairman Levin. Thank you. The entire statement will be made 
a part of the record and that is true of all statements here today. 

Mr. DeNino, you are the Vice President, Corporate Procurement 
for L-3 Communications. So thank you. 

STATEMENT OF RALPH L. DeNINO, VICE PRESIDENT, COR- 
PORATE PROCUREMENT, COMMUNICATIONS CORPORA- 
TION 

Mr. DeNino. Thank you, Chairman Levin, and good afternoon. 

On behalf of L-3 Communications, I appreciate the opportunity 
to be here today to address the important issue of counterfeit elec- 
tronic parts in the U.S. military supply chain. 

L-3 Communications is a prime contractor in command, control, 
communications, intelligence, surveillance, and reconnaissance sys- 
tems, aircraft modernization and maintenance, and Government 
services. L-3 is also a leading provider of a broad range of elec- 
tronic systems used on military and commercial platforms. We 
serve a wide range of customers, most notably DOD and its prime 
contractors. 

The reality that L-3 and the entire aerospace and defense indus- 
try faces is that electronic components are increasingly susceptible 
to two significant risks: obsolescence and counterfeiting. With so- 
phistication levels of counterfeiters escalating, detection and avoid- 
ance are becoming increasingly difficult. These issues are exacer- 
bated by the service lives of fielded defense weapons systems being 
extended well beyond their original planned life cycle, furthering 
the challenge of the ever-shortening life cycles of electronic compo- 
nents, which is being driven by commercial technology changes. 

L-3 has been proactive in both managing obsolescence and coun- 
terfeit part risk mitigation. Procedures and processes are in place 
to manage both of these areas with improvements being driven to 
stay current with emerging counterfeit threats. Supply chain man- 
agement techniques have been implemented to limit the number of 
independent distributors that can sell parts to L-3. Strict and pro- 
gressive testing methodologies are in place. Reporting of incidents 
is required and training and education of personnel is ongoing. 

L-3 will continue to improve its obsolescence and counterfeit 
parts mitigation programs through strict adherence to its corporate 
procedures and policies across the entire enterprise, controlling 
independent distributor purchases, and by providing training and 
education to our personnel. Additionally, we will continue to work 
with our Government and industry partners and professional asso- 
ciations to develop and incorporate best practices throughout the 
supply chain. 
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In any case, if any part is identified as suspect counterfeit, L- 
3 will, as it has in the past, promptly notify all of its affected cus- 
tomers and work with them to remediate the problem in whatever 
way the customer determines is needed at no cost to the Govern- 
ment. 

Finally, while L-3 has made significant efforts over several years 
to address the counterfeit parts challenge, the Senate Armed Serv- 
ices Committee’s examination of the issue has been important in 
underscoring the seriousness and depth of the problem and the 
need to rapidly develop an effective solution. L-3 looks forward to 
working with other companies and the committee in achieving this 
goal and will be pleased to answer any questions that the com- 
mittee may have. 

[The prepared statement of Mr. DeNino follows:] 

Prepared Statement by Ralph L. DeNino 

INTRODUCTION 

My name is Ralph DeNino, and I am L-3 Communications’ Vice President, Cor- 
porate Procurement. I’ve been employed at L-3 Communications since December 
2000. At L-3, I have corporate-wide responsibility for Supply Chain Management 
and Quality Management. 

ABOUT L-3 COMMUNICATIONS CORPORATION 

L-3 is a prime contractor in Command, Control, Communications, Intelligence, 
Surveillance, and Reconnaissance (C^ISR) systems, aircraft modernization and 
maintenance, and government services. L-3 is also a leading provider of a broad 
range of electronic systems used on military and commercial platforms. Our cus- 
tomers include the U.S. Department of Defense (DOD) and its prime contractors, 
U.S. Government intelligence agencies, the U.S. Department of Homeland Security, 
U.S. Department of State, U.S. Department of Justice, allied foreign governments, 
domestic and foreign commercial customers and select other U.S. Federal, State, 
and local government agencies. 

L-3 is composed of four business segments: 

1. Command, Control, Communications, Intelligence, Surveillance, and Reconnais- 

sance (C^ISR) 

L-3 provides airborne and ground-based products and services for the global ISR 
market, networked communications systems and secure communications products 
for real-time situational awareness and response. 

2. Government Services 

L-3 provides a full range of engineering, technical, enterprise information tech- 
nology (IT) and cybersecurity, advisory, training, and support services to the U.S. 
military, government agencies, and allied foreign governments. 

3. Aircraft Modernization and Maintenance 

L-3 provides modernization, upgrades and sustainment, maintenance, and logis- 
tics support services for military and government aircraft and other platforms. 

4. Electronic Systems 

L-3 provides a broad range of products across several business areas that include 
marine and power systems, microwave and satellite communications products, dis- 
plays, aviation products, training and simulation, electro-optical/infrared products 
and systems, warrior systems, precision engagement, security and detection sys- 
tems, applied technology, telemetry and RF products, power and propulsion systems, 
and undersea warfare and ocean sciences products. 

obsolescence and the risk of COUNTERFEIT PARTS 

As a major aerospace and defense contractor, 1^3 Communications provides our 
worldwide customers with a sophisticated array of high tech products. In the world 
of high tech products there is a common element: the need for and availability of 
quality, high reliability electronic components. The reality that L— 3 and other aero- 
space/defense contractors face is that electronic components are increasingly suscep- 
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tible to two significant risks: obsolescence and counterfeiting. Component obsoles- 
cence is a constant issue that must be considered early in the design and product 
development phases to mitigate risks to schedule and multi-year maintenance 
needs. Counterfeiting, primarily originating in Asia, is now a sophisticated multi- 
billion dollar industry. With sophistication levels of counterfeiters escalating, detec- 
tion and avoidance are becoming increasingly difficult. These issues are exacerbated 
by the service lives of fielded defense weapon systems, which are now being ex- 
tended beyond their original planned life cycle. It is not unusual for a fielded system 
to be operational for anywhere from 25-40 years. These problems are further com- 
plicated by a reduction in the industrial base dedicated to production of electronic 
components that support military products. Defense and civil aerospace related ac- 
quisitions now account for less than IV 2 percent of total microelectronic semicon- 
ductor sales. 

Compounding the problem in the Aerospace and Defense industry are the long 
product design cycle inherent in military systems and the ever shortening life cycle 
of available components. Obsolescence challenges are especially apparent for elec- 
trical, electronic, and electromechanical commodities. Obsolescence in the last few 
years has been driven not only by the increasing speed of technological change and 
market consolidation, but also by new environmental regulation, such as restriction 
of hazardous substances, which affected the market by driving change to a “lead 
free” environment. The obsolescence and counterfeit parts challenge was astutely 
summarized by Ted J. Glum, director of the DOD’s Defense Microelectronics Activity 
Unit when he stated, “The defense community is critically reliant on a technology 
that obsoletes itself every 18 months, is made in unsecure locations and over which 
we have absolutely no market share influence.” (“Pentagon Worries About Chinese 
Chips” A.T. Gillies, 9/4/08). 

Having to find sources for obsolete electronic parts also increases the need to buy 
from nontraditional sources, because by definition the Original Component Manu- 
facturer (OCM) or its authorized, franchised distributor no longer stocks the original 
part that is now obsolete. In turn, having to rely on non-traditional sources of sup- 
ply, typically referred to as Independent Distributors (ID), results in increased risks 
of encountering counterfeit parts. Independent Distributors operate under far less 
regulation and control than OCMs, and are not as accountable as OCMs are to long- 
term customers. While obsolescence can be dealt with in other ways, such as rede- 
sign to utilize currently available electronic components or reproducing the original 
part, these options are normally not available due to a lack of government funding, 
a problem that would appear likely to increase in the current budget environment. 

L-3 recognizes the need to address these risks and obstacles to ensure both sup- 
ply chain availability of electronic components and customers’ confidence in our 
products. The creation at the corporate level of L-3’s Diminishing Manufacturing 
Sources and Material Shortages (DMSMS) program was the first step taken to 
proactively work obsolescence issues. The DMSMS program features a system that 
provides divisions a tool for uploading their Bills of Material (BOM) to receive life 
cycle analysis and up to date obsolescence information on Military Standard and 
commercial electronic components. 

Similarly, understanding that obsolescence challenges increase the serious risk of 
exposure to counterfeit parts in the supply chain, a corporate level Counterfeit Parts 
(CP) program was established to focus on addressing the emerging risk and to im- 
plement a strategy that could be deployed by all divisions of the corporation. 

L-3 COUNTERFEIT PARTS RISK MITIGATION PROGRAM 

More specifically, L-3 formed a corporate-wide Counterfeit Parts Team (CPT) in 
December 2007 to share information and experiences across all 1^3 divisions, to in- 
crease awareness of the challenges and to provide education and training. The CPT 
developed a database of information and lessons learned about counterfeiting tech- 
niques, which is shared with all divisions of the corporation. The team also set out 
to develop procedures and to define testing requirements to detect counterfeit parts 
and mitigate risks. 

This resulted, in December 2008, in L-3 implementing Material Quality Oper- 
ating Procedure (MQOP-001): Counterfeit Parts Risk Mitigation Program to address 
the counterfeit parts issue. As Counterfeiting techniques evolved, the Procedure was 
updated in March 2011. To further improve our process, to impose more stringent 
testing requirements and to increase the focus on avoiding the use of obsolete parts, 
we updated our Procedure again in early November 2011. 

Our CPT’s efforts are closely tied with our DMSMS Team because, as noted 
above, obsolescence increases exposure to the counterfeit market place. In that re- 
gard, to address the risks posed by Independent Distributors, we began our efforts 
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to narrow the listing of Independent Distributors used for sourcing obsolete devices. 
An assessment of our approved independent suppliers resulted in the corporate ap- 
proved listing of IDs being reduced from 16 suppliers to 6 in March 2011, with a 
stated goal of further reducing the listing to 4. In May 2011, this goal was achieved. 
Correspondingly, and earlier, in March 2008, 1^3 became a member of the Elec- 
tronic Retailers Association International, the global resource for companies in- 
volved in purchasing and selling of manufacturing electronic components. 

Our teams also recognized that improvements were required in education, train- 
ing, and data sharing on counterfeit parts techniques and counterfeit parts occur- 
rences taking place across the entire aerospace and defense industry. Accordingly, 
the corporation sponsored two series of Counterfeit Part Risk Mitigation and Com- 
ponent Obsolescence Management events. This included three regional symposia 
held in fall of 2008. More recently, five regional symposia were conducted in the fall 
of 2010, attended by over 250 professionals in the disciplines of Supply Chain Man- 
agement, Quality Management, Program Management, and Engineering. These 
symposia were also open to and supported by L-3 subcontractors. In addition to 
presentations by L-3 personnel at these training and education sessions, the event 
was supported with presentations by industry experts and a representative from the 
Government Industry Data Exchange Program. 

To supplement training, articles on the CPT’s activities and industry trends in 
counterfeiting techniques, as well as our DMSMS/obsolescence management pro- 
gram are regularly featured in our corporate-wide Supply Chain and Quality Man- 
agement Newsletter. In addition to regularly scheduled teleconferences, the CPT 
maintains a robust intranet site that provides valuable information accessible to I^ 
3 employees. Suspect and counterfeit part experiences at L-3, training materials for 
use with our subcontractors, industry guidance and other important resources are 
housed at this site. 

SPECIFIC INCIDENTS OF COUNTERFEIT PARTS THAT L-3 HAS EXPERIENCED 

L-3 Communications Integrated Systems L.P. (L— 3 IS) is the prime contractor for 
the United States Air Force Joint Cargo Aircraft C-27J program. This program 
began as a U.S. Army-led program in 2007 and transitioned in 2010 to the Air Force 
under the current C-27J System Program Office (SPO) within the Mobility Direc- 
torate at the Aeronautical Systems Center (ASC) of the Air Force Material Com- 
mand (AFMC) at Wright-Patterson Air Force Base, Ohio. It is a program of record 
and classified as an Acquisition Category (ACAT) ID. Although the aircraft is based 
upon the C-27J transport produced hy Alenia Aeronautica, S.p.A., its avionics ele- 
ments derive heavily from the Lockheed Martin C-130J aircraft. 

The C-27J program experienced four instances of suspect counterfeit electronic 
components since the program started. These have involved the avionics systems for 
the Mission Computer provided by BAE Systems of Austin, Texas; the Color Multi- 
purpose Display Units (CMDU) provided by 1^3 Communications Display Systems 
of Alpharetta, Georgia (which has been affected on two separate occasions); and the 
Type I Bus Adapter Unit (BAU) provided by Goodrich of Vergennes, Vermont. One 
additional instance of suspect counterfeit electronic components involved Ground 
Support Equipment (GSE) for the ALE-47 Countermeasures Dispensing System 
(CMDS) provided by BAE Systems of Austin, TX. 

In the case of the C-27J, L-3 IS, as the prime contractor, promptly notified its 
Government customer on each occasion as soon as it became aware of suspect coun- 
terfeit components. L-3 Display Systems, which manufactures the CMDUs, also no- 
tified all of its customers in both cases of the suspect counterfeit part. 

In the case of the counterfeit Lattice chip used in the CDMU, L-3 Display Sys- 
tems received it from its approved (at the time) Independent Distributor along with 
a test report showing that the part was authentic. When parts were sent out for 
retinning (a normal process even for authentic parts), the retinning facility encoun- 
tered difficulty and proposed an alternative method. When 1^3 Display Systems 
queried the OCM about the part, the OCM informed L-3 Displays that the part was 
counterfeit. L-3 Displays notified its customer, Alenia Aeronautica, on February 2, 
2010. By May 2010, the Lattice counterfeit parts had been removed from U.S. Air 
Force aircraft and replaced. 

In November 2010, a Samsung VRAM chip that had been previously tested and 
represented as authentic by a third party lab was identified as suspect counterfeit 
as the result of a supplemental third party independent test. This additional testing 
was performed after anomalies were noted during L-3 Display Systems’ standard 
testing methodology. L— 3 Display Systems notified its customer, Alenia, of the coun- 
terfeit part but that notification was not passed on to the prime contractor, 1^3 In- 
tegrated Systems, until September, 2011. When L— 3 IS was notified, it in turn noti- 



90 


fied its customer, the Air Force C-27J Systems Program Office. 1^3 IS will take 
whatever corrective action its customer requests, and the current remedy is to re- 
place the VRAM chips during normal scheduled depot maintenance unless a failure 
occurs for any reason that would necessitate immediate repairs. 

It should be noted that there has been no discernable effect on the C-27J. The 
C-27J program tracks avionics performance and failures by means of a Failure Re- 
porting And Corrective Action System (FRACAS). After analyzing the FRACAS his- 
tory through this past summer, there have been no abnormal failures attributed or 
noticed for the affected Mission Computers, CMDUs, BAUs, or CMDS Test Sets. No 
degradation to performance has been observed due to these parts. 

This can be partially attributed to the mechanisms put in place for the assembly, 
test and delivery of avionics systems in nearly all DOD procurement programs. The 
process of procuring piece parts and their progressive assembly from wafer to inte- 
grated circuit to circuit board to final avionics Line Replaceable Units (LRUs) or 
Weapons Replaceable Assemblies (WRAs) is always founded on progressive 
verification and testing of the item through each stage of assembly. Even at the cir- 
cuit board or LRUAVRA box level, the use of complex acceptance test processes and 
“burn-in” (or Environmental Stress Screening) at the manufacturing plant before de- 
livery into the DOD supply system, adds confidence that the items will perform in 
service and that defective parts will be identified and removed from the delivered 
inventory. 

In the case of the C-27J JCA, there is also the benefit of contractor logistics sup- 
port (CLS) for the entire maintenance of the aircraft fleet, whether in the conti- 
nental United States or deployed. Whether by term of the contractual warranty pro- 
visions or by means of the CLS maintenance in the contract, the U.S. Government 
does not bear any cost for labor or material if the avionics systems should be af- 
fected by defective material. All costs would be borne entirely by the contractor and 
its suppliers. 


CONCLUSION 

The rise in instances of suspect and counterfeit electronic components results from 
a rapid turnover of technologies in the commercial and military markets, which 
drives critical obsolescence issues daily across all areas of the electronics supply 
base. This is particularly troublesome for the DOD and its need to continue to sup- 
port deployed systems — a need further complicated by the extended life of these sys- 
tems. These issues are constant, daily challenges not only for the industry that con- 
tracts with the DOD, but also for all of the Government service agencies throughout 
their various support systems. 

L-3 will continue to improve its obsolescence and counterfeit parts mitigation pro- 
grams by reiterating strict adherence to its corporate procedures and policies across 
the entire enterprise, controlling Independent Distributor purchases, and by pro- 
viding training and education to our personnel. Additionally, we will continue to 
work with our Government and industry partners and professional associations to 
develop and incorporate best practices throughout the supply chain. In any case, if 
any part is identified as suspect, 1^3 will, as it has in the past, promptly notify all 
of its affected customers and work with them to remediate the problem in whatever 
way the customer determines is needed. 

Finally, while L-3 has made significant efforts over several years to address the 
counterfeit parts challenge, the Senate Armed Services Committee’s examination of 
the issue has been important in underscoring the seriousness and depth of the prob- 
lem and the need to rapidly develop an effective solution. L-3 looks forward to 
working with other companies and the committee in achieving this goal. 

Chairman Levin. Thank you very much, Mr. DeNino. Is it Mr. 
Dabundo or Dabundo? 

Mr. Dabundo. Dabundo. 

Chairman Levin. Dabundo. Mr. Dabundo, turn your mike on 
there, if you would. You are the Vice President and the P-8 Posei- 
don Program Manager at Boeing. Please proceed. 

STATEMENT OF CHARLES DABUNDO, VICE PRESIDENT AND 

P-8 POSEIDON PROGRAM MANAGER, BOEING DEFENSE, 

SPACE AND SECURITY 

Mr. Dabundo. Mr. Chairman, thank you for the opportunity to 
appear before this committee regarding counterfeit electronic parts 
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in defense systems. This is a serious issue that has commanded the 
attention of Boeing, the defense industry, and the U.S. Government 
for some time. Unlike my counterparts on this panel, I do not have 
overall supply chain responsibilities for my company, and accord- 
ingly, Boeing requests permission to submit a separate letter that 
addresses in detail Boeing’s policies and initiatives on counterfeit 
parts. 

Chairman Levin. That will be made part of the record. 

[The information referred to follows:] 

Tim Keatmq i i 


November 8, 201 1 

The Honorable Carl Levin 

Chairman, U.S. Senate Armed Services Committee 

United States Senate 

228 Senate Russell Oflice Building 

Washington, D.C. 20510 

The Honorable John McCain 

Ranking Member, U.S. Senate Aniicd Services Committee 

United States Senate 

228 Senate Russell Office Building 

Washington, D.C. 20510 

Dear Chairman Levin and Ranking Member McCain, 

The Boeing Company commends your decision to hold a hearing to address ways to 
combat counterfeit parts in the U.S. military supply chain. As a recognized leader in the 
aerospace industry, Boeing welcomes the opportunity to participate in shaping public, industry, 
and military policy regarding the detection and prevention of counterfeit parts. 

We begin below by simimarizing Boeing’s extensive efforts to address counterfeit 
parts — with industry to develop effective standards and specifications, with suppliers to impose 
stringent requirements for procurement and risk mitigation practices, panicuiarly with respect to 
electronics distributors, and with employees, in the form of internal processes and training. Wc 
next briefly describe Boeing’s FAA-approved quality system which efficiently produces sale, 
high quality commercial aircraft that serve as the platform for some government programs, such 
as the P-8A Poseidon. 

Boeing sets the industry standard for safety, quality, and reliability of aerospace 
products. Our company has developed effective measures lo minimize the risk posed by 
counterfeit parts. But we are always striving to further reduce that risk. Boeing looks forward 
to continuing our collaboration with industry, our government customers, and Congress to detect 
counterfeit parts and prevent them from compromising the vital products we make for our armed 


forces. 
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Boeing^s Efforts to Mitigate Risk Posed by Counterfeit Parts 

1. Initial Industry Efforts 

Boeing, along with other aerospace and defense industry members, began tackling the 
issue of electronic counterfeit parts in the aerospace supply chain through several concurrent 
efforts. First, Boeing representatives participated as members of the SAH G-19 Committee, 
which was initialed in November 2007 and helped develop a Counterfeit RIectronic Part Control 
Specification. Second, Boeing representatives participated in the Aerospace Industries 
Association (AIA) Counterfeit Parts Integrated Product Team, which was initiated in March 
2008, and with the TechAmerica Supply Chain Assurance Committee, assembled in December 
2008 to respond to the govermnenl's request in November 2008 to define an acquisition 
framework for regulating inauthentic IT and microelectronic products. 

Each of these industry groups was chartered to identify shared industry problems with 
globally sourced counterleit parts and propose institutional and policy .solutions to mitigate the 
risk of counterfeits entering the domestic supply chain. At the same lime, Boeing began working 
on developing its own set of strategies to prevent, delect, and counteract the threat of counterfeit 
parts. Boeing previously had implemented traditional industry quality assurance and 
enforcement mechanisms, both as a quality and contracting matter, and participated in broad 
scale industry initiatives to ensure supply chain quality (such as the Government Industry Data 
Exchange Program or GIDEP), and, as a result, had infrequent encounters with counterfeit parts. 
In late 200V, Boeing was linpacied by a counterfeit pan inciiieni that cut across several 
programs. I'hat event heightened the existing sensitivity to counterfeit parts witliin Boeing, and 
the company responded by developing additional internal compliance requirements and 
processes to help combat counterfeit parts. 

2. Combating Counterfeit Parts at their Source 

Because a majority of the electronics Boeing purchases arc embedded in Line 
Replaceable Units (LRU) and are not individually-procured electronic component piece parts, 
Boeing’s risk is more often associated with lower tiers of the supply chain. Consequently, 
Boeing’s strategy to address the problem of counterfeits initially focused on improving the 
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counterfeit risk mitigation of Boeing’s first tier suppliers. In 2009, the industry standard for 
Counterfeit electronic Parts, Aerospace Standard (AS) 5553, was published. AS555.J provided 
guidance for procurement and contract requirements, and facilitated Boeing’s development of 
purchase contract requirements specific to counterfeit avoidance. New supplier requirements 
specific to counterfeit goods were released in 2010. and are being implemented on purcha.se 
contracts. I he new requirements include definitions, procurement preferences and risk 
mitigalion practices, enhanced warranties, and notification and supplier fiow-through 
requirements. New supplier surveillance tools were also developed to verify compliance with 
these new requirements. 

Boeing’s .strategy also addresses electronic distributor requirements. When electronic 
components are purchased, Boeing recognizes that buying from OEM or OEM-authorizxd 
distributors, while preferred, may not always be feasible (e.g.. due to parts obsolescence). In 
February 2011, Boeing published new requirements for unauthorized distributors and parts 
brokers. The new requirements include specific provisions for procurement, seller flow-down, 
verification of purchased product, reporting, and material control and disposition. Boeing’s 
suppliers must prove adherence to these requirements before procurement occurs. Boeing is 
currently working with production procurement distributors who will be transitioning to the new 
requirements, with approval required beginning in October 2012. Boeing’s internal processes 
also require program-specific risk assessment and risk mitigation in the limited cases when parts 
must be procured from an unapproved or unauthorized distributor. Boeing’s purchase contract 
re<^uircnienls tor svippiiers (H900) prioritizes procurement from OEMs and OEM-authorized 

distributors. However, in the case that an unauthorized distributor must be used, additional 
documentation, inspection and testing are required to ensure part authenticity. 

3. Internal Processes and Training 

Boeing has also revised internal processes to mitigate counterfeit ri.sk. A cross-functional 
team consisting of engineering, supplier quality, supplier management, and program 
representatives has been assembled to address ways to reduce counterfeit risk through an 
integrated process that permeates the program and product lifecycle. Ibis network of cross- 
hinctional personnel includes many subject matter experts within the company dedicated to 
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collaboration across the Boeing enterprise who act as resources and share information to support 
anti'Countcrfeiting eilorts. A new cross-functional process document for Boeing procurement of 
electronic parts from distributors was released in April 2011. Additional documents are being 
prepared to provide specific source selection guidance that will help minimize counterfeit risk. 
An electronic component part management plan is being revised to address counterfeit ri.sk, lead- 
free solder, obsolescence management, and parts management for the entire enterprise. 
Communication bulletins and newsletters within supplier management, supplier quality and 
engineering have frequently highlighted counterfeit parts and associated risks. 

To facilitate awareness of counterfeit risk and ensure access to the latest counterfeit 
awareness activities within Boeing, the industry, and the government, an internal Counterfeit 
Part.s Team website has been developed and is constantly updated with new information. The 
site is available to all Boeing employees. Topics covered include internal and external 
communications (letters and bulletins), checklists, command media, presentations, contact lists, 
requirements documents, government and industry reports, industry weblinks, inspection 
checklists, purchase contract requirements, reporting agencies and resources, sharepoints, 
training, and related links.' Boeing representatives have also attended and participated in 
conferences on Suspect Unapproved Parts and Diminishing Manufacturing Sources and Material 
Supply that have focu.sed on counterfeit parts and included presentations by subject matter 
experts on counterfeit analysis and deteclion, reporting, and risk reduction. These conferences 
help increase awareness of the need for early counterfeit avoidance practices. In addition, 

oountorteit fiiibjecl matter experts have briefed Bneiriji supplier man-agement nn counterfeit risks 

and have been involved during .supplier contract negotiations to facilitate understanding of anti- 
counterfeit requirements.^ 


For suppliers, a Counlerfeil Electronic Parts Avoidance web portlet has been added to the Boeing supplier portal. 
Commutiicalions, requirements, and training will continue to be added as needed to keep our suppliers informed of 
the risks associated with counterfeit parts. Boeing also participated in an industry efiort with the Internationa! 
Aerospace Quality Group to develop a Supply Chain Mairagemenl Handbook with a chapter specifically focused on 
counterfeit risk. An integrated supplier iitfomtation system will be implemented in 2012 and will allow all Boeing 
functions to access and verify approved suppliers, including approved electronics distributors. 


■ Boeing follows internai and external reporting processes for sharing counterfeit part incidents across programs and 
with the industry. Reporting requirements also flow down to suppliers (H900). Internally, detailed processes 
document requirements for processing a supplier nolilication of escape and reporting the issue internally to ensure 
other programs are not at risk (BDS: PRO 6916, BPI 3575 . BPI 4564; BCA: PRO 3907, BPI 1 1 79). For external 
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4. Boeing’s Commitment to Combating Counterfeit Parts 

Boeing recognizes that combating the problem of counterfeit electronic parts requires 
stakeholders from induslrj and government to work together. Boeinghs strategy includes 
continuing to work closely with indu.stry associations, regulators, and government in helping to 
shape aerospace standards and practices. Boeing continues to be actively involved with its 
industry partners in developing new aerospace industry counterfeit parts standards including: 

• AS5553, “Counterfeit Rlectronic Parts; Avoidance. Detection, Mitigation and 
Disposition’’; 

• AS608 1 , “Counterfeit Electronic Parts; Avoidance Protocol, Distributors” (not 
yet published); and 

• AS617I, “Test Methods Standard; Counterfeit Electronic Parts” (not yet 
published). 

Additionally, Boeing was involved in developing the Aerospace Recommended Practice (ARP) 
6178, “Distributor Risk Assessment,” and participated with the Missile Defense Agency and 
NASA in conducting assessments at distribution facilities. Boeing has leveraged ARP61 78 in 
developing Boeing verification processes for distributors. Boeing is also working with industry 
to define new third-party AS5553 certification processes. Finally. Boeing supports policy 
analyses, such as the AIA white paper entitled “Counterfeit Parts: Increasing Awareness and 
Developing Countermeasures,” published in March 2011. and a response to an Office of 
Management and Budget request for public comments regarding U.S. government ami- 
counterfeiting .strategy in September 2011. 

5. Policy Efforts 

As .stated above, Boeing has long been engaged with industry and government to identify 
appropriate quality assurance and acquisition policy solutions to counterfeits in the supply chain, 
including offering risk management solutions and thought leadership through AIA, 


reporting of issues, Boeing uses GIDEP to exchange safety and failure data among government and industry 
pailicipants, and follows process BPI 5525. 


- 5 - 



96 


TcchAmerica, and within the parameters of the GIDEP and other similar programs. Boeing has 
also supported, .since early 2010, the ongoing efforts by DOD (Acquisition, Technology & 
Logistics - Material Readiness), the Intellectual Property Enforcement Coordinator’s 
Interagency Anti-Counterfeiting Working Group, and the National Intellectual Properly Rights 
Coordination Center to gather actionable data and provide feedback, to regulators and law 
enforcement groups tasked with policing counterfeit goods. We hope these and other 
participator)' efforts lead to a common set of industry tools and an effective and appropriate 
regulatory framework to combat counterfeit parts. 

On the legislative front, Boeing supported a variety of provisions that addressed supply 
chain risk management in bills developed over the past three years, including Section 253. 
Supply Chain Strategy tor Federal Cybersecurity Management included in Senate Bill S, 3480 
(Collins-Licbcrman, not enacted, but on the legislative calendar again for the 1 n* Congress). 
Section 806 of the Fiscal Year 20! 1 National Defense Authorization Act, Supply Chain Risk 
Management (signed into law January 201 1 and authorizes DOD to exclude sources that present 
known counterfeit risks), and other legislative attempts to secure the supply chain from 
counterfeits. 

Recently, a bill to prevent trafficking in counterfeit military goods, S,1228, Combating 
Military Counterfeits Act of 20 1 1 , was introduced in the Senate. It provides for enhanced 
criminal and civil penalties for knowingly introducing counterfeit parts into the military supply 
chain that could be expected to cause harm to national security and/or personnel. Boeing prides 
itselt on the quality and capabilities of the products delivered to support our military customers 
and would support without qualification any policy that punishes those who deliberately put the 
nation and its service personnel at risk by introducing counterfeit parts into the supply chain. 
With minor alterations, Boeing believes S.1228 may provide the impetus needed to drive supply 
chain protection forward as a national and global priority. Iterations of similar legislative 
language to combat counterfeits through various enforcement mechanisms have also appeared In 
the PRO IP Act (S. 968) introduced in late May 201 1 and the draft Stop On-line Piracy Act 
introduced in late October 2011. While we have not had the opportunity to fully analyze those 
individual pieces of legislation, Boeing has consistently supported legislative and regulatory 
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efforts to define a risk management policy framework to combat counterfeits and will continue to 
support all efforts to stem their flow, 

Boeine^s FAA-Anprovcd Production Qualify System 

As discussed by P-8A Program Manager Charles Dabundo in his prepared statement, the 
P-8A leverages the commercial 737NG production .system to efficiently provide high quality and 
proven aircraft platforms. By many measures, the Boeing 737 is the most successful large 
commercial jet airplane in history. Aircraft in the 737 family have accumulated more than 230 
million flight hours — or more than 26,000 years in the air. No other commercial airplane family 
matches this record of quality and endurance. More tlian 5,500 Boeing 737 airplanes are in 
service worldwide — more than any other commercial airplane. The 737 accounts for more than 
one-third of Boeing’s delivered in-service airplanes and 25 percent of the w'orld’s commercial 
airline fleet. The 737’s robust safety and reliability record is among the primary reasons the U.S. 
Navy elected to derive the P-8A aircraft from the 737NG. 

The Boeing Company has separate divisions. Boeing Defense, Space and Security (BDS) 
and Boeing Commercial Airplanes (BCA). The Federal Acquisition Regulations (FAR) require 
that a contract be in place governing the transfer of the commercial item from BCA to BDS,^ 

BCA produces the 737 under its FAA-approved quality management system, and pursuant to an 
FAA Production Certificate. In general tenns, the Production Certificate signifies that BCA has 
demonstrated to the FAA that it complies with Part 21 of the Federal Aviation Regulations, 
including lhai ilic company has ami can maintain a quality control system for products to be 
manufactured under the Production Certificate. TTiat system adheres to an International Quality 
Management System standard, AS9100 ‘’Quality Management Systems - Requirements for 
Aviation. Space and Defense Organizations”, BCA's multi-tiered quality control process, 
summarized in the following graphic, has been demonstrated through decades of use to be an 
effective method to maintain quality and safety. 


^ Federal Acquisition Regulaiion.s 12.001 - Definition. 
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Boeing Quality Management System 


’ Based on ttie AS 9100C - Aerospace Standard 

• Requirement of CFR Title 14, Part 21 

• Processes and procedures approved by ttie 
FAA as a part of production certificate 
oversight 

’ Inspection and test procedures arc established 
to validate the product conforms to typo 
design 

• Audited both internally and externally 

■ Encompasses the entire supply chain 



One element of BCA's FAA-approved quality system addresses material 
nonconformities. This includes methods and requirements for nonconforming material 
disposition through a Nonconformance Management system, processing of notifications of 
escapement received from commercial suppliers, and processes for notification to the fleet when 
action is recommended to address the presence of nonconforming commercial parts on aircraft. 
In addressing nonconformities identified in the production process, BCA uses a Material Review 
Board that includes both quality and engineering personnel, 'flie nonconforming product can be 
dispositioned by the Material Review Board in several ways, including: 

■ Rework: A disposition action for the reprocessing of nonconforming product to 
make it conform completely to requirements; 

■ Repair: A disposition action taken on nonconfonning product so that it will fulfill 
the intended usage requirements, although it does not conform to the originally 
specified requirements; 

■ Standard Repair: A disposition action applied to nonconforming product using an 
approved Standard Repair Procedure that has been demonstrated as a cost- 
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effective method to reduce, but not completely eliminate, the nonconformance 
and returning the hardware to serviceable condition; 

■ Use-As-Is: A disposition tliat is used when the nonconforming item has been 
determined to he useable in its present state; 

■ Return to Supplier: A disposition that the nonconforming item shall be returned to 
the supplier for rewoi k or replacement: and 

• Scrap: A disposition for nonconforming product that is not suitable for its 
intended purpose and cannot be economically reworked or repaired. 

For nonconformities discovered outside of the production process, BCA uses a Scrs'ice 
Engineering process to determine if fleet action (for instance, via a Service Bulletin) is required 
or whether the nonconformity is structurally and functionally acceptable. 

Boeing has supplied the committee with information about several incidents of suspect 
counterfeit parts that have impacted Boeing programs. The handling of those incidents 
demonstrates the effectiveness of the Boeing quality system. In most cases, the affected parts 
were caught and never installed on any U.S. military aircraft. In others, the affected parts were 
removed from military aircraft prior to delivery to the government. In all instances, the 
nonconlonnity was evaluated by Boeing subject matter experts and, on the few occasions in 
which suspect parts were found to have been delivered on aircraft to the government, a technical 
determination was made about whether and how long the suspect part could safely remain on the 
aircraft. 

None of the incidents have resulted in a concern about the safety of any Boeing aircraft. 
However, any time there is a safely issue in the fleet, whether due to a nonconforming part or for 
any other reason. BCA’s in-service safety process, in coordination with the FAA, provides a 
proven and effective method for resolving the issue. The following graphic provides an outline 
ofthe process: 
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Boeing In-Service Safety Process 

Review, Report, Act 


Data 

management 




ISSUB ^ 
identification 


Issue classification 
(safe^ deasion) 


Issue resolution 
(corrective action) 



In sum, BCA operates a comprehensive, FAA-approved quality system, from supplier 
management through fleet action, that has proven over decades of experience to produce safe, 
reliable and high quality commercial aircraft, including the industry workhorse 737 which serves 
as the platform for the P-8A Poseidon. 

On behalf of the 165,000 men and women of Boeing, thank you again for your leadership 
in convening a hearing to address counterfeit parts in the U.S. military supply chain. We look 
forward to continue our work with industry, with government, and within Boeing to address the 
issue. 


Sincerely. 



Tim Keating 
Senior Vice President 
Government Operations 
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Mr. Dabundo. Thank you, sir. 

Based on my experience working at Boeing for nearly 30 years, 
I can say Boeing is fully committed to the safety, quality, and in- 
tegrity of our products, and ensuring that those products are able 
to accomplish the missions required by our military and civilian 
customers. As an aircraft manufacturer, Boeing purchases and in- 
stalls thousands of parts from suppliers. We require our suppliers 
to deliver a conforming product that meets our spec requirements. 
Addressing nonconforming products is essential, and Boeing and 
our suppliers have rigorous quality processes to address such parts. 

The P-8 program was awarded to Boeing in 2004 and has had 
a longstanding track record of successful execution. The program is 
based on an in-line production process that leverages the commer- 
cial 737 production system and utilizes robust Government-ap- 
proved military and commercial processes in accordance with the 
Federal Acquisition Regulations (FAR) and the contract between 
the U.S. Navy and Boeing Defense, Space, and Security (BDS). 
These processes have been a key to enabling the program to meet 
its program or record milestones with a safe, quality product at a 
cost that has been consistently below cost projections at program 
inception. 

Boeing and our P-8 teammates have built six flight test aircraft 
and two ground test aircraft to date. Four of those aircraft are at 
the Naval Air Station in Patuxent River and have flown in excess 
of 1,200 flight hours, and 2 additional aircraft will be delivered to 
the Navy by February 2012. 

The first low-rate initial production aircraft has completed its 
maiden flight, and it is in the final stages of installation and check- 
out at the BDS facility prior to delivery to the U.S. Navy in Feb- 
ruary 2012. 

The program remains on track to meet IOC in 2013. 

As mentioned above, leveraging the commercial production sys- 
tem has been a key to the success demonstrated by the program, 
and separate divisions of Boeing Company, BDS, and Boeing Com- 
mercial Airplanes (BCA) are required by the FAR to have a con- 
tract in place governing the transition of the commercial item from 
BCA to BDS. The aircraft that BDS purchases from BCA is manu- 
factured in accordance with BCA’s existing Federal Aviation Ad- 
ministration (FAA)-approved quality system, and once delivered to 
BDS, the work is completed in accordance with applicable Govern- 
ment quality assurance requirements. Both sets of processes are 
based on many years of experience with a wide range of customers 
and a strict focus on safety, quality, and product integrity. 

Addressing nonconforming products is essential and we rely on 
our quality processes to identify and disposition parts that have 
been identified as such. Boeing treats all nonconformances with a 
significant level of concern to ensure that safety and integrity of 
the product is maintained, and this is accomplished by qualified 
subject-matter experts who utilize a comprehensive set of processes 
and procedures for addressing nonconformances encountered dur- 
ing the build of the aircraft. Suspect counterfeit parts represent a 
subset of the potential types of nonconformances and, as such, are 
covered within these processes. 
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If nonconformances are encountered during the build of the BCA 
commercial deliverable, the processes utilized on the P-8 are gov- 
erned by BCA’s quality and material review processes which are 
AS9100 compliant and part of an FAA-approved quality system 
under production certificate 700. PC 700 was issued to Boeing in 
1997 for the 737NG production by the FAA after demonstration 
that Boeing has adequate facilities and quality control systems to 
ensure it meets the stringent safety and reliability requirements. 

If nonconformances are encountered during the installation and 
checkout portion of the build that is executed by BBS, the proc- 
esses utilized on P-8 are governed by BBS’s quality and material 
review processes which are also AS9100 compliant, overseen by the 
Befense Contract Management Agency, and part of our Navy Air 
Systems Command-approved P-8 quality system plan in accord- 
ance with our contract with the Navy. 

To my knowledge there have been three instances of suspect 
counterfeit parts that have been installed on P-8 aircraft. Two of 
those were assessed and dispositioned using the BCA commercial 
quality and engineering processes and the third using BBS quality 
and engineering processes. In all three cases, the safety of the P- 
8 and the people who operate it were not at risk and the appro- 
priate processes were utilized by people qualified to assess and dis- 
position these nonconformances. 

So in summary, sir, suspect counterfeit parts are a serious and 
industry-wide issue that has affected the P-8 program. Boeing has 
utilized our Government-approved quality and material disposition 
processes to address these suspect counterfeit parts, and while 
BBS and BCA have slightly different quality and material disposi- 
tion systems, they are both under Government regulatory control 
and oversight and have a pedigree that ensures the safety and in- 
tegrity of the P-8 and the people who operate it are maintained at 
all times. That pedigree is based on many years of application on 
Boeing military and commercial products which have and continue 
to set the industry standard for safety, quality, and reliability. 

That concludes my oral statement to the committee. 

[The prepared statement of Mr. Babundo follows:] 

Prepared Statement by Charles Dabundo 

Mr. Chairman, Senator McCain, members of the committee: Thank you for the op- 
portunity to appear before this committee regarding counterfeit electronic parts in 
defense systems. This is a serious issue that has commanded the attention of Boe- 
ing, the defense industry, and the U.S. Government for some time. Unlike my coun- 
terparts on this panel, I do not have overall supply chain responsibilities for my 
company, and accordingly, Boeing will be submitting a separate letter that address- 
es in detail Boeing’s policies and initiatives on suspect counterfeit parts. 

Based on my experience working at Boeing for nearly 30 years, I can say that 
Boeing is fully committed to the safety, quality, and integrity of our products, and 
ensuring that they are able to accomplish the missions required by our military and 
civilian customers. As an aircraft manufacturer, Boeing purchases and installs thou- 
sands of parts from suppliers. We require our suppliers to deliver a conforming 
product that meets our specification requirements. Addressing nonconforming prod- 
ucts is essential, and Boeing and our suppliers have rigorous quality processes to 
address such parts. 

In this statement I will provide an explanation of how this approach was used 
in the three known instances of such parts being installed on P-8A aircraft. But 
first I’d like to set a foundation by giving a brief overview of the P-8A and our ap- 
proach to execution of the program. 



103 


P-8A POSEIDON PROGRAM OVERVIEW 

Boeing was selected by the U.S. Navy in 2004 to develop the P-8A, a long-range 
anti-suhmarine warfare, anti-surface warfare, intelligence, surveillance and recon- 
naissance aircraft. The P-8A possesses an advanced mission system that enables 
interoperability in the future battle space. Capable of broad-area maritime and lit- 
toral operations, the P-8A will influence how the U.S. Navy’s maritime patrol and 
reconnaissance forces train, operate and deploy. The P-8A is being developed for the 
Navy by a Boeing-led industry team that consists of CFM International, Northrop 
Grumman, Raytheon, GE Aviation, BAE Systems and Spirit AeroSystems. 

Boeing and its P-8A teammates have built six flight-test and two ground-test air- 
craft. Four P-8As are currently in flight test at NAS Patuxent River where they 
have flown in excess of 1,200 flight hours. Two additional aircraft will be delivered 
to the U.S. Navy for operational evaluation by February 2012. The first Low Rate 
Initial Production aircraft has completed its maiden flight, and is in the final stages 
of installation and checkout prior to delivery to the U.S. Navy fleet in February 
2012. The program remains on track to meet initial operational capability in 2013. 

The P-SA program is being executed by Boeing using a first-in-industry in-line 
production process that leverages the commercial 737NG production system. The 
maturity, robustness, and pedigree of this system has been a key enabler to produc- 
tion of a quality product that has met all program-of-record milestones, allowed the 
U.S. Navy to save in excess of $1 billion, and achieve a recurring cost reduction of 
10 percent in Initial Production aircraft. The benefits of leveraging a mature com- 
mercial aircraft will carry forward as the P-8A is delivered to the fleet and is able 
to leverage the 737NG support systems. 

As a testimony to the successes that the Navy-Boeing team has achieved, the P- 
8A program recently won Aviation Week’s Program Excellence Award for System- 
Level Research and Development/System Design and Development based on a rig- 
orous assessment of program practices and performance relative to peer programs. 
Furthermore, positive customer comments about the P-8A program’s track record 
and successes have been numerous. At the ribbon cutting ceremony for Boeing’s P- 
8A Installation and Checkout Facility, Rear Admiral Steve Eastburg, then Program 
Executive Officer for Air ASW, Assault and Special Missions Programs, and now 
Vice Commander for Naval Air Systems Command (NAVAIR), stated: 

“The P-8A program is quickly becoming the DOD and industry standard 
for how to do acquisition right. At our recent defense acquisition board, at 
the end of the meeting, the team was asked to come back with a composite 
set of lessons learned and best practices from this program that we can feed 
into all the other programs across the Department of Defense. That’s how 
much confidence and such a high esteem that not only Dr. Carter but many 
others have in the program at the most senior levels of the DOD.” 

BOEING PRODUCTION SYSTEM 

As mentioned above, leveraging of the commercial production system has been a 
key to the successes demonstrated by the P-8A program. As separate divisions of 
a single company (The Boeing Company), Boeing Defense, Space and Security (BDS) 
and Boeing Commercial Airplanes (BCA) are required by the Federal Acquisition 
Regulations (FAR) to have a contract in place governing the transfer of the commer- 
cial item from BCA to BDS.^ The aircraft that BDS purchases from BCA is manu- 
factured in accordance with BCA’s existing. The Federal Aviation Administration 
(FAA)-approved quality system. Once delivered to BDS, BDS completes its work in 
accordance with the applicable government quality assurance requirements. Both 
sets of processes are based on many years of experience with a wide range of cus- 
tomers, and with a strict focus on safety, quality, and product integrity. 

Addressing nonconforming products (any product that does not meet its specifica- 
tion requirement) is essential, and Boeing and our suppliers have rigorous quality 
processes to identify and review parts that we or our suppliers identify as noncon- 
forming. Boeing treats all nonconformances with a significant level of concern to en- 
sure the safety and integrity of the product is maintained. This is accomplished by 
qualified subject matter experts who utilize a comprehensive set of processes and 
procedures for addressing nonconformances encountered during the build of the air- 
craft. Suspect counterfeit parts represent a subset of the potential types of 
nonconformances, and as such, are covered within these processes. 

If nonconformances are encountered during the build of the BCA commercial de- 
liverable, the processes utilized on P-8A are governed by BCA’s quality and mate- 
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rial review processes, which are AS9100 compliant and part of an FAA-approved 
quality system under Production Certificate 700. PC 700 was issued to Boeing in 
1997 for 737NG production by the FAA after demonstration that Boeing has ade- 
quate facilities and quality-control systems to ensure it meets stringent safety and 
reliability requirements. AS9100 is a widely adopted and standardized quality man- 
agement system for the aerospace industry. 

If nonconformances are encountered during the installation and checkout portion 
of the build that is executed by BDS, the processes utilized on P-8 are governed 
by BBS’s quality and material review processes which are also AS9100 compliant, 
overseen by the Defense Control Management Agency, and part of our NAVAIR ap- 
proved P-8 Quality System Plan in accordance with our contract with the U.S. 
Navy. 

PSA Suspect Counterfeit Parts 

I was recently interviewed by the Senate Armed Services Committee staff regard- 
ing the P-8A program’s processes for handling nonconforming parts, including those 
that are suspect counterfeit. Parts that are suspect counterfeit that could potentially 
present a risk of harm to military personnel or members of the flying public are 
of critical concern to Boeing, and to me personally. 

To my knowledge, there have been three instances of suspect counterfeit parts 
that have been installed on P-8A aircraft. Each of these instances was addressed 
in a manner that complies with Boeing’s government approved processes and proce- 
dures, and our contract with the U.S. Navy. A brief summary of each is included 
below. 

1. Ice Detection Module — Notice Of Escape January 2010 

The first incident occurred in January 2010, when BAE Systems notified BCA of 
a nonconformance associated with the I5AE Ice Detection Module (IBM) Assembly. 
The IDM is optional equipment used to detect ice on the exterior of the aircraft. 

In accordance with Boeing’s approved processes and procedures, BCA Engineering 
evaluated the nonconformance, dispositioned it as “No Action Required,” and called 
for repair “on attrition,” meaning that the IDM could be replaced if it needed repair 
for any reason. Per standard BCA approved processes, this disposition does not re- 
quire action by, nor result in a notification to its contractual customer, in this case 
BDS. Had there been a nonconformance which created a safety concern or a re- 
quired maintenance action, BDS would have been notified by BCA, and appropriate 
action would have been taken to comply with the associated service bulletin instruc- 
tion. 

I became aware of the IDM nonconformance and associated disposition in Sep- 
tember 2011. An affected IDM was on one of the P-8A airplanes located at Patuxent 
River, MB (T-3). Although there were no inherent or residual safety concerns or 
maintenance actions associated with the IDM, BDS decided to remove and replace 
the IDM on T-3 at a convenient point in time that would not disrupt test activities. 
T-3’s IDM was removed and replaced on 21 October 2011. 

2. Distance Measuring Equipment — Notice Of Escape November 2010 

The second incident occurred in November 2010, when Honeywell notified BCA 
of a potentially unapproved component contained in Honeywell’s Distance Meas- 
uring Equipment (DME). The DME measures the distance between an aircraft and 
a ground station. 

In accordance with Boeing’s approved processes and procedures, BCA Engineering 
evaluated the nonconformance, and dispositioned it as “No Action Required,” “use 
as is.” Per standard BCA approved processes, this disposition does not require ac- 
tion by, nor result in a notification to its contractual customer, in this case BDS. 
Had there been a nonconformance which created a safety concern or a required 
maintenance action, BDS would have been notified by BCA, and appropriate action 
would have been taken to comply with the associated service bulletin instruction. 

I became aware of the DME nonconformance and associated disposition in October 
2011. Affected DMEs were on P-8A airplanes T-1, T-2, T-3, T-4, and T-5. Al- 
though there are no inherent or residual safety concerns or maintenance actions as- 
sociated with the DME, BDS decided to remove and replace the DME on T-5 prior 
to delivery to the U.S. Navy. T-5’s DME was removed and replaced on 3 November 
2011 . 

3. Receiver-Exciter and HE Power Amplifier — Notice Of Escape July 2010 

The third incident occurred in July 2010, when Rockwell Collins notified BDS of 
a potentially unapproved component contained in Rockwell Collins Receiver-Exciter 
and HE Power Amplifier. These parts were installed on two P-8As — T-2 and T-3. 

In accordance with Boeing’s processes and procedures, BDS Engineering evalu- 
ated the nonconformance, and dispositioned it as “Remove and Replace at earliest 
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convenience.” Per standard BDS approved processes, the government was notified 
on 27 July 2010, and a Service Letter was issued on 11 November 2010. In accord- 
ance with the Service Letter, the nonconforming parts were removed from T-2 on 
13 November 2010 and T-3 on 27 February 2011. 

SUMMARY 

The P-8A program, awarded to Boeing in 2004, has had a long-standing track 
record of successful execution. The program is executed using a first-in-industry in- 
line production process that leverages the commercial 737NG production system, 
and is based on robust, government-approved, military and commercial processes in 
accordance with BBS’s contract with the U.S. Navy. These processes have been key 
to enabling the program to meet all program-of-record milestones, at a cost that has 
been consistently below cost projections at program inception. 

Suspect counterfeit parts are a serious, industry-wide issue that has affected the 
P-8A program. Boeing has utilized its government approved quality and material 
disposition processes to address suspect counterfeit parts in an appropriate manner. 
While BDS and BCA each have slightly different quality and material disposition 
systems, they are both under regulatory control (Defense Contract Management 
Agency and FAA, respectively) and ensure that the safety and integrity of the P- 
8A and the people who operate it are maintained at all times. They also represent 
a pedigree based on many years of application on Boeing Military and Commercial 
products which have, and continue to, set the industry standard for safety, quality, 
and reliability. 

This concludes my submitted statement to the committee. Thank you again for 
the opportunity to appear before you. 

Chairman Levin. Thank you, Mr. Dabundo. 

We will now recess until 2 o’clock, and for the convenience of 
those of you who want to take advantage of it, there is a cafeteria 
here, a public cafeteria, in the basement of this building that you 
are free to use if you so desire. So we will stand in recess until 2 
o’clock. 

[Whereupon, at 12:57 p.m., the committee recessed, to reconvene 
at 2:00 p.m.] 

Afternoon Session - 2:00 p.m. 

Chairman Levin. Good afternoon, everybody; we will come back 
to order. 

Mr. DeNino, let me start with you. Between October 2009 and 
November 2010, L-3 identified two counterfeit parts in display 
units that it had sold to the military. When the second counterfeit 
was discovered in November 2010, L-3 learned from its supplier, 
which was Global IC in California, that both counterfeits, both the 
October 2009 one and the 2010 November one, had been supplied 
to Global IC by the same company in China called Hong Dark Elec- 
tronic Trade. Global IC was the supplier to L-3. 

Global IC then identified a third part which had been sold to L- 
3 from Hong Dark, but L-3 did not test that third part until Octo- 
ber 2011, which is nearly a year later after you were notified. You 
did not test that part until after our investigation began, and you 
were notified of it. Now, that testing identified the third Hong 
Dark-supplied part as suspect counterfeit. 

L-3 had already installed that third part on display units for an- 
other military aircraft. 

The question is why did it take L-3 so long to test that third 
part? 

Mr. DeNino. The third part was initially quarantined when L- 
3 found out back in November 2010. We had purchased 89 parts. 
Only three had been used. The other 86 were quarantined. The 
parts were to be tested, and they did not get tested until as you 
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indicated, until recently, and we did confirm that those parts were 
suspect counterfeit. 

The parts — there is no real good answer on that other than the 
parts should have been tested and we did not. But we are taking 
the corrective action now. We have notified the customer, as we 
have with the other two incidents, and we will take whatever ac- 
tion is necessary to repair and replace those parts. 

We have also developed a system to avoid instances like that in 
the future. 

Chairman Levin. Now, what we learned is that Hong Dark had 
supplied parts to L-3 via Global IC on approximately 30 occasions. 
There was a total of 28,000 parts that had been supplied to L-3 
via Global IC which had originally come from Hong Dark. You 
learned about that, I think, recently from staff. Is that correct? 

Mr. DeNino. That is correct. Senator. We learned, with the help 
of the committee, that there were additional parts that Hong Dark 
had provided to L-3. We took action, issued a demand letter to 
Global IC Trading, received the information. We requested the data 
on October the 20th, received it on October 21. Upon receipt of that 
letter, we notified the affected companies of L-3 the same day, Oc- 
tober 21, that they had parts that were suspect just by the nature 
of them coming from a supplier that had already provided three 
counterfeit devices to L-3. 

The divisions took the action to go off and test parts. Many of 
those devices are in testing right now. We do not have any of the 
test results back yet. Where we do not have stock on those parts, 
we are looking at other data and analysis, and we will notify all 
customers upon completion of that. 

We also took a couple other actions just to be very conservative. 
We checked with the suppliers that we currently have today. We 
only have four independent distributors that divisions can use. We 
went to all four to validate that. Not only did they never sell any- 
thing to us from Hong Dark, but they never purchased parts from 
Global IC Trading that were provided to L-3. All four confirmed 
that. 

We then went one step deeper with another 11 suppliers that 
were formerly on our list of approved suppliers, and we found the 
exact same information. 

Chairman Levin. Why did it take so long for you guys to ask 
Global IC for the information? Why did it take a committee inves- 
tigation before you would ask your supplier, hey, how many times 
has Hong Dark been the supplier to you. Global IC? I mean, this 
is 30 occasions, 28,000 parts and now you are scrambling to find 
out where those parts are? 

Mr. DeNino. We would much prefer not to be scrambling to 
make that determination. 

Chairman Levin. Why did it take a committee investigation be- 
fore you would ask your supplier, hey, we have three occasions now 
where the company that supplied you parts, this Chinese company, 
Hong Dark. How many other occasions have you given us parts, 
sold us parts that originally came from Hong Dark? Why did that 
take so long? 

Mr. DeNino. Well, it happened when we found out about the 
third part, and in retrospect, it would have been better if we had 
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checked earlier. It was not something that was picked up. We 
had 

Chairman Levin. No, it did not happen, as I understand it, when 
you found out about the third part. You found out about the third 
part in November 2010, but until we told you during our investiga- 
tion that we thought there were 30 occasions, when we learned 
that via Global IC, then you found that out. My question is why 
did you not ask Global IC how many times they had supplied you 
with Hong Dark parts? 

Mr. DeNino. We should have done that checking on our own. 

Chairman Levin. Now you are saying you have taken steps so 
that that is not going to happen again. 

Mr. DeNino. Yes, we have. 

Chairman Levin. Has L-3 determined what military systems 
those — I want to get the right number here — 28,000 parts are on? 
Have you determined that yet? 

Mr. DeNino. Yes, we have. The balance of the parts, roughly 
6,500, are not on DOD systems. We have the information on the 
balance. 

Chairman Levin. How many different systems are the balance 
on? 

Mr. DeNino. Probably 12 to 15. 

Chairman Levin. Have you notified the Services which 12 to 15 
they are on? 

Mr. DeNino. We are in the process. As I stated, we are doing the 
testing and we want to provide a complete package. 

Chairman Levin. When you do that, when you provide that infor- 
mation to the Services, will you let this committee know. 

Mr. DeNino. We would be pleased to. 

Excuse me. Senator. I would just like to add one other comment. 

Chairman Levin. Sure. 

Mr. DeNino. Of those 28,000, roughly 14,000 have already been 
identified, and that information has been provided to the com- 
mittee. 

Chairman Levin. Of which systems? 

Mr. DeNino. This is on the VRAM and Lattice chips on the 
C-27J and the C-130J. 

Chairman Levin. Let me get to that in a minute. 

But you have identified, you believe, 12 to 15 systems that those 
parts are on? 

Mr. DeNino. As a max. We will provide detailed information. 

Chairman Levin. Can you tell us some of those systems now? 

Mr. DeNino. General Dynamics, L-3050V. There is a thermal 
imager, MK-46, sold to Kollmorgen. 

Chairman Levin. Do you know what that goes on, what weapons 
system that is a part of? 

Mr. DeNino. I do not 

Chairman Levin. That is okay. Keep going then. We will figure 
it out. 

Mr. DeNino. There are some spares for Northrop Grumman. 

Chairman Levin. For what? What system, do you know? 

Mr. DeNino. Global Hawk Maritime Demonstration, and there is 
also Global Hawk, and Raytheon Excalibur, and Raytheon Missile 
Systems, and United Launch. 
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Chairman Levin. Do you know what system for United Launch? 

Mr. DeNino. I do not, sir. 

Chairman Levin. How about the Raytheon Missile Systems? Do 
you know 

Mr. DeNino. I do not. 

Chairman Levin. The Global Hawk has some suspect parts on it? 

Mr. DeNino. There is one part that was provided that is being 
tested. It is suspect only in that it came from Hong Dark. 

Chairman Levin. Which is a pretty good reason to be suspicious, 
would you agree, given their history? 

Mr. DeNino. That is why we are having it tested. Yes. 

Chairman Levin. Do you know if Raytheon was notified of that 
suspect part that you just told us about before today? 

Mr. DeNino. Not yet at this point. The parts are being tested. 
We have quarantined whatever stock on any of these parts exist in 
our facility. 

Chairman Levin. How long is it going to take to be tested? 

Mr. DeNino. I suspect everything will be complete within 2 
weeks. 

Chairman Levin. On September 19, just about 2 months ago, a 
month and a half ago, L-3 Integrated Systems, the prime con- 
tractor for the C-27J, notified that Air Force of a suspect part on 
eight 27Js, including two that are in Afghanistan. Is it true that 
you did not notify the Air Force of that because you were not aware 
of it until the committee’s investigation? 

Mr. DeNino. That is correct. We had properly notified our cus- 
tomer — our Displays Division had. 

Chairman Levin. But did the Displays Division notify the Air 
Force? 

Mr. DeNino. No, they did not. 

Chairman Levin. Do you know why? 

Mr. DeNino. They did not notify the Air Force because Displays’ 
customer was not the Air Force. It was Alenia, and Displays, upon 
finding out the problem, which they found out on their own, quar- 
antined the parts, had them tested, confirmed that there was a 
suspect, wrote the GIDEP, provided notification. 

Chairman Levin. When did they find that out? 

Mr. DeNino. Can you just confirm the date of the part, please? 

Chairman Levin. Okay. 

Mr. DeNino. The date that you stated. Was it September? 

Chairman Levin. No. The date of the notice to Alenia. 

Mr. DeNino. Oh, I am sorry. It was December 16, 2010. 

Chairman Levin. Now, Alenia was supplying that component, 
were they not, to L-3 Integrated Systems? 

Mr. DeNino. That is correct. 

Chairman Levin. So L-3 is the prime on that. Did L-3 Display, 
which found the problem, notify its sister corporation or sister 

Mr. DeNino. They did not. 

Chairman Levin. Why would they not do that? 

Mr. DeNino. The responsibility was to notify the customer. We 
recognized, through the efforts of the committee, that there could 
be improvement in our own system, and this probably applies 
across the board in our industry. So we are implementing a revised 
system so that when we have a failure or a suspect counterfeit de- 
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vice, I personally will be notified through the system. We will know 
from that system — we are modifying an existing process that we 
have to add data so that we can make the determination on where 
those parts are used upstream and we can put in place a closed 
loop system. 

Chairman Levin. So everybody in your own company and its 
components will know when there is a suspect counterfeit part. 

Mr. DeNino. That is correct. 

Chairman Levin. That was not the case at that time. 

Mr. DeNino. No. We knew that there was a suspect counterfeit 
part, and notification had been issued. 

Chairman Levin. But not to your own 

Mr. DeNino. Not to our own company. To our customer. 

Chairman Levin. I understand, but inside of your company, you 
did not notify the prime which was also a subsidiary of L-3. 

Mr. DeNino. That is correct. There was no process in place to 
do that. 

Chairman Levin. That is another process that you put in place 
now. 

Mr. DeNino. Yes, sir. 

Chairman Levin. Now, do you know whether or not the reporting 
system, GIDEP, was notified of the counterfeit by L-3 Displays? 

Mr. DeNino. Yes, they were. A GIDEP report was issued on De- 
cember 20, 2010. 

Chairman Levin. So that was put into the GIDEP system. 

Mr. DeNino. Yes, it was. 

Chairman Levin. Do you use GIDEP for every counterfeit you 
find or just some of the time? 

Mr. DeNino. No. It is not used on every device. 

Chairman Levin. Why is that? 

Mr. DeNino. We will be using GIDEP going forward. As you 
have probably seen from the GAO report, there are challenges with 
the GIDEP system primarily. GIDEP is not designed for counterfeit 
parts. GIDEP handles all sorts of issues and nonconformances on 
everything across the spectrum. It is not specific to electronic com- 
ponents. 

Chairman Levin. But it includes 

Mr. DeNino. Yes. It includes. 

Chairman Levin. Is it now your plan to utilize that system for 
every suspect counterfeit part you discover? 

Mr. DeNino. We will be using both GIDEP and ERAI. 

Chairman Levin. But GIDEP you are going to use for every 
counterfeit now? 

Mr. DeNino. Yes, we will. 

Chairman Levin. Mr. Dabundo, let me ask you a couple ques- 
tions now about Boeing. 

Boeing found out about the suspect counterfeit part in the ice de- 
tection module on the P-8 in January 2010. On August 17, 2011 — 
that is more than a year and a half later — Boeing finally notified 
the Navy. That in that book of yours, if you need to look at it, is 
tab 28. The notification says, “priority critical,” and quote, “it is 
suspected that the module may be a re-worked part that should not 
have been put on the airplane originally and should be replaced 
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immediately.” So Boeing had known for more than a year and a 
half that the “critical,” in its words, problem existed. 

Why did it take a year and a half to recommend the removal of 
that part? 

Mr. Dabundo. Sir, if I may walk you through a little bit of the 
chronology of that part. As you noted, BAE notified Boeing via a 
notice of escape in January 2010. That notice of escape initiates the 
engineering investigation between Boeing and BAE, in particular, 
the BCA engineering group. BCA in Eebruary initiated a suspect 
discrepancy report that indicated that there were no safety con- 
cerns identified with that part and may require correction during 
the service life. So at that point in time, that was the overall as- 
sessment of the part. 

Chairman Levin. So you knew it was a suspect counterfeit part, 
but you did not think there was a concern about that at that time. 

Mr. Dabundo. I am not aware if at that time it was a suspect 
counterfeit part or a nonconforming discrepant part. 

Chairman Levin. Why would it have been a nonconforming part? 
Was it not tested? 

Mr. Dabundo. I do not know the details. I am sure there was 
an ATP, a test that is done prior to delivery of the part to Boeing, 
but at the time they were doing the engineering investigation as 
to the cause of the failure that occurred initially in the BCA factory 
in December 2009. 

Chairman Levin. Before you go on, the notice that I think you 
referred to in January 2010 from BAE said that the parts show, 
“signs of resurfacing.” This is in tab 26, by the way — signs of resur- 
facing, repainted metal tabs, bent leads, peeling coating. They said 
that the chips were, “unacceptable for use” and that “BAE Systems 
recommends replacement of the suspect components.” That is what 
Boeing was told by BAE. Is that not enough to test it to see if it 
is a counterfeit? 

Mr. Dabundo. Well, that was enough to initiate the engineering 
investigation that ensued by both the BCA and the BAE engineers. 

Chairman Levin. Boeing is BCA. Right? It is part of Boeing. 

Mr. Dabundo. Boeing Commercial. 

Chairman Levin. I would just as soon use the term “Boeing.” 

So Boeing then said that what? According to tab 27, it may have 
a somewhat lower reliability. Right? So you got your sub saying it 
is unacceptable for use. You have your own engineers believing it 
may be less reliable. That is tab 27. Then, nonetheless, you do not 
do anything. 

Mr. Dabundo. I think, sir, the pertinent information that goes 
with that is in June 2010 when BAE did issue the final service bul- 
letin that came out of the investigation, it indicated that there 
could be a long-term reliability concern, that it was not a safety 
issue, and said to do the rework that was provided in that service 
bulletin at customer convenience and customer option. In coordina- 
tion with BAE, the BCA final suspect discrepancy report, which 
came out in July 2010, indicated that there was no action required 
and that the part could be repaired on an attrition basis. 

Chairman Levin. So you are saying that in June 2010 that BAE 
said that there was no need to replace the part? They changed 
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their mind from January 2010 when the notice to Boeing said that 
BAE Systems recommends replacement? 

Mr. Dabundo. Their verbiage in the draft service bulletin that 
was — or I am sorry — the final service bulletin that came out in 
June 2010 indicated it was a long-term reliability concern and do 
at customer convenience/customer option. 

Chairman Levin. “Do” Is that the word? 

Mr. Dabundo. Do the rework that was defined in that service 
bulletin at customer convenience/customer option. 

Chairman Levin. The customer’s option was not to replace it. 

Mr. Dabundo. Correct. 

Chairman Levin. Then you decided apparently — in tab 28, Boe- 
ing decided priority critical. So you changed your mind. Is that cor- 
rect? Take a look at tab 28. 

Mr. Dabundo. I am familiar with 

Chairman Levin. It is suspected that the module may be a re- 
worked part that should not have been put on the airplane origi- 
nally and should be replaced immediately. 

Mr. Dabundo. Right. So that message 

Chairman Levin. What changed between July 2011 when you de- 
cided that you would just go with it I guess? You were supposed 
to give the customer the option, but who is the customer here? 

Mr. Dabundo. In that particular case, the customer was Boeing 
Commercial Airplanes (BCA). 

Chairman Levin. Did they give their customer — did the Govern- 
ment ever have the option of replacing this part? Was the U.S. 
Government, which was also a customer — was it given the option 
of replacing this part? Were they notified of the part? 

Mr. Dabundo. They were notified in August 2011. 

Chairman Levin. The Government was notified. 

Mr. Dabundo. The Government was notified. 

Chairman Levin. By? 

Mr. Dabundo. By Boeing via the message that you were quoting. 

Chairman Levin. Until then — so it was a year and a half later 
now — was the Navy notified for that year and a half? 

Mr. Dabundo. Not to my knowledge, and the rationale for that 
was the final disposition that came out of BCA Engineering who 
were the qualified folks to make the disposition on that type of 
nonconformance was that there was no action required and the 
part could be repaired on an attrition basis. 

Chairman Levin. But the customer was supposed to be notified 
and they were not for a year. Right? Is that correct? 

Mr. Dabundo. No, sir. The way that the 

Chairman Levin. Let me go through the chronology. The Navy 
was notified on August 17, 2011. Right? 

Mr. Dabundo. Correct. 

Chairman Levin. This part was discovered by Boeing in January 

2010. Right? 

Mr. Dabundo. Yes. That is when Boeing was 

Chairman Levin. The customer was not notified until August 

2011, and that is the Navy. Those are the facts. Right? 

Mr. Dabundo. Correct. 

Chairman Levin. How do you justify that? You got a critical part 
here which by your own notice is critical, but they were not notified 
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for a year and a half after it was suspected there would he deficient 
defective, and as it turns out, a phony part. How do you justify the 
year and a half? 

Mr. Dabundo. So again, the way that our commercial processes 
work, there is notification made to the end customer, which in this 
case would he BDS and the Navy, if there is a safety concern or 
a functionality impact. In this case with the IDM, there was not 
a safety concern or a functionality impact associated with the non- 
conformance, and so the philosophy that they use in the commer- 
cial industry is that the notification occurs when there is an action- 
able piece of action that goes to the maintenance departments. 

Chairman Levin. When there was a notification in August 
2011 

Mr. Dabundo. Right. So that notification came, I believe, via 
awareness to this that came through the Navy talking to the com- 
mittee and then the committee talking to BDS. So that 

Chairman Levin. However it came, your notice says that the 
part may be a reworked part that should not have been put on the 
plane originally. Is that true? 

Mr. Dabundo. That is what that document says. 

Chairman Levin. Is that a Boeing document? 

Mr. Dabundo. That is a Boeing document, and if you go through 
the details of that document, there is conflicting wording in the 
message that you are quoting. In the first sentence, it says replace 
at next available opportunity, and then in the second sentence, it 
says replace immediately. With that confusing language, we did go 
back and verify with the cognizant engineering group, the experts, 
BCA in this particular instance, that there were no safety concerns. 
It was a long-term reliability issue. Their recommendation was to 
repair on attrition, but because of the concerns raised by the cus- 
tomer, we decided to issue that message to drive a maintenance ac- 
tion to move forward and remove and replace that part. 

Chairman Levin. So you do not agree that a problem which has 
not yet appeared and may be a long-term problem represents a 
safety concern. 

Did you hear the general today tell you that just because there 
is a long-term problem, you just do not know when that term is 
going to occur? You do not know when the axe is going to fall. You 
know that it can meet a current test, but you do not know for how 
long. If it is counterfeit, it could fail at any time. So the fact that 
it meets a current test, if it is known to be counterfeit, which you 
guys knew, is not a reason to allow a part to stay in a plane be- 
cause it may not fail. It may fail but it may not fail. You are kind 
of shooting the dice with the mission and the lives of our people 
here. So did you hear what the general said about your approach 
that long-term means you can do this even though it is a counter- 
feit with all the problems of counterfeit parts and the likelihood of 
failure sooner? 

Is it Boeing’s position that you are just going to continue the way 
you have been going and you are not going to replace counterfeit 
parts? 

Mr. Dabundo. We evaluate every nonconformance on a case-by- 
case — 

Chairman Levin. Including counterfeits. 
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Mr. Dabundo. It is a subset of nonconformance. Suspect counter- 
feit parts is a subset of nonconformance. 

Chairman Levin. Right. 

Mr. Dabundo. We have processes that have been used on our 
products. We have experts who execute those processes. We rely on 
those folks to make the judgment calls with respect to these situa- 
tions. 

Chairman Levin. The Navy told Boeing on October 31, 2011 
that, “any counterfeit material received is nonconforming material 
and shall be immediately reported to the Government”. Do you be- 
lieve you have a contractual obligation to report counterfeits to the 
Government immediately? 

Mr. Dabundo. If there is a safety or a functionality concern, we 
would report that to the Navy. 

Chairman Levin. Only if in your judgment there is a safety con- 
cern, which you do not think there is if it is long-term and you do 
not know when the axe is going to fall. So if you make a judgment 
it is not immediate, it could happen next month, it could happen 
the month after, we do not know when it is going to happen, but 
you know it is counterfeit. You do not feel you have an obligation 
to immediately report that to the Government. 

Mr. Dabundo. I will just again reiterate the processes that we 
use. 

Chairman Levin. No. I want you to just tell me whether Boeing 
believes that you have an obligation, as the Navy says in their let- 
ter to you of October 31, to immediately report to the Government 
any nonconforming material. Period. They do not say whether in 
your judgment it is a safety concern. They say any counterfeit ma- 
terial received is nonconforming and shall be immediately reported 
to the Government. You are saying, well, we are not going to follow 
that requirement if we in your judgment believe it is not an imme- 
diate safety concern. So that is my question. 

Mr. Dabundo. That statement does not flow from our contractual 
documentation. 

Chairman Levin. Until it does, you are not going to abide by it. 

Mr. Dabundo. No, sir. 

Chairman Levin. Pardon? 

Mr. Dabundo. We abide by that for safety-related issues. 

Chairman Levin. Only if in your judgment it is safety-related, 
and if it is a future safety problem and not a current one, in your 
judgment, you are not going to do what the Navy says that you 
must do which is to report any counterfeit material immediately to 
the Government. You just disagree with the Navy. 

Mr. Dabundo. Sir, we received this letter a week ago, and we are 
actively looking at the statements that they have made. Our plan 
is to engage in discussions on this letter with them to really make 
sure we fully understand where they are coming from. Our track 
record on the program has heen to work with the customer through 
these types of things, and I believe that we will do that in this par- 
ticular instance. 

Chairman Levin. Well, let me tell you where we are coming 
from. There is no justification — no justification — for not notifying 
the Government when you know there is a counterfeit. In fact, I 
think by law you are required to do that, by the way. I think we 
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have a system for it. In any event, you got a customer here, a pret- 
ty good customer. It is the Navy. The Navy has told you that they 
interpret your obligation contractually to notify the Government 
when you have reason to believe that material is counterfeit, and 
you got to report it to the Government. I would think just in terms 
of good business practice that you would say, okay, we are going 
to report that to the Government. 

Now, we are going to try to change the law so that it is not going 
to be up to you as to whether or not something represents a safety 
concern or not. That has to be up to the customer, in this case the 
Navy, because it cannot be your unilateral decision that, well, this 
is not necessarily an immediate safety problem in our judgment. 
The axe can fall months from now. We do not know, and we will 
replace it during our usual service process. It is not good enough. 
You have customers here, and the customers ultimately are the 
men and women in uniform. But the Navy and the other Services 
represent those folks, and if they say that you have an obligation 
to let them know immediately of counterfeit parts, from a pure 
business practice I would think you should do that. 

Now, the contract with the Navy includes a requirement, section 
52.211-5, that “used, reconditioned, or remanufactured supplies 
may be used in contract performance if the contractor has proposed 
the use of such supplies and the contracting officer has authorized 
their use”. Did you ask the contracting officer here to authorize the 
use of counterfeit or used parts? 

Mr. Dabundo. No, sir. That particular clause is something that 
is explicitly required of us as to not be flowed to commercial end 
items, and we did not. 

Chairman Levin. It does not apply you are saying? That did not 
apply? 

Mr. Dabundo. For the commercial end item, it did not apply. 

Chairman Levin. For commercial. This is military. 

Mr. Dabundo. I am sorry. What is the question? 

Chairman Levin. This is commercial? You are saying it does not 
apply in your commercial contracts? 

Mr. Dabundo. Yes, sir. As I stated in 

Chairman Levin. But this is a military contract. 

Mr. Dabundo. The contract between BDS and the U.S. Navy is 
a military contract. We obtain the P-8 airframe from Boeing Com- 
mercial as a commercial end item. 

Chairman Levin. What does that have to do with what you sup- 
ply the Navy? It says here the Navy contract with Boeing has a re- 
quirement that you must propose the use of used or reconditioned 
or remanufactured supplies and you must be authorized to do that. 
You were not given authority here. 

Mr. Dabundo. Yes. The way that the FARs direct us to imple- 
ment that commercial contract, they state that we shall rely on the 
existing quality system as a substitute for compliance with the 
Government inspection requirements and the clause that you are 
referring to. So 

Chairman Levin. You shall comply with the current contract — 
with the current what system? Read that again. You shall comply 
with the current. 
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Mr. Dabundo. We shall rely on the contractor’s existing quality 
system, in this case our commercial quality system, as a substitute 
for compliance with Government inspection requirements. 

Chairman Levin. That is unconditional. So in your contract, it 
said they are going to rely on your own quality system. 

Mr. Dabundo. The existing commercial quality system. The dif- 
ference in the commercial quality system is they do not notify cus- 
tomers of nonconformance unless there is an explicit maintenance 
action to be taken or there is a safety concern. They do that. They 
intentionally filter out nonactionable messages so that it is clear 
when there is an action to be taken by the maintenance depart- 
ment. 

Chairman Levin. The P-8 is built in a facility of Boeing which 
is apparently been certified to aerospace standards, the number 
being 9100B, which is a widely adopted quality management sys- 
tem for the aerospace industry. I think that is the one you are re- 
ferring to. 

The standard states that nonconforming material — that is surely 
the counterfeit parts in the P-8 — shall not be used, “unless specifi- 
cally authorized by the customer if the nonconformity results in a 
departure from the contract requirements.” The contract require- 
ments here require new material. 

Mr. Dabundo. In this instance 

Chairman Levin. Therefore, you cannot rely on your aerospace 
standard 9100B. 

Mr. Dabundo. I think the PC700 is really the FAA approval that 
enables us to use the quality system. 

Chairman Levin. That quality system allows you to use used 
parts — is that what you are saying — without authority from the 
customer? 

Mr. Dabundo. It allows us to disposition all nonconformances, 
and as I mentioned, the process basically provides information to 
the end user when there is an action to be taken. 

Chairman Levin. You are saying that the existing commercial 
rules allow you to use used material without notice to the cus- 
tomer. 

Mr. Dabundo. They allow us to use our existing quality system 
which does not require notification. 

Chairman Levin. If that is the situation, number one, I think the 
Navy is going to be pretty shocked to hear that you are not going 
to let them know about counterfeits. 

Second, we are going to change it. I mean, if that is currently — 
despite what the Navy says, you are obligated to notify them of 
nonconformities, including counterfeits, the Navy is wrong in their 
letter to you, and if you want to ignore a customer like the Navy, 
go your own way, and argue that, we are going to change it by law. 
We have to do it. 

Now, do you know whether we paid full price for these used 
parts? 

Mr. Dabundo. BAE is covering the cost of replacing those parts. 

Chairman Levin. All right. But did we pay full price originally 
for these parts? 

Mr. Dabundo. I do not know. 
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Chairman Levin. Let me read something that Xilinx, which is 
the part maker has to say about the part here. I think this is the 
hest answer to your comment that if you decide unilaterally that 
you are going to replace the parts through attrition, that that is a 
safe way to proceed. Here is what Xilinx, who is the manufacturer 
of the real parts, has to say about these anomalies and about the 
risks of using them. 

Number one, that “the devices are of dubious origin. These cases 
pose a significant reliability risk. There are many potential damage 
mechanisms that could have affected the devices. Some of these 
could be catastrophic. Others may create a damaged mechanism 
that is latent for an undetermined amount of time. The combina- 
tion of these events calls into question the integrity of the devices. 
Though the devices may initially function, it would be next to im- 
possible to predict what amount of life is remaining.” That is the 
company that made the original parts. It is impossible to predict 
what amount of life is remaining — and then they finished — or what 
damage may have been caused to the circuitry. 

Does that trouble you to hear that? 

Mr. Dabundo. Sir, I am not a reliability expert. 

Chairman Levin. Well, just as a citizen who cares about men 
and women in uniform, does it trouble you that the original parts 
maker here says they do not know how long this part is going to 
last if it is a counterfeit part? It is impossible to predict what 
amount of life is remaining. Some of the risks could be catastrophic 
and so forth. Does that not just trouble you kind of as a citizen? 

Mr. Dabundo. I am a concerned citizen and I am very concerned 
about the counterfeit parts problem. In the case of the Ice Detec- 
tion Module, there were people with expertise both at BAE and 
Boeing who evaluated that part. Also, in consideration, that part 
is not a safety -critical item on the P-8 or on the commercial 737. 

Chairman Levin. The Xilinx part? They are wrong about 

Mr. Dabundo. The ice detector module. 

Chairman Levin. They are wrong about their own part? 

Mr. Dabundo. I am talking about the ice detector module as a 
unit on the P-8. 

Chairman Levin. Are you talking about what Xilinx is referring 
to, or do you not know? 

Mr. Dabundo. I am not familiar with the Xilinx 

Chairman Levin. With that particular part that they supply on 
the P-8. You are not familiar with the Xilinx part on the P-8. 

Mr. Dabundo. No. I believe that is provided to BAE or one of 
their sub-tiers. 

Chairman Levin. You do not think that that part got into the ice 
detection module? 

Mr. Dabundo. I do not know. 

Chairman Levin. If it did, would that trouble you what I just 
read? 

Mr. Dabundo. If it did, it would trouble me and we would want 
our engineering experts to assess that part and the associated mod- 
ule and make a disposition on it to ensure the safety of the aircraft 
was maintained. 
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Chairman Levin. Double check with your engineers and get back 
to us, will you, as to whether the ice detection module is a safety 
issue or not? 

Mr. Dabundo. I have, sir. 

Chairman Levin. They do not think it is a safety issue? 

Mr. Dabundo. That is correct. 

Chairman Levin. Why do you think the Navy puts these modules 
there if it is not a safety issue? Why are we paying money for an 
ice detection module if it does not relate to the safety of the plane? 

Mr. Dabundo. It has a functionality that is not a direct safety 
impact. Sir, they did evaluate the reliability aspects of the module 
and its failure mode and effects and determined that there was not 
a residual safety concern and recommended replace on an attrition 
basis. 

Chairman Levin. No, I understand all that. You repeated that a 
few times. I am just asking you why are we buying the ice detec- 
tion module if it is not a safety issue, if it is not for the safety of 
the plane and the pilot and the crew? Why are we laying out all 
this 

Mr. Dabundo. It has a function 

Chairman Levin. — to Boeing. Why are you taking our money? 

Mr. Dabundo. The ice detection module does have a function 
that is not safety-related. 

Chairman Levin. What is it? What is it for? Just to help steer 
the plane? I mean, what is it for? 

Mr. Dabundo. It gives the pilot an indication if there is ice build- 
ing up on the exterior of the airplane. 

Chairman Levin. Does an ice buildup create a safety issue? Or 
do your engineers ice buildup does not create a safety issue? 

Mr. Dabundo. I am not an expert in that system, sir. 

Chairman Levin. You say your engineers have said that ice 
buildup is not a safety issue. 

Mr. Dabundo. They have stated that the ice detector module 
nonconformance did not create a safety issue. 

Chairman Levin. Which means in your understanding that ice 
buildup is not a safety issue. 

Mr. Dabundo. I cannot make that claim. I am not a qualified 
icing engineer. 

Chairman Levin. Are they making that claim? 

Mr. Dabundo. I do not know. I did not ask that explicit question. 

Chairman Levin. I would suggest you not make these decisions, 
and you are not allowed to make these decisions unilaterally. You 
have to notify the Government when you have counterfeit parts, 
and if you think you do not under existing contracts or under exist- 
ing laws, then you are either wrong, or I think it is bad business 
to make the argument, or we are going to change it, because one 
of those three things, it seems to me, has to be the case. 

Mr. Dabundo. Sir, we are looking at the counterfeit parts issue 
across all the divisions of the company and implementing policies 
that will help detect and control those parts. 

I will say we read the Navy’s letter to us loud and clear and we 
will engage with them, as we have done in the past, to have discus- 
sions and really understand where they are coming from and what 
we collectively need to do to address those concerns. 
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Chairman Levin. It does not sound here like you got a loud and 
clear message at all, to me. I mean, you say that it is a loud and 
clear message. I thought it is a loud and clear message too, but I 
do not think it has been received, other than you are now saying 
it is received, from anything you have testified to earlier. It just 
seems to me that you are trying to defend something which is inde- 
fensible. 

Mr. DeNino, let me get back to you, if you would. When you 
interviewed with the committee staff, staff asked why it is impor- 
tant for L-3 to prohibit the purchase of refurbished parts for use 
in defense systems. Your answer was, “because of the risk, the as- 
sociated risk. Plain and simple, the risk if that part isn’t going to 
function the way it is supposed to.” 

Now, then we asked L-3’s chief engineer for the C-27J program 
why they had not committed immediately to removing and replac- 
ing the counterfeit parts on the C-27J, and he said L-3’s accept- 
ance testing process would show whether a part was functional or 
not. 

Now, given the risk that you cited, should L-3 not offer to imme- 
diately replace suspect counterfeit parts in the display systems 
that it sold to the military? 

Mr. DeNino. L-3 did offer to replace the parts. We have pro- 
vided notification to the customer, and we are working with the 
customer to replace the parts. It is not a question of will we. It is 
a matter of when and how. 

Chairman Levin. When did you tell the military again? 

Mr. DeNino. I want to clarify that you are talking about the de- 
vice on the C-27J. 

Chairman Levin. Right. 

Mr. DeNino. This was the notification to the customer that took 
place on or around September 19. 

Chairman Levin. You are waiting to hear back from them? 

Mr. DeNino. I just want to clarify that is the question, that is 
the device you are speaking about. 

Chairman Levin. Yes. 

Mr. DeNino. Okay. Yes. I know that our L-3 Integrated Systems 
Division is working closely with their customer to work those 
issues and to take the corrective action. But L-3 has been clear 
with the multiple people that have been interviewed that we will 
replace those parts at no cost to the Government, to the customer, 
and it is just a matter of working through those issues with the 
customer. 

Chairman Levin. Okay, thank you. 

Mr. Kamath, just a few questions for you. I mentioned in my 
opening statement that Raytheon manufactures a FLIR, an infra- 
red system that is used on the Navy’s SH-60B helicopter for mis- 
sile targeting and night vision. The committee’s investigation un- 
covered, as I mentioned, a suspect counterfeit electronic part in 
three FLIR’s provided to the Navy. We tracked the counterfeit 
through this maze of subcontractors and parts suppliers all the 
way back to a company called Huajie Electronic Limited in 
Shenzhen, and this supply chain is in tab 1 of the binder in front 
of you. 
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Before this investigation, had you ever heard of Huajie Electronic 
Limited? 

Mr. Kamath. Mr. Chairman, no, I had not. 

Chairman Levin. Are you surprised that Raytheon’s supply chain 
is as convoluted as this, considering that the parts are destined for 
a critical system? 

Mr. Kamath. Mr. Chairman, I think I would characterize, given 
all the testimony we have heard today, it would not surprise me 
that there was a supply chain that is convoluted, using your words. 

Chairman Levin. Is that something that we ought to worry 
about? 

Mr. Kamath. Absolutely, yes, sir. 

Chairman Levin. I think you testified that Raytheon requires all 
of its suppliers and subcontractors to purchase parts from the origi- 
nal equipment or component manufacturer or an authorized dealer 
or to obtain advance permission from Raytheon to purchase from 
an independent distributor. Is that correct? I think you testified to 
that. 

Mr. Kamath. That is correct, Mr. Chairman. 

Chairman Levin. So you are able then to take risk mitigation 
measures, additional testing when it knows parts have been pur- 
chased from a source that is not the component manufacturer or 
their authorized distributor. The subcontractor who sold Raytheon 
the subsystem containing the suspect part failed to seek permission 
from Raytheon to buy the part outside of authorized channels. 

I believe that you talked about your experience prior to being 
employed by Raytheon, I may say, and seeing factories, huge fac- 
tories with 10,000 employees that were set up to manufacture 
counterfeit parts. Is that correct? 

Mr. Kamath. Mr. Chairman, as you have heard with other testi- 
mony today, it is my observation. It is what I recall from the time 
that I visited China, yes. 

Chairman Levin. That was before you worked for Raytheon. 

Mr. Kamath. Several years ago and before I worked for 
Raytheon, yes. 

Chairman Levin. Now, well, just tell us in your own words. Is 
it a concern to you and should it be a concern to all of us that coun- 
terfeit parts are used in defense systems and that they are coming 
from China? 

Mr. Kamath. Mr. Chairman, I think our larger concern is that 
we have counterfeit parts, period, in the 

Chairman Levin. Regardless of where they come from. 

Mr. Kamath. Regardless of where it is coming from. I think that 
was made clear by all the panelists today. 

Chairman Levin. I think we would all agree with you. Most of 
it comes from China, so that is obviously our primary concern. 

But when you were there, did it appear to you that there was 
any concern about the counterfeiters being shut down by the Chi- 
nese Government, or was it open? 

Mr. Kamath. Mr. Chairman, I mean, it is the same recollection 
I think Tom Sharpe had. It appeared to be the same. 

Chairman Levin. Open. 

Mr. Kamath. Open. 



120 


Chairman Levin. Raytheon identified to the committee a coun- 
terfeit part that was installed on a system that was sold by 
Raytheon to General Dynamics. It was intended for the Stryker 
mobile gun system vehicle. It costs Raytheon $750,000 to remediate 
that counterfeit part. Raytheon has identified a total of 32 counter- 
feit parts in its supply chain since 2009. Is that correct? 

Mr. Kamath. 32 instances. 

Chairman Levin. 32 instances. More than 32 counterfeit parts. 
32 instances? 

Mr. Kamath. That is correct, Mr. Chairman. 

Chairman Levin. Do you know how much money this counter- 
feiting has cost Raytheon? 

Mr. Kamath. Mr. Chairman, we have not calculated the number. 

Chairman Levin. It is a significant amount? 

Mr. Kamath. I have no way to know, sir. 

Chairman Levin. Now, does Raytheon report counterfeit parts to 
GIDEP? 

Mr. Kamath. It is our practice to either issue a GIDEP or to en- 
sure that a supplier issues a GIDEP every time we know that there 
is a confirmed counterfeit part. 

Chairman Levin. Does the failure by other companies to report 
counterfeits into the GIDEP system increase the risk that 
Raytheon will inadvertently buy counterfeit parts? 

Mr. Kamath. Mr. Chairman, I think this is a larger issue. I 
think we talked about it today. I think the GIDEP is only as good 
as its usage by everybody that is a member. I think the consistent 
usage of GIDEP certainly makes it a better tool. 

Chairman Levin. If it is not used by some people and used by 
others, it is less valuable. 

Mr. Kamath. We do not have the value of getting more informa- 
tion through the system. 

Chairman Levin. I talked to you, Mr. DeNino, before about 
whether L-3 reports counterfeit parts that they find to GIDEP. I 
think your answer was that you do but not 100 percent of the time. 
Is that fair? 

Mr. DeNino. In the past, that is correct. 

Chairman Levin. But now you are going to do it 100 percent of 
the time? 

Mr. DeNino. We are going to use GIDEP. 

Chairman Levin. 100 percent of the time? 

Mr. DeNino. 100 percent of the time. 

Chairman Levin. What about Boeing? 

Mr. Dabundo. Sir, I am familiar with the GIDEP process very 
top level, but I do not have insight into the detailed workings of 
that process. 

Chairman Levin. Do you know whether that suspect counterfeit 
part in the detection system was put into the GIDEP system? Do 
you know? 

Mr. Dabundo. I do not. 

Chairman Levin. It did not, by the way. I mean, we have 
checked it out. Boeing did not file a GIDEP report, and I think the 
testimony of our witnesses here is that the failure to file a GIDEP 
increased the risk that another defense contractor or DOD may in- 
advertently purchase a counterfeit part. I think that is just a fact 
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of life. I mean, would you agree, to the extent people do not use 
that system, it is less valuable? 

Mr. Dabundo. Yes. 

Chairman Levin. Mr. DeNino, let me ask you about something 
in your written testimony. I am not sure it was in your oral testi- 
mony. I think it was relative to the C-27J. You appear to explain 
the continued use of counterfeit parts by pointing to the screening 
of L-3’s display units through acceptance testing or burn-in. I am 
wondering — and I asked this already of Mr. Dabundo — about Gen- 
eral O’Reilly’s testimony this morning. He told us it is just not 
enough to hope the parts will be screened out through acceptance 
testing. Were you here for that? 

Mr. DeNino. Yes, I was, sir. 

Chairman Levin. He said that some counterfeit parts that in- 
clude the correct die but are actually used parts can pass accept- 
ance tests, be fielded, and result in a reliability risk. Do you dis- 
agree with him? 

Mr. DeNino. I do not disagree with that statement. 

Chairman Levin. Thank you all. You have heard a discussion 
today about the problem which I think everybody recognizes as a 
major problem that jeopardizes the well-being and safety of our 
troops and the success of their mission. We are going to act, I hope, 
in the next couple weeks on the defense authorization bill. 

I have outlined today what my ideas are and I think there is a 
lot of support for those ideas in terms of we have to have a certifi- 
cation system in place for parts that do not come from the original 
manufacturer or their authorized dealer. 

We have to do something to inspect parts from China at the bor- 
der because they are the predominant source of the counterfeiting 
and they are obviously not doing anything about it. I do not want 
to rely on them to do something about it. 

We also have to make it clear that where the counterfeit parts 
end up in a system, that it has to be the contractor and the con- 
tractor’s suppliers that have to be responsible for making the cor- 
rections. It cannot be the taxpayers of the United States. 

We would welcome any comment that you have either now or, if 
you wish, you can provide to the committee later about these sug- 
gestions. Feel free to do so. 

I think this investigation and the great work of our staffs has 
shown that we have a problem. It is a serious problem. We have 
an obligation to act, to do something about it. We know that DOD 
has been working doing something in the counterfeiting area for a 
long time, but we are not willing to wait any longer. So we will be 
asking them to help us to put into amendment form and legislative 
form the kind of ideas which have been discussed here this morn- 
ing. 

Again, we would welcome any comment that you might have ei- 
ther now or that you might want to submit to the committee in the 
next couple days. 

Let me close by asking any of you if you would like to comment 
on any of those suggestions at this time. 

Mr. DeNino. We will be providing a comment, and I would just 
like to thank the entire committee for their efforts. This is a critical 
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issue for us, and we look forward to working with the committee 
going forward. Thank you. 

Mr. Kamath. Mr. Chairman, the same thing here. I think we 
would like to provide comments as quickly as you would like. 

Chairman Levin. Well, make it within the next week because 
this bill could come to the floor within another week. 

Mr. Kamath. That works for us. We will work with your com- 
mittee staff on this. 

Chairman Levin. Feel free to do so. 

Mr. Dabundo? 

Mr. Dabundo. Sir, Boeing did provide some input beyond the 
statement that I made, and we do welcome participating with the 
committee to help find good solutions. 

Chairman Levin. Any comments that you might want to make 
on the legislative ways to change the status quo here we would be 
happy to look at. I think you heard a lot of determination on the 
part of this committee today that — a lot of shock, frankly. Some of 
this is stunning. It is the only word I could use. Some of the GAO 
testimony is just absolutely stunning what is available there on the 
Internet. Phony numbers will be filled. I mean, these counterfeiters 
will do anything, obviously. They will stoop to anything. They will 
do anything. 

I know you all have your hands full in trying, even if you put 
forth an adequate effort, which I do not think has been the case, 
but nonetheless, even if you do put forth an adequate effort to 
screen out the counterfeits from this flood of counterfeits, it is still 
going to be a challenge. 

So we are going to do everything we can to stymie and stop this 
at the source. It is going to be a two-track effort on our part, and 
we will welcome your cooperation with both tracks. We will stand 
adjourned with our thanks. 

[Questions for the record with answers supplied follow:] 

Question Submitted by Senator Carl Levin 

I. Senator Levin. Mr. DeNino, please provide a list of all military systems (includ- 
ing the quantity of each type of system) for which electronic parts that L-3 received 
either directly from Hong Dark Electronic Trade or through an intermediary sup- 
plier were intended. If known, identify the military systems (including the quantity 
of each type of system) into which the parts were integrated. 

Mr. DeNino. 
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PmONBOBGS. 


2550 M Street, NW 
Washington, DC ?fl037-l3r)0 


www.pattQdboggsxom 


Match 2, 2012 



Senator Carl Levin, Chairman 

Senator John McCain, Ranking Member 

United States Senate Committee on. Armed Services 

Washington, D.C. 20510-6050 


Dear Chairman Levin and Senator McCain: 


Re: Global IC Trading Group Parts Supplied to L-3 Sourced from Hong Dark Electronics Trade 

This is in response to your e mail dated February 25, 2012. All but one of the parts identified on 
the chart were sent to SMT Corporation for testing. The other part, Xflinx XCR3128XL- 
7CS144I, Date Code 0509, was tested at 4Star Electronics, Inc. Testing was performed on all the 
parts from November 2011 through early 2012. 

The testing houses identified all but two of the parts as suspect counterfeit. The two parts that 
were not deemed suspect counterfeit ate the ST Micro SD8257-01, Date Code 0105 and the 
Freescale MC341 19EFR2, Date Code 0812. 


L-3 has notified the affected customers and is working with them on the appropriate resolution. 

or my partner, Mike Nardotti at HHHH^lif you have 


Please contact me at 
any questions. 

Sincerely. . 


cc; Michael J. Nardotti 


5223629 

Wast'ingtonDC | Norther ii Virginia | NewJfiisev | NewYork | Dallas | Denver | Anchorage 1 Doha | AbuOhabi 


ANNEX 

[The documents for the Novemher 8, 2011, hearing on Counter- 
feit Electronic Parts in the Department of Defense Supply Chain 
follow:] 
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Inde^ of Documents for Novemher 8. 2011 Hearing on 
Counterfeit Electronic Parts in the Department of Defense Supply Chain 

1 . Flow chart for Raytheon Company FLIR supply chain, 

2. Image of FLIR on SH-60B Flelicopter. 

3. August I, 201 1 letter from Technology Conservation Group to Senate Armed Services 
Committee informing the Committee that suspect counterfeit parts were sold to Texas 
Spectrum Electronics. 

4. August 23, 2011 letter from Raytheon Company to Senate Armed Services Committee 
informing the Committee that suspect counterfeit parts were integrated in Forward 
Looking InfraRed (FLIR) systems sold to the U.S. Navy. 

5. September 8, 201 1 letter from Raytheon Company to the U.S. Navy informing the U.S. 
Navy that suspect counterfeit parts were integrated in FLIRs sold to the U.S. Navy. 

6. September 27, 20 1 1 letter from the U.S. Navy to Raytheon Company requesting removal 
of the affected sub-systems. 

7. September 30, 201 1 letter from Raytheon Company to the U.S. Navy confirming the 
affected sub-system. 

8. August 22, 2011 email from Fairchild Semiconductor to Raytheon Company concluding 
that the origin of the parts are questionable. 

9. October 20, 201 1 Senate Armed Service Committee Letter to Fairchild Semiconductor 
and October 25, 201 1 Response Letter from Fairchild Semiconductor to Senate Armed 
Services Committee regarding the authenticity and reliability of the suspect counterfeit 
parts. 

10. Flow chart for L-3 Communications display unit supply chain. 

1 1 . Image of Color Multipurpose Display Units (CMDU) in C-27Js and C-130Js. 

12. October 31, 201 1 letter from the Senate Armed Services Committee to the Secretary of the 
U.S. Air Force regarding counterfeit parts sold to the U.S. Air Force for the C-27J and C- 
130J. 

13. February 2, 2010 letter from L-3 Display Systems informing Alenia Aeronautica of the 
first counterfeit part (Lattice components) supplied by Hong Dark. 

14. L-3 Display Systems Counterfeit Parts Histoiy Card on the Lattice part (posted on the L-3 
Intranet). 
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1 5 . December 1 6, 20 1 0 letter from L-3 Display Systems informing Alenia North America of 
the second counterfeit part (Samsung memory chip) supplied by Hong Dark. 

16. November 9, 2010 testing report of the Samsung memory chip that failed on a fielded 
aircraft. 

17. December 20, 2010 report on the Samsung memory chip, filed by L-3 Displays in the 
industry-accessible Government Industry Data Exchange Program (GIDEP) database. 

18. L-3 Display Systems Counterfeit Parts History Card on the Samsung memory chip (posted 
on the L-3 intranet). 

19. September 16, 201 1 document detailing Internal Corrective Actions taken by L-3 Displays 
in response to the counterfeit Samsung memory chip. 

20. September 19, 201 1 letter form L-3 Integrated Systems to the U.S. Air Force providing 
notice of suspect parts on the C-27J aircraft. 

21. November 10, 2010 email from Paul Meyers of Global IC Trading Group to L-3 
Communications disclosing that Hong Dark Electronic Trading of China was the supplier 
of both the Lattice and Samsung counterfeit parts. 

22. June 24, 201 1 letter from Global IC Trading Group to Senate Armed Services Committee 
listing electronic parts that Global IC sold to customers from suppliers who had previously 
provided them with suspect counterfeit parts. 

23. October 20, 201 1 letter from Senate Armed Services Committee to Samsung 
Semiconductor Inc. and November 7, 201 1 response Letter from Samsung Semiconductor 
to Senate Armed Services Committee regarding the authenticity and reliability of the 
suspect counterfeit parts. 

24. Flow chart for The Boeing Company ice detection module supply chain. 

25. January 12, 2010 BAE Systems Supplier Corrective Action Request issued to Tandex Test 
Labs relating to counterfeit chips purchased from Tandex. 

26. January 7, 2010 BAE Systems Notification of Escape issued to The Boeing Company 
relating to the suspect counterfeit chips on ice detection module. 

27. Undated Boeing SDR Closure Template relating to Boeing assessment that suspect 
counterfeit chips on ice detection module may have lower reliability. 

28. August 17, 201 1 The Boeing Company message alerting the Navy to the presence of 
suspect counterfeit part on P-8 aircraft. 
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29. October 3 1 , 20 1 1 letter from Department of the U.S . Navy to The Boeing Company 
regarding Boeing’s obligation to report counterfeit parts. 

30. October 20, 201 1 letter from Senate Armed Services Committee to Xilinx, Inc. and 
October 26, 201 1 response letter from Xilinx, Inc. to Senate Armed Services Committee 
regarding the authenticity and reliability of the suspect counterfeit parts. 

31. December 23, 2010 Boeing document describing suspect counterfeit chips in Distance 
Measuring Equipment (DME). 








Photo of FLIR on SH-60B Helicopter 
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TAB 2 



RAYTHEON PROPRIETARY RTN_CPR003733 

FOIA CONFiOENTlAL TREATMENT REQUESTED 
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August 1, 201 1 
VIA EMAIL 

United States Senate 
■Committee on Amted Services 
WasliJngton, DC 205 1 0-6050 

Re: Investiga tion into count erfeit electronic parts; 

Fairchild HBHHIIIi 

.-srAo;. 

Dear Chairman Levin and Committee Members 


We aie In receipt of your request for iiifoi (imtion^arUing the aforcmtaitiotied part sold 
to Global IC Trading Group on or about July 27, 2010, hj^articular. you have asked specific 
questions with regard to this ttansaetibn that are addrtaSsl^elow. 

Our records indicate that the parts were received as part' of a shipment from Thomson, 
lac. (“Thomson”), 104 Feeding Hills Road; Southwick, Massachusetts, The shipment was 
booked for pickup on or about February 25,2010 under P0268 13-2, and was received at out 
Louisville, Kartucky facility on Mqteh S. 2010. The material received was pulled, sorted and 
weighed. Seventy-tTOpoundsof n||celltiheous inventory was recorded, among which were 342 
pieces of FairehikMlHHIitseimcoiiductors. On June 3, 2010, Purchase Invoice PI-23612 
was issued to Utomson for the slupm^t in its entirety. After calculating the value and costs, a 
total sum of S 1 34,08 was remitted to Thomson This sum does not appear to have included any 
value paid for the miscellanedus inventory 

Before a part is listed, stwer^ptuce^^ am conducted as required by our procedures. I 
have included ow confidential ant^propttet^ msttactlOns for New inventory; Sort, 
ILickage and Labe! New lnventory;'and; Rejtwi^Worksheet. These work instructions indicate 
die processes that would have been foUoVee|dip twthe point of listing with regard to the 342 
pieces in question. Once sold, the parts would have gone tluough an additional quality control 
visual and scope inspection to review for the quality measures indicated in the Sort. Package, and 
Uibel New Inventory instruction. If a part is suspected to be counterfeit, that part is isolated in a 


Finding the Ecology in Technology. 
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separate iodced holding area, is seat for testing by a thinJ party, and if confinned cotinterfeit all 
ike pieces scrapped. If inlbnned by a customer of a subjected counterfeit part, we follow fee 
same process upon return of the product by the customer, in this case, fecre was no indication 
that the part in question was counterfeit. 

On May 27, 2010, following ail required research and inquiry, the 342 pieces of FaiieWM 
^^B^^Bseraiconductors were entered into our inventory systwi as available for purclmse. 
On July 19, 2010, Texas Spectrum Electronics, Inc. ("Spectrum”) purchased 60 pieces at Si. 00 
each and was issued Sales Invoice #SI-44444. On .luly 27, 2010. Global IC Trading Group 
(“Globa! IC”) issued Purchase Order #14791 for 60 pieces at S0.84 each. On July 28, 2010, TCG 
issued Sales Invoice #SI-44688 for those pieces and shipped via 2"“' day air. On August 20, 2010, 
Purdiase Order # PO-102158 was received from Sigma Technology Inc., Ltd. (“Sigma”) for t!ic 
remaining 222 pieces in inventory. j, r# 

... . 'U- 

On August 23, 2010, an issue was raised by Global IC regarding tlie quality of the pieces 
received. On August 24, 2010, Sigma cancelled its purchase after reviewing photographs of the 
pieces. Based upon the subsequent quality concerns noted by Global IC and Sigma, the pieces 
were deteimined to have higher scrap value then resale value and on August 24,2010, TCG 
sctqiped the remaining 222 pieces in its inventory. On September 2, 2010, a credit memorandum 
VHis issued to Global IC for the 60 pieces, and on Septemter 27, 2010, the 60 returned pieces 
were also scrapped. To scrap.fee items were placed into a 55 gallon drum of like parts and sent 
directly to Xsttata Recycling, Inc. for smelting. No retiun was requesteri or received from 
Spectrum. , 

■.# ■, '• .9/ 

Should you have further questions, please contact me. 

... ! is.*.' ■ 


Sincerely 



MichcIc L. Lielx 
General Counsel 



Finding the Ecology in Technology, 
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TAB 4 


Confidential Treatment Requested by Raytheon Company 
Consistent with FOIA and Senate Rules ' 


Mark T. Esper, PhD 

Vice President, 
Government Relations 



Rayd^eon Company 
1100 Wilson Blvd. 
Suite 1S00 


Arlington, VA 22209 


August 23, 201 1 
Via Hand Deliverv 


The Honorable Carl Levin, Chairman 
The Honorable John McCain, Ranking Member 
United States Senate 
Committee on Armed Services 
Washington, DC 20510-6050 

Dear Chairman Levin and Ranking Member McCain: 

Raytheon Company (“Raytheon”) recognizes the critical importance of ensuring that the electronic parts 
contained in the products and systems used by the United States Armed Forces are safe, reliable, and 
effective. As such, we folly support the Corrunittee’s efforts to look into the issue of counterfeit parts in 
the Defense Department supply chain. As the Senate Armed Services Committee’s (the “Committee’s”) 
inquiry proceeds, we look forward to continuing to work with you to mitigate the risk that counterfeit 
electronic parts pose to the Nation’s security. 

On August 1 6, 20 1 1 , Raytheon received a request for information from Ozge Guzelsu, of the 
Committee’s staff, regarding Electromagnetic Interference Filters (ElFs) delivered to Raytheon from 
Texas Spectrum Electronics (TSE). The following sets forth Raytheon’s responses to the questions 
received: 

Concerning Raytheon part number 3169762-0001 REV R, as referenced in Raytheon purchase orders 
dated June 8, 2010 and June 21, 2010: 

1 . For what purpose did Raytheon use the EIFs that were purchased from TSE? 

Raytheon purchased the EIFs from TSE to fulfill open orders on the Light Airborne Multipurpose 
System (LAMPS) program, which provides a control unit that supports a Forward Looking InfraRed 
(FLIR) System for domestic and international customers. 


* Raytheou Company (“Raytheon”) requests that this letter and accompanying documents be retained and protected as if 
submitted in a closed hearing consistent with Senate Rule XXVI(S)(b)(5) and (6) and Rules 4(e) and (i) and 10(0 of the Rules 
of Procedure of the Committee on Armed Services, as disclosure of this commercial or financial informatioi^ would cause 
undue injury to the competitive position of Raytheon. Some of the documents included in this production are subject to export 
controls under applicable International Traffic in Arms Regulations (“ITAR") and therefore cannot be provided or disclosed 
outside of the United States or to a foreign person without proper U.S. Government approvals. This pi^uction also contains 
documents that may be subject to Export Administration Regulations (“EAR"). Raytheon also asks that the letter and 
accompanying doc^ents be proteaed from disclosure consistent with S U.S.C. § SS2(b)(4) on the grounds that they contain 
confidential commercial and financial information. Raytheon ftirtber requests that in the event the Committee sedcs to disclose 
part or all of (1 ) diis letter or (2) the accompanying documents bearing Bates numbers RTN_CPR003042-0030S4. that 
Raytheon be notified in advance of such potential disclosure so that Raytheon may have the opportunity to object to such 
disclosure and work with the Comminee to protect any trade secrets or confidential commercial and financial information from 
public disclosure. 
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2. Were the EIFs integrated into systems sold by Raytheon? 

TSE shipped eight EIFs to Raytheon in December 2010. Six of the eight EIFs have been integrated 
into systems which have been sold by Raytheon. Of the remaining two EIFs, one has been integrated 
into a system, but has not yet been delivered. The other EIF is in Raytheon 's inventory. Both of the 
remaining EIFs have been quarantined. 

2A) If yes, were the EIFs integrated into systems that were sold to the Department of Defense or other 
U.S. government agencies? 

The following is an account of the six EIFs that were integrated into systems and sold by Raytheon: 

• Three EIFs were sold to Fujitsu of Japan in support of the Japanese Ministry of Defense. 

• The other three EIFs were sold to the US Navy. 

2B) If yes to 2A above, were any safety, performance, or reliability issues identified for these systems due 
to the EIFs? Please provide documents that discuss or note any safety, performance, or reliability issues 
for these systems due to the EIFs. 

Raytheon is not aware of any safety, performance, or reliability issues identified for these EIFs. It is 
Raytheon 's understanding that all eight EIFs passed acceptance testing at TSE, including vibration, 
bum-in, electrical testing, atuJ inspection prior to shipment to Raytheon. In addition, prior to 
shipment from Raytheon, all eight EIFs passed additional electrical testing and inspection. 

3. Where are the EIFs currently? Please provide documents that reflect where the EIFs are currently. 

• Three of the eight EFIs have been delivered to Fujitsu in Japan. 

• Another three of the eight EFIs have been delivered to US Navy locations in Mayporl, Florida (2) and 
Sasebo, Japan. 

• Two of the eight EFIs remain at Raytheon in Jacksonville, Florida 

In support of its responses set forth above, Raytheon submits herewith documents bearing Bates 
numbers Rm_CPR003042-003054. 

Raytheon also includes within this paragraph additional background information that might be useful to 
the Committee. Raytheon first learned of a potential counterfeit product issue related to these EIFs on 
August 12, 201 1 from TSE. At this time, Raytheon is not aware of any evidence indicating that these 
eight EIFs are counterfeit However, Raytheon will continue to work with TSE to investigate this issue 
and, if requested, will provide any additional information to the Committee. 

If Raytheon can be of further assistance as your inquiry continues, feel free to contact me. 

Sincerely, 

Mark T. ^er, Ph.D. 

Vice President 
Government Relations 
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8 September 2011 


Department of the Navy 
NAVSUP Weapon Systems Support 
700 Robbins Ave, 

Philadelphia, PA 19111-5098 


TAB 5 


Raytheon Company 
25D1 VV University 
M/S 8024 

McKinnev. TX 75070 
USA 


I 


In Reply Refer to: 
1140022-463.1310 


ATTENTION: Ms. Kathy Andrews 

Contracting Officer 

SUBJECT : Suspect Counterfeit Parts Notice 

REFERENCE: (a) Contract N00383-03-D-006A-0008; AN/AAS44 Performance Based Logistics (PBL) 

Dear Ms. Andrews, 

SUMMARY 


Raytheon Company has become aware of suspect counterfeit components used in five (5) Elecfro- 
Magnetic Interference (EMI) Filters (P/N 3169762-0001) having been sold to the US Navy as part of the 
AN/AAS44(V) PBL program. These EMI Filters are used on the AN/AAS44(V) FLIR Converter Control 
WRA2(P/N 3154212-1). Of the five EMI Filters, three (3) have entered the AN/AAS44{V) FLIR PBL supply 
chain, via recently repaired units out of FRCSE Jacksonville facility. The remaining two (2) EMI Filters 
haw been quarantine, one at the Raylheon-McKinney facility and the other at the FRCSE-Jacksonville 
facility. Both EMI Filters are undergoing testing. This notice is being provided to the US Navy for 
information only. Raytheon does not recommend replacing these suspect counterfeit EMI Filters at this 
time. 


BACKGROUND 


The EMI Filters, used on the AN/AAS44(V) PBL program, are from Texas Spectrum Electronics (TSE). 
Thesusnect counterfeit component at issue, inside the EMI Filter, is a Fairchild MOSFET, part number 
date code 0548. The five (5) EMI filters were supplied to Raytheon by TSE, under PO 
42OT27K27 dated 09 June 2010. Around 24 January 2011, Ra^heon received the five (5) EMI Filters 
ordered and subsequently shipped them to our third party logistics provider (AAR Defense Systems & 
Logistics) to support AN/AAS44(V) PBL repairs at FRCSE - Jacksonville. Unbeknownst to Raytheon, 
around 19 JULY 2011, the Senate Armed Service Committee (SASC) identified TSE’s component supplier, 
Technology Conservation Group Incorporated (TCGI), a parts broker, as having provided TSE with the 
suspect counterfeit Fairchild MOSFETs. On 15 August 2011, Raytheon was notified by TSE of the suspect 
counterfeit MOSFETs used in the EMI filters. Raytheon did a subsequent analysis of the status of the EMI 
Filters purchased and discovered that three (3) of them were incorporated into the AN/AAS-44( V) FLIR feet 
via prior repairs out of FRCSE Jacksonville. It is our understanding, from TSE, that all suspect counterfeit 
EMI Filters passed acceptance testing at TSE, including vibration, bum-in, electrical testing, and inspection 
prior to shipment to Raytheon, Further, The WRA2's that shipped from FRCSE passed all Acceptance 
Testing prior to shipment after repairs were completed. Raytheon Quality Assurance is in the process of 
issuing a GIDEP alert regarding this incident. The two (2) remaining EMI Filters are now under Raytheon 
control and are quarantined. They will not enter the AN/AAS44{V) repair supply chain. Their current status 
is as follows: 


RAYTHEON PROPRIETARY FOIA 
CONFIDENTIAL TREATMENT REQUESTED 
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PASE2 8S SEPT 2811 


• EMI Filer SIN 0488 was shipped to Rayflieem-MdOniwy on 31 Aogust 201 1 for further testing, and 

* EMI Filter SIH 0489 ms shipped to FRCSE-Jadcsonvife and is installed in a test asset to confinn 
laboratory testing of the suspect counterfe# |»rt. The instalalon of the EMI filter in the test as«t 

is to simulate tie flter's perfonnanM aid ndWfity at ftill system operafcn and to lave tie EMI 

filer wde^o typical declrioal toads and acoue operational hours to assess reiiabilify 
pefonnanoe. 

The most airrent status of toe suspect counterfeit EMt Fitters is provided under TABLE I, below: 


TABLE I. SUSPECT COUNTERFEIT PARTS SHIPMENTS 





0487 


16 June 2011 


0488 


N/A 


0489 

mlriAiiH 

NfA 

ISIlBIBiiilifld 


Slipped in WRA2 TKW00036 

09 March 2011 

Sasebo OET(SW3143) 

■EiSHi 

Shipped in WRA2TKW00079 

01 June 2011 

HSL60Mayp(xt(N80201) 


M te fime, Raytheon continues to assess the impact of the incorporation of these suspect counterfeit EMI 
FBters in the fieWed systems. Should they fail, the Converter Control WRA may or may not fail. However, a 
feiute toe Crmveite Control WRA will result in toe Turret Unit (TU) to cease operation. There is no 
danger to crew or a safety of flight issues as a result of this issue. 

RECOMMENDATION 


This notice is being provided for information only. Until this issue is resolved, or test data indicate 
otoerwise, Raytheon is not reoommenrfing a forced replacemenf of these suspect wunterfeil EMI Filters at 
this time. As sriditiond information is forthcoming, or should additional testing indicated a change to course, 
Raytheon wB immediate so notify toe US Navy. 


If you hwe«¥ additional questions, please do not hesitate to caS 
email 8tm@raytheQn.com. 


or 


Regards, 

RAYTHEON COiPANY 

Space and Airtome Systems 

/Jami-/ 

Daniel B. Forbes 
Man^r, CcMtacb 

Intellfenoe, Suweiltonc*, and Reconnaissance Systems (tSRS) 


BAYIMEWPRrWfCTARYFCm RIN^CP«»3»1 

CONFDEWm TREATMENT REQUESTED 
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TAB 6 



DEPARTMENT OF THE NAVY 

NAVSUP WEAPON SYSTEMS SUPPORT 

7{)0 ROBBiNS AVENUE 5450 CARLISLE PIKE - PO BOX 2020 

PHILADELPHIA PA 19111-5098 MECHANICS8URG PA 12055-0788 

4200 

27 SEPT 201 1 
KMA 


Daniel Forbes 

Raytheon Company 2501 W. University 
M/S 8024 

McKinney, TX 75070 
Mr. Forbes: 

In response to your letter (1 1-40022-463-1 3 !0) dated 8 September 201 1 and telecon of 21 
September 201 1, NAVSUP WSS would like to provide you with our clear asses,sment and decision on the 
issue of suspect counterfeit parts provided by you under NAVSUP WSS contract N00383-03-D-006A. 
The Navy considers the five (5) Electro-Magnetic Interference (EMI) Filters, serial numbers: 0487, 0488, 
0489, 0490 and 049 1 , which are a subcomponent of the Electronic Unit (EU), one of the three (3) 
Weapons Replaceable Assemblies (WRAs) covered the Navy’s AN/AAS-44(V) Peri'ormance Based 
Logistics (PBL) contract, as non-conforming material under the contract. As such, three (3) EUs will be 
returned to you under Product Quality Deficiency Records (PQDRs) for replacement. Because the EMI 
Filters are considered non-conforming material in accordance with section C2 - 10.11, Configuration 
Management and Obsolescence Management of the contract, you are asked to replace with new material 
and return a total of five (5) new EMI Filters at no additional cost to the Government. 

Please advise your forecasted shipment date for the replacement material after receipt of the 
PQDRs as well as the actual date of shipment to the attention of the undersigned. The PQDRs are in 
process and you are requested to make every effort to ship EUs with new EMI Filters back to the fleet as 
.soon as possible. 

In addition, you were asked during the 2! September 20 1 1 telecon, if Texas Spectrum Electronics 
(TSE) had procured any other parts from Technology Con,servation Group Incoiporated (TCGI). Please 
respond to this request with a list of parts and identify those supplied parts used in support of the 
AN/AAS-44(V) PBL contract. Your response is requested by 30 September 2011. 

It is my understanding that you have a Raytheon Command/Corporate Counterfeit Parts Plan and 
Engineering Instractions on "Non Franchised Distributor Procurement" and “Process for Executing 
Counterfeit (CFP) Detection Analysis”. Please provide these plans to me at your earliest convenience. 


If you have any question,s, please contact the undersigned at| 


I or email to: 


Sincerely, 

Kathryn M. Andrews 
Contracting Officer 


RAYTHEON PROPRIETARY 
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Q1) In response to your letter (1 140022463-1310) dated 8 September 2011 and teiecon of 21 
September 2011, NAVSUP WSS would like to provide you with our clear assessment and 
decision on the issue of suspect counterfeit parts provided by you under NAVSUP WSS 
contract N00383-03-D-006A. The Navy considers the five (5) Electro-Magnetic Interference 
(EMI) Filters, serial numbers: 0487, 0488, 0489, 0490 and 0491, which are a subcomponent of 
the Electronic Unit (EU), one of the three (3) Weapons Replaceable Assemblies p^s) 
covered the Navy's AN/AAS-44(V) Performance Based Logistics (PBL) contract, as non- 
conforming material under the contract. As such, three (3) EUs will be returned to you 
under Product Quality Deficiency Records (PQDRs) for replacement. Because the EMI 
Filters are considered non-conforming material in accordance with section C2 - 10.11, 
Configuration Management and Obsolescence Management of the contract, you are asked 
to replace with new material and return a total of five (5) new EMI Filters at no additional 
cost to the Government. 


A1 ) Raytheon will support replacing the five (5) EMI filters with new EM! filters, three (3) of which will 
got into the EU WRAs, upon receipt, at no additional cost to the Government, 

02) Please advise your forecasted shipment date for the replacement material after receipt of 
the PQDRs as well as the actual date of shipment to the attention of the undersigned. The 
PQDRs are in process and you are requested to make every effort to ship EUs with new Eil 
Filtere back to the fleet as soon as possible. 


A2) Three (3) EMI filters, with known pedigree, will arrh® at FRCSE-Jacksonville no later than Friday, 7 
OCT 2011. Upon receipt of the 3 PQDR’s EU WRA’s, Raytheon will replace the suspect, 
counterfeit EMI filters with known good EMI filters. The EU WRA receipts will be inducted into 
repair flow upon receipt and will be treated 'as an Over and Above" repair activity to that-month's 
scheduled repair quantities. Mr. Richard Dell, Reliability Engineer, will be responsible for the 


RAYTHEON PROPRIETARY 
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RAYTHEON RAYTHEON LETTER J4005463-1310 B_ 

PAGE 2 30 SEPT 2011 


PQDR disposition and will coordinate with FRCSE QA, McKinney DCMA, and Program QA to close 
out the PQDRs, The suspect counterfeit EMI Filters will tie placed on a hold tag pending 
disposition instructions from program Supply Chain Management (SCM) and Quality Assurance 
(QA). 

Q3) In addition, you were asked during the 21 September 2011 teiecon, if Texas Spectrum 
Electronics (TSE) had procured any other parts from Technology Conservation Group 
Incorporated (TCGI). Please respond to this request with a list of parts and identify those 
supplied parts used in support of the AN/AAS-44(V) PBL contract. 

A4) Raytheon SCM has conducted an audit against the purchase orders issued against the AN/AAS- 
44V PBL contract to subcontractors. Our audit indicates the only parts purchased from TSC in 
supprt of this programs were these EMI filters. No other parts have been purchased from TSC in 
support of this program, 

Q5) It is my understanding that you have a Raytheon Command/Corporate Counterfeit Parts 
Plan and Engineering Instructions on “Non Franchised Distributor Procurement” and 
“Process for Executing Counterfeit (CFP) Detection Analysis”. Please provide these plans 
to me at your earliest convenience. 

A5) Provided attached are the Raytheon command media requested with respect to counterfeit parts. 
Please note these command media are RAYTHEON PROPRIETARY/BUSINESS DOCUMENTS 
and are not to be distributed outside the US Government. 


DOCUMENT 


Raytheon has Corporate Policy 000000243-RP entitled, 
“Counterfeit Products Risk Mitigation and Prevention’ 


Engineering Instruction El-34-43 Rev. B entitled, ‘Non 

Franchised Distributor Procurement" 


Engineering Instruction EN-03-22-20 Rev -entitled, “Process 
for Executing Counterfeit Part (CFP) Detection Analysis 



If you additional questions, please do not hesitate to C3ll|||||^^^^ [c], or 

email at j^^|@raytheon.com. 

Regards, 

RAYTHEON COMPANY 
Space and Airborne Systems 

Daniei B. Forbes 
Manager, Contracts 

Inteigence, Surveillance, and Reconnaissance S^tems (iSRS) 


RAYTHEON PROPRIETARY 
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TAB 8 


Raquel Supangan . >Jersmy R Bet^ 


08/22^201101:18 PM 


From; Supar^t < 

To: .teF^yR6e^< 


I @fahx:h 8 dsemi .com> 
|@rayfhe^.com> 


Hi Jefcray, 

See below inputs i seat to Miciiarf: 
i . Hie tcp nmrk di^c%o<fe «! toe imi ts is F N548 

Sapp?^edly, tofe decode m«lc wouki be translated to F a logo; N = assembly / test site code, 5 = year 2)05. 48 = ^ 

;moand eM of or ist «teek of December) 

t owevar, whesiidwc^thisa^nslshiimieni histOTy andtfieiecc»dofwhenwe<toso!eted toe part, ray assesanenl is ftiat tt^e am 

is^doi^ kH'toe foltowdngie^i&s: 

^ T1tis||H||||||||||||||| device was d»oleted >d Trad-2X)4. 

In lite^p^U^tory, toe last sbiimtait made for this part is of 2004 builds only.Hiw were no shipment leconte of 2005 year 

^Hiilds. 

b. We cieitosd a leadfiee version that snd also created a leaded part numb»|HH||||||||||||^^ toe trans^tiofl to 

l^tree, eaidbo th part numbos were oteoleted May 2)05. Hovtever, there are no shipment and no leccnds of 

ibr 200S builds. 

Hie surface of toe top padt^ appears whlO^grainy. which reminds me of {nevious cases of countmfeit {»rts that had toe top ^dbge 
e- surfaced and le-ma;^^. 

y^oum^ be ^ to compare this better since yon have the units rm hand, by checldng cat the vs bottom package surface, if to«y have 

i Qodce^le diffoence in the surface finish of the rookhng compound. 

1. Ihe you frewarded are not the Fairchild I^fs. so i can't tnore iotoimation out of to<^. 

l.HietitoepItok^seeroto^iowaoFlogobut again, ttoe to toe questitm^le top mark, there is also a questHm tm bow toere tobes were 
itnained (could be lec)^^?) 

S^d m Ote avail^ie inlt»inadon, i would say that toe migin rtf toese parte aa cpi^tion^le. 
iocl^ 

^aque! Siq»!i^ 

Clitell^ ^igineetiitg 
Fairehild ^raaconchtetor 

M)^ Ordiard Parkw^ 

San Jose, CA 95134 


•NOTE: Fidrchild rwted in a phon® conversation that parts that have macie the conversion to Pb-free 
have digit for the ye^ in ^e date code replaced a letter that represents ttie year. XRP 


RAYTHEON PROPRIETARY FOIA 
CONFIDENTIAL TREATMENT REQUESTED 


RTN_CPRa)2M3 
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WitiM States Senate 

COMMITTEE ON ARMED SERVICES 
WASHINGTON, DC 20510-6050 


TAB 9 


)i=s««&© a6Ga£s 

toiSJa iwi 0 »gctf 3 fi 


Mr. Mark Thompson 
President and CEO 
Fairchild Semiconductor 
3030 Orchard Parkway 
Son Jose, CA 95134 


October 20, 2011 


Dear Mr. Thompson; 

Counterfeit electronic parts in the Departmenl of Defense’s (DO0) supply chain pose a risk 
to our national security, the reliability of our weapons systems, and the safely of our military men 
and women. Government and industry share a common interest in ensuring that the DOD supply 
chain is free from these parts. As part of an inquiry by the Senate Armed Services Committee into 
suspect counterfeit electronic parts in the DOD supply chain, the Committee is seeking information 
from defense contractors and subcontractors, independent testing companies, and electronic 
component manufacturers about suspect counterfeit electronic parts. 

Tile Committee has identified suspect counterfeit electronic parts that entered tlie U.S. 
military supply chain. Among those are partsthatwcresold by an independent distributor in China 
as new, aUthenticFahehild Semiconductor m^HIIIHtransistors [date code F NS48]. Enclosed 
are photos of transistors from the suspect lot. Additionally, an independent lab tliat 

inspected the suspect parts reported that they exhibited the following anomalies; 


External inspection: 

• "Mold markings on the lop side of the package showed obvious differences in 
appearance and also appeared to bo ‘black-topped’” 

• “An indention ring as well as package chipping was observed around the indentation 
ring as well as package chipping was observed around the mounting hole on S/N 1 ” 

• “The leads had a non-uni form surtacc appearance; having a smooth shiny appearance 
at the package egress and transitioning to a rough dull appearance beyond the 
standoff feature” 

• “Metal overlapping and deep scratches characterized the two regions at the stand 
off' 


Radiography 


■‘Tlie non-uniform areas of the leads noted in the external inspection showed 
inconsistencies in the density of the metal in these areas” 
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De-Encapsulation and Visual Inspection 

• “The die manufacturer could not be identified due to the lack of die markings on 
either device” 

• “Die markings did not correspond to that of the externa! package markings” 


Conclusion 

• “The results of the analysis suggest the devices have possibly been refurbished 
components or possible counterfeits” 

• “The leads may have been cut from solder joints, re-fltted by welds and solder 
coated” 

• “Scrape testing revealed a thin layer of over coal or black-topping” 

• “The package surface of both devices flaked off when perfomiing this test revealing 
a smooth surface beneath” 


To assist the Committee with its inquiry, please answer the following questions: 

1) Does Fairchild Semiconductor sell refurbished or hav^ 

agreement with any third party that would permit them to refurbish and sell HI 
transistors? 


2 ) 



Semiconductor use remarking or black-topping in its manufacturing of 


3 ) 


Would Fairchild Semiconductor recommend the use of 
anomalies described above? 


transistors with the 


4 ) 


Would Fairchild Semiconductor warranty 
anomalies described above? 



transistors that exhibited the 


5) Please describ e the short-ter m and long-term reliability and perfonmanee risks, if any 
exist, of using transistors with the anomalies described above. 


Please provide responsive information by October 27, 2011. Please send your response as 
an attachment to an email to Ozgc_Guzclsu@armed-services.sonatQ.gov and Bryan_PBrker@arraed- 
sert'ices.senate.gov. If you have any questions or wish to discuss this request, please contact Senate 
Armed Services Committee majority staff Ozge Guzelsu (202-224-8922) and Bryan Parker (202- 
224-8265) of the minority staff. Tliank you for your cooperation. 


« Sincerely, 


John McCain 
Ranking Member 



ITarl Levin 
Chairman 


Enclosures 
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I fax 
I mobile 


Psui D. Oeiva 

Sr. V.P. and 

CorpoiEte Secr^ary 


SEMICONDUCTOR* 


|@MrcNkis^.OMn 


Fairchild S«iiicomiu<^ 
62 Runrs^t«R(^ 
South PofSar^, m 04106 


wwwi^n^ld^rm.cQm 


ViaEmah, 

October 25, 2011 


United States Senate 
CoHBuittee on Anned Services 
Washington, D.C. 20510-6050 
Attention: Ozge Guzelsu and Biyan Parker 


Dear Ms. Guzelsu and Mr. Parker: 

This responds to the Committee’s October 20, 2011 letter to Mark Thonqtson, our Chainnan, Pr^ident 
and CEO. The Committee’s questions and our answas, to the best of our knowledge and belief are as 
folows: 

1) Does Fairchild Semiconductor sell refitrbished^g/l/g^ transistors or have an agreement with any 
third party that would permit them to r^urbish and sellf//lggg^ transistors? 

Answer: No. 

2) Did Fairchild Semiconductor use remarking or black-topping in its manufacturing 
Answer; No. 

3) Would Fairchild Semiconductor recommend the use transistors with the anomalies 

described above? 

Answer; No. 

4) Would Fairchild Semiconductor warrantyjg/lgg//gf transistors that exhibited the anomalies 
described above? 

Answer; No. Accwding to Fairchild records, the last diipment made for this part number was for parts 
manu&ctmed in 2004 only. We have no record of parts bearing such a part number being manufictured in 
2005. We believe these devices are not genuine Fairchild devices. 
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U.S. Senate Committee on Armed Services 
October 25, 2011 
Page 2 

S) Please describe the short-term and long-term reliability and performance risks, if any exist, of 
usmgjllflBmfll transistors with the anomalies described above. 

Answer: We cannot realistically assess the reliability of the parts in question because we believe they are 
not Fairchild Semiconductor devices. 

We are pleased to assist the Committee’s investigation. Please direct further communication about this 
matter to my attention, and do let me know if you would like to speak with our technical personnel or if 
you have any additional questions or requests for information. 

Yours very truly, 

FAIRCHILD SEMICONDUCTOR CORPORATION 



By: 

Paul D. Delva 

Sr. V.P., General Counsel and Secretary 


co: Mark S. Thompson 
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Color Multipurpose Display Unit (CMDU) 


TAB 11 


The Color Multipurpose Display Unit (CMDU) for the Alenia Aeronautica C-27J and 
Lockheed Martin (LM) C-130J aircraft is a product of L-3 Displays, PN 9104000-603 
(also identified as Lockheed PN 697901-9). There are five (5) CMDUs per plane. 
These are Primary Flight Displays for the aircraft. 



CMDU 1 CMDU 2 CMDU 3 CMDU 4 CMDU 5 


.Itlfimctlon Display Units (CMDUs) 




L-3 Commmkatiom Integrated Systems Proprietary Information 
® 2011 L-3 Communications Integrated Systems LP, 


L3C0003961 
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October 3 1,20 11 


Honorable Michael B. Donley 
Secretary of the Air Force 
United States Department of the Air Force 
1670 Air Force Pentagon 
Washington, DC 20330- 1 670 

Dear Secretary Donley; 

As you may know, the Senate Armed Services Committee is conducting an investigation 
into counterfeit electronic parts in the Department of Defense’s (DOD) supply chain. During the 
course of its investigation, Committee staff has held two meetings with U.S. Air Force (USAF) 
personnel regarding suspect counterfeit electronic parts that are installed on aircral't flown by the 
USAF. 


During these meetings, Committee staff shared information collected during the 
investigation regarding suspect counterfeit parts that were installed on the C-27J and 0^1303, 
The suspect counterfeit electronic parts at issue originated witli a company in China, which sold 
them to an independent distributor in the U.S. That independent distributor sold the parts to L-3 
Communications Display Systems, which installed them on Color Multipurpose Display Units 
(CMDUs). More than 500 of those units were sold to both L-3 Communications Integrated 
Systems, the prime contractor on the C-27J, and Lockheed Marlin, the prime contractor to the C- 
130J. 


It became clear during the staffs meeting with the USAF that Committee staff had more 
information regarding this suspect counterfeit part than L-3 Communications and Lockheed 
Martin had provided to the USAF program offices. USAF personnel expressed surprise and 
disappointment that they had not been provided information they considered critical to judging 
the severity of the problem and making infonned decisions. 

The following infonnation about the suspect counterfeit became clear during the course 
of the meetings: 

• Pertinent information regarding the reliability and performance ofthe suspect counterfeit 
parts, including an independent test report showing the part to be “suspect counterfeit,” 
was not shared with the USAF by L-3 ComrauniGations or Lockheed Martin. 
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• Despite representations by Lockheed Martin and L-3 Communications Integrated 
Systems that there had been no increase to GMDU failures attributable to the suspect 
counterfeit part, according to the USAF, neilher of the contractors had reviewed 
sufficient data to come to that determination, 

• Lockheed Martin represented to the USAF that it had conducted six montits of 
“monitoring” of the CMDUs to determine whether the suspect counterfeit parts were 
causing increased failures. Data provided by Lockheed Martin to the Committee, 
however, showed that only approximately three months of limited data was reviewed. 

• Lockheed Martin told the USAF that the suspect counterfeit parts were “functionalfy 
compliant” to authentic genuine parts. The USAF was apparently not informed that the 
failure rate of the part tripled during acceptance and environmental stress testing. 

In addition to the failure to provide sufTicient infonnation on the parts, there was aI.so a 
concern about L-3 Communications’ failure to provide timely notification to the USAF about the 
parts in the C-27J, L-3 Displays, a division of L-3 Communications, learned of the problem in 
November 2010. Despite being a division of the same company that identified the problem, L-3 
integrated Systems has stated that it did not learn of the suspect counterfeit parts until September 
2011. As a result, L-3 did not notify the USAF that the over 30 display units with the suspect 
counterfeit parts had been installed on eight C-27Js, Including two C-27Js deployed to 
Afghanistan, until September 19, 201 1 (one day before the first Senate Armed Services 
Committee staff meeting with the USAF Program offices). 

At their most recent meeting, USAF personnel indicated to Committee staff that they 
intended to review the new infonnation provided by the Committee and assess a course of action 
with the contractors. Please inform the Committee by November 7, 201 1 regarding what actions 
the USAF is considering. 

If you have any questions or would like to discuss this request, please contact us or have 
your staff contact Armed Services Committee majority staff Ilona Cohen (202-224-5089) and 
Bryan Parker (202-224-8265) of the minority staff. Thank you for your prompt aitemion to this 

matter. 


Sincerely, 

John McCain Carl Levin ^ 

Ranking Member Chairman 
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OPPICE OF THE SECnETARf 


DEPARTMENT OF THE AIR FORCE 

WASHir^OTON DC 20330-1000 


BIG 22 2011 


SAF/LL 

1 160 Air Force Pent^on 
Washington, DC 20330-1 160 

The Honorable Carl Levin 
Chairman 

Committee on Armed Services 
United States Senate 
Washington, DC 20510-6050 

Dear Mr. Chairman: 

Thank you for your October 31, 201 1, letter to the Secretary of the Air Force regarding 
the suspect counterfeit parts on Air Force C-27J and C-130J aircralt. The Air Force Glares your 
concerns and is working quickly to correct the situation and prevent future recurrences. 

We are aggressively taking action to rectify the breakdowns in communication, remove 
the parts in question, audit the ffisociated supply chains, muJ ensure the responsible parties bear 
the financial burden of replacement. We believe these actions will help prevent future 
recurrence and set the tone of increased vigilance for our program offices and industry. 

First, we are taking steps to clearly define notification responsibilities and improve 
communication processes for our defense contractors. We are also working closely with the 
Defense Contract Management Agency to ensure the pro^am offices and industry communicate 
effectively. In addition, the L-3 Comm Executive Vice President has agreed to conduct more 
aggressive quality-assurance monitoring and take steps to improve communications with its 
subcontractors. Finally, the Air Force Service Acquisition Executive has discussed this issue 
mfo executives from both Lockheed-Martin and L-3 Comm, reviewed thecomiamicidioa 
short&lls that led to these parts entering the Air Force inventory, and provided dirKSt feedb^k 
on Air Force expectations. 

Additionally, the Air Force is removing all of the affected parts fiom the fleet and supply 
chain. While our engineers remain confident that the parts do not create flight safety risks, they 
arc concerned about long-term reliability and supply chain vulnerability. Thus, in addition to 
developing a responsive replacement strategy, our teams are also conducting an audit of the C- 
27J and C-I30J supply chains to ensure that no additional parts from suspect suppliers remain in 
the system. 

Finally, we have not yet finalized specific contract remediation actions, but the options 
under consideration include, but are not limited to, monetary withholds and/or extended 
warrarrties until all the parts are replaced. At this time, the prime contractors have agreed to 
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replace the parts ia question at no cost to the government. Our oonttaoting ofScers will work 
closely with our program managers to ensure the goventmenf s interests ate fiilly protected. 

We staiKi ready to assist your staff in obtaining any adthtional information diey require to 
support their investigation. A similar letter is being sent to your committee’s Ranking Member. 

Very respectfully, 



Director of Staff, Legislative Liaison 
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TAB 13 

(B 

communicatior» 


Display Systems 
1355 Bluegrass Lakes Parkway 
Alpharetta, GA 30004 

Telephone (770) 752-7000 Finance/Contracts Fax (770) 752-5516 


02 February 2010 
CL1 0-00000-01 50/dh 

Alenia Aeronautica 
Corso Marche 41 
10146 Turin 
Italy 

Attention: Francesco Bucci 

Procurement 
C-27J Program 

SUBJECT: NOTICE OF SUSPECT LATTICE COMPONENTS 


Dear Mr. Bucci: 

L-3 Communications Display Systems (L-3 DS) has recently discovered that it is in receipt of 
suspected counterfeit lattice components which may have affected the C27J CMDU XGA 
(P/N# 104000-603). Please see Attachment A notice. 

The serial numbers that may be affected are 4034 - 4073 (Qty 40). Shipments of the 
CMDU P/N# 104000-603 to Alenia occurred as foliows: 

January 2009 = 4034, 4035, 4036, 4037, 4038, 4039, 4040, 4041, 4042, 4043 
March 2009 = 4044, 4045, 4046, 4047, 4048, 4049, 4050, 4051, 4052, 4053 
May 2009 = 4054, 4055, 4056, 4057, 4058, 4059, 4060, 4061 , 4062, 4063 

July 2009 = 4064, 4065, 4066, 4067, 4068, 4069, 4070, 4071 , 4072 

August 2009 = 4073 

L-3 DS engineering has provided the following analysis regarding component failure: 

The component is used on both the Taxi CCA (L-3 DS Part# 104440-603) and the 
Graphics Processor CCA (L-3 DS Partit 104340-809). On the TAXi, the part is used 
to decode the TAXi data and generate the video. On the Graphics Processor, the 
part is used to biend the graphics with the TAXi. A faiiure of either part wouid result 
in video anomalies on the display. If total part failure occurred the display would 
produce a blank screen. L-3 DS engineering would like the opportunity to discuss 
with Alenia the affect this condition could have regarding a potential safety concern. 

L-3 DS needs to verify if the suspect component is in the delivered units and coordinate 
replacement of any components determined to be part of the suspect lot. L-3 DS would like 


"This technical data is controlled under the U.S. International Traffic in Arms Regulations (ITAR) and 
may not be exported to a Foreign Person, either in the U.S. or abroad, without the proper 
authorization by the U.S. Department of State." 



CL 1 0-00000-0 150/dh 
Page Two 
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to suggest that an L-3 DS team come to Italy to perform an inspection on the above listed 
units. 

In the event that this is an acceptable option; L-3 DS will formulate a plan that will include this 
on site inspection step. 

Please feel free to contact the undersigned if further information or clarification is required. 


Sincerely, 

Deborah K. Henning CJ 
Sr. Contracts Administrator 
Phone: jBBHHI 
E-mail: mmmi@L-3com.com 

Cc: L. Ream 

R. Hunt 
D. Parriott 

Attachment A - GIDEP Alert 


“This technical data is controlled under the U.S. International Traffic in Arms Regulations (ITAR) and 
may not be exported to a Foreign Person, either in the U.S. or abroad, without the proper 
authorization tjy the U.S. Department of State." 
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Distribution is not authorized outside of the GIDBP participant's organization. 

GOVERNMENT . INDUSTRY DATA EXCHANGE PROGRAM 

ALERT 

1, TJTtE (Class, Function. Type, etc.) 2. DOCUMENT NUMBER 

GG5-A-10-Q1 

Suspect Counterfeit, Microcircuit, In-System Programmable High Density PLD (dd-umm-yy) 

16 December 2009 

4. MANUFACTURER AND ADDRESS I S. PART NUMBER 6. NATIONAL STOCK NUMBER 

Lattice Semiconductor Coiporation AVAILABLE 

5555 N.E. Moore Court specifkatiwj a. 60 \^rnment part number 

Hitisboro, Oregon 97124-6421 USA NOT AVAILABLE NOT AVAILABLE 



11. MANUFACTURER’S POINT OF CONTACT 

Thomas J Lawler 

14. MFR. POC PHONE 


17. SUPPLIER ACTRESS 18. SUPPLIER CAGE 

NOT AVAILABLE NOT AVAILABLE 

19. PROBLEM DESCRIPTION I DISCUSSION / EFFECT 

L-3DS received a total of 3147 pieces ofHHHPjH from an independent distributor; All components were Lot Code 
A533B07, Componente were subjected t^ouiTterTeinnspection and analysis at art independent L-3 approved test fadiity with no 
obvious signs of suspect/counterfeit characteristics observed. 

During sub-tier re-tinning an unapproved etch process prompted L-3DS to contact Lattice Semiconductors Sales for OEM guidance. 

Lattice semiconductor, upon reviewing the data and pictures sent to them, observed inconsistencies vtrittr the part marking. The 
product tot ID A533B07 did not match their data base and the package bad<side did not have permanent laser markings for seal date 
and additional lot coding. 

L-3DS, in reviewing the attached Lattice letter (5 November 2009), has concluded that the components with Lot Code A533B07 
should be (»nsidered suspect. 

Note: The manufacturer identified in block 4 is the entity \^ose product may have been counterfeited. This reporting convention is 
necessary to facilitate GIDEP database searches for suspect counterfeit piquets and is by no means intended to imply that the 
manufacturer identified in block 4 is involved with the suspect product. 


20. ACTION TAKEN/PLANNED 

L-3DS notified its customer of the incident. Ail 3147 suspect parts have been recalled, quarantined (at L-3), and 
replaced with Known good components. Due to the elusive characteristics of this suspect component. L-3 has 
requested additional tests be included in the approved independent test facility screening process. 


16. SUPPLIER 

NOT AVAILABLE 



["X j REPLY ATTA 
I I NO REPLY 


23. ORIGINATOR ADDRESS/POINTOF CONTACT 

Mike Meo L-3Communications Display Systems 
1355 Bluegrass Lakes Pkwy 
Alpharetta GA, 30004 


Please refer to the complete distribution policy at the GIDEP member's website. 
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iilLattice 

» 2 a 22; Semteofiductor 
a«2i«>Corporadlofi 

November 5, 2009 


Robert T. Hunt 

Director, Quality Assurance 

L-3 Communications - Display Systems 

1355 Bluegrass Lakes Parkway 

Alpharetta, Georgia 30004-8458 


Subject: Lattice 


LotA533B07 


Dear Robert, 


In reviewing the data and pictures that was sent to us in the Oneida Research Services, Inc report 
U100188-000 GI.PDF, we observed a number of curious inconsistencies: 


1, This product lot ID code is from 1995, 14 years ago. This product lot ID code has the 1990 - 
1999 alpha numeric scheme. In 2000, Lattice changed our product lot ID code scheme. 


2. The product lot ID A533B07 does not match our manufacturing data base - there is a mismatch 
of product type and product lot ID. 

3. The product lot ID A533B07 represents the A die/foundry code for built in year 

1 995, during work week 33 at assembly/test site B and the Tj” lot built that work week. If this 
was a valid lot ID, lot A533B07 would have been manufactured in August 1995. 


This manufacturing date implied by the product lot ID code is before the 
was released. 


mask set 


The earliest H|[[H||| mask set 03 shipments was in November 199^itl^ngineering 
sample matenamarKeo with an ES mark designation. The earliest^mi^m 03 mask set 
production shipment was in March 1996. 

4. The package backside - the ejector pins, lack of permanent laser markings for seal date and 
additional lot coding and plastic surface features - does not match any of our suppliers. 


The pictures show that a Lattice ciask set 03 die is ir^^ackage that was not built by 

any Lattice assembly subcontracfor^W^iave no record of thisH|||||||||^H[| device lot. 

We request L-3 Communications, determine the source of thisBHBH 


Please let me know if you need any additional information. 


Regards, 

Thomas J Lawler 
Director, Quality Assurance 
Lattice Semiconductor Corporation 
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Defect 
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A>3;3J07 

Supplier 


S65^-1041|17IDec«| Unknown 
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TAB 14 


Counterfeit Parts History Card 


opined Ca$e Report, with Laities. 
Ref attached report. 




Siil^sa comptments were 
inaep««i«#% inspected for c^ence of 
SHSt^ctfsounterfEl ohafaoteriste by 
0(.ieBa RsssSrtSi, an L-3 aRtroved test 
f*«(»^.'.!*)'«vl<isnce was detected 
-tapteaMtig components. Ref attached 
report. 


Ctwipenarts were sccepted and •,.'-=n 
stiBdied based on screening information ' '''.t 
DfovWfd. ’■ ■ 
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commuracations 


TAB 15 


Display Systems 
1355 Bluegrass Lak^ Padnvay 
Alpharetta. GA 30004 

Telephone (770)752-7000 Finance/Contracts Fax (770)752-5516 


16 December 2010 
CL1 0-000-1 348/IWS 

Alenia North America 

1625 Eye Street NW, Suite 1200 

Washington, DC 20006 

Attention: David Hope 

Procurement 
C-27J Program 
Atenia North America 


SUBJECT: NOTIFICATION OF SUSPECT COMPONENTS - PART NUMBER 
U1 00582-000, 4MB 1C VRAM CHIP 

Dear Mr. Hope; 

L-3 Communications Display Systems (L-3 DS) recently identified a concern with the 
U1 00582-000 4MB 1C VRAM chip utilized in the Color Multipurpose Display Units (CMDU) 
display assemblies. The initial concern was discovered internally through a perceived 
increase of failures during testing of the display. Preliminary analysis by L-3 DS lead to the 
concern that the U1 00582-000 chip may have been tampered with, indicating the 
components are suspect, Additional testing by an external laboratory has confirmed the 
U100582-000 VRAM chip has been remarked. 

L-3 DS has taken the following actions concerning the U100582-000 VRAM chip with date 
code 813: 

• Containment 

o Initiation Of a purge of all internal stock for the 813 date code to prevent 
additional assemblies from being produced, 
o Stoppage of any additional shipments of units containing suspect U1 00582- 
000 components with an 813 date code. 

o Piease refer to the attached list for a complete detail of serial numbers that 
have shipped from L-3 DS with the U100582-000 VRAM chip with the 813 
date code. 

• The first receipt of the U1 00582-000 with the suspect date code was 
received 3/24/2009. 

« 98 units have shipped as new production after receipt of these 

components; possibly containing the suspect component. 


L3C0004826 
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Scope of Concern 

o Suspect parts were delivered to two (2) independent test facilities (SMT & . 
ORS) to complete counterfeit part analysis. 

» SMT confirmed the parts had multiple Indications that they have been 
tampered with; including blatadopping. 

« Parts have been confiimed as having the correct die, irrdicating 
the internal circuitry is correct for U100582-000. 

■ ORS testing was inconclusive as to the legitimacy of the parts, but 
confirmed that the components tested are U100582-000. 

• L-3 DS also completed de-encapsulation testing that confirmed the 
internal die matches that of a non-suspect date code. This indicates 
the parts in question are U1 00582-000 parts. 

o The OCM, Samsung, has been contacted for additional verification details of 
the U1 00582-000 part with the 813 date code. No response has been 
received. 

o L-3‘s supplier has been notified of the issue, and has provided support 
information concerning the exposure. 

■> L-3 received the parts from Global IC Trading Company, a component 

broker, 

‘ Globa! !C received these parts from Hongdark Electronic Trade. 

« Hongdark supplied 1 other component ourrenlly in assemblies, which 
L-3 is confirming. This component is not used in any Alenia 
assemblies. 

o The failure totals attributed to the U100582-000 has been assessed under 
those found internally at L-3 DS through our testing, and those found as a 
result of a customer/ field return. In an effort to avoid failures at the customer, 
L-3 DS completes 10Q% testing on all units. The values were determined 
through analysis of all CMDU's & MFCD's. 

» Internal Failures Corrected Through Screening; 141 (27%; 

Assemblies where U100582-000 was replaced after testing/ Units 
Shipped with Suspect Date Code) 

• Field Returned Failures: 1 (0,2%; Return Assemblies for U100582- 
000 Failure / Units Shipped with Suspect Date Code) 

o L-3 DS’ Safety Engineer has reviewed the conditions of this failure and 
provided the following information: 

« Identification of the original failure was by screening process, not by 
reduced performance reported or exhibited in the field. 

« No units that have failed the screening process were issued for 
installation or delivered to the customer. 

" The performance of the field units is not expected to change, nor are 
any new failure conditions or effects expected. 

• The failure modes that may be exhibited by the displays as related to 
a failure of the U1 00582-000 are; 

• Degraded visual imagery on the display 

• Blank screen/ Loss of display 

• BIT Failure (PBIT, GBIT, IBIT) 


L3C0004827 
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ThB potential rate of single and multiple failures remains consistent 
with the original safety assessments and FMECA. 

The failure modes are mitigated by redundancy of multiple 
reconfigurabte displays in the wrcrati. 


In summary, L-3 DS' initirt assessment is that the U100582-000 VRAM component with the 
813 date code are autherrtlc but have been tampered with for the purpose of remarking 
them. Based on this analysis, It is determined that the field failure of suspect components is ■ 
not anticipated to deviate from the current failure percentages, as a result of L-3 DS' internal ! 
testirrg. 


Attached is a list of suspect assemblies sNpped, should you require additional information 
or olarifloation regardirrg the above sut^ect sus pect component, p lease do not hesrtate to 
contact Chris Durre, Principal Quality Engineer, | 


or the undersigned at | 


Sincerely, 


4 ^- 




Michael Simmons 
Contracts Manager 


CC: i. Ream 

B. Nall 

C, Durre 


L3C0004828 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

14 High Brid^ Road. Sandy Hook, CT 06482 
Tei; 203 270-4700 • Fax; 203 270-4799 
www.smtcorp.c^ 


Sates Oniler# 
Customer 
Customer Part# 
Customer Lot # 
SMT p6 # 


Vendor Name 
Vendor/Lot# 
Date Received 
Manufacturer 
Cage Code 
Part Number 
Ascription 


Quantity Rac'd 
Quantity Tested 


Quantity Rejected 
Sampling 
LMCode 
Date Code 
inspector 
Ate~ 
Report iO 
Notes 


L-3 Communications 


FAILED ON CCA 
9995 


11/5/10 

SAMSUNG ELECTRONICS INC 
N/A 

______ 

Video RAM 
64 -Pin SOP 

2 


2 

100 %“' — 

"rmaioocb 

__ . - ____ 

Neil Schultz and Jason Romano 

November 9 , 2010 
______ 


Analysis Performed 




Visual Inspection 

Resistance to Solvents (RTS) & Scrape Test 
MFG Spec Sheet Comparison 
XRF Elemental Analysis 

Real-Time X-Ray Analysis 

Scanning Electron Micro scopy (SEM) Analysis 
Scanning Acoustic Microscopy (C-SAM) Analysis 
SoMerability Test 

Dyiiasoive Test 

Decapsulation & Die Microscopy 


[ Initia 


NS/JR 

NS/JR 

11/5/10 

11/5/10 

NS/JR 

11/5/10 

NS/JR 

11/7/10 

NS/JR 

11/7/10 









NS/JR 

11/9/10 



SMT Corp. Report ID: 00003485 Novembers, 2010 Page 1 of 15 

F824-01 Rev.5 9/22/10 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer SAMSUNG ELECTRONICS INC 

Part Number KM4 2 16C2 5 8G5 0 

Date Code: 0813 Lot Code: RMAIOOCB 






Suspect Counterfeit? 

NS/JR 

11/9/10 

YES 


SUMMARY 


Multiple abnormalities were detected while testing these components. Some 
package measurements do not match the specifications found in the 
manufacturer datasheet. Foreign material was found on the top surface of one 
sample. The other sample's part markings are red. The top surface mold cavities 
of both samples and the bottom mold cavities of one sample were found to 
contain the same texture as the rest of the component surface, which is an 
indication of blacktopping. Variations in color and texture were found along the 
package edge which is further evidence of blacktopping. The bottom surface of 
one sample exhibits markings while the other sample does not. The condition of 
the leads is difficult to determine due to the excess solder remaining from having 
been pulled from a PCB for analysis. Testing these components for marking 
permanency with acetone lifted a large amount of black material, revealing fine 
scratches in the original surface and confirming these parts are blacktopped. 
Based on these abnormalities these components have failed inspection and are 
not considered to be factory original parts. 


SMTCorp. 

F824-01 Rev.6 9C3/10 


Report ID: 00003485 Novembers, 2010 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer: SAMSUNG ELECTRONICS INC 

Part Number: KM4216C258G50 

Date Code: 0813 Lot Code: RMAIOOCB 


VISUAL INSPECTION 


YES 

NO 

N/A 

Leads 

X 



Corrosion or tarnish on pins 

X 



Pins have dissimilar gloss, shine, color, or texture 


X 


Pin surface is inconsistent with date code 

X 



Dirty pins or leads 


X 


Dents in leads indicate used parts 

X 



Excess solder on leads indicates used parts 



X 

Leads are tinned 



X 

Leads/Balls are refurbished 



X 

Gold leads have been tinned 

Top Surface 

X 



Parts appear to be blacktopped and remarked 


X 


Surface cracks 

X 



Directional scratches on top surface of part 


Markings 



X 


Part numbers are blurry 

X 



Inconsistent part marking font, color, or placement 


X 


Inconsistent date and lot codes in the package 


X 


Inconsistent country of origin within date/lot code 

X 



Top and bottom markings are inconsistent 

X 



Colored dots or ink marks on component top 


Component Case 



X 


Top and bottom color inconsistent 


X 


Tool pull marks 


X 


Heat sink witness marks 


X 


Burn marks 



X 

Parts in package not all facing the same way 


X 


Glue or adhesive 


X 


Circles on part bottoms are inconsistent 







X 

Part does not match known good part 


SMTCorp. 

F824-01 Re¥.6 9/23/10 


Report ID: 00003485 November 9, 2010 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer; SAMSUHG ELECTRONICS INC 
Part Number: KM4216C258G50 

Date Code: 0813 Lot Code: RMAIOOCT 



PART PHOTOGRAPHY 


The top surface mold cavitj- is barely able to be seen and contains the same texture as the 


rest of the component surface. 


Report ID: 00003485 November 9, 2010 


Rev.6 9/23/10 




163 



COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer: SAMSUNG ELECTRONICS INC 

Part Number: KM42X6C258G50 

Date Code; 0813 Lot Code: RMAIOOCB 



I lie part markings are red. The lop surface moH dimple texture maSches the rest of the 
component su rface. The Pin-1 dim pl e is a different size than that of the fi r st sample. 



A variation in color and texture was found along the package edges. The condttion of the leads fe 

unable to be determined due to the excess solder that exists on them. 


SMT Corp. 

F824-01 Rev,6 9/23/10 


Report ID: 00003485 November 9, 2010 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer SAMSUNG ELECTRONICS INC 

Part Number: KM4216C258G50 

Date Code: 0813 Lot Code: RMAIOOCB 


RESISTANCE TO SOLVENTS & SCRAPE TEST 



FAIL 

N/A 

wipe test with: 

X 



3:1 Mineral Spirits/Alcohol Solution 


X 


Acetone 



X 

Scrape Test 
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COMPONENT INSPECTION ANALYSIS 

*00003485 

Manufacturer SAMSUNG ELECTRONICS INC 

Part Number; KM4216C258GS0 

Date Code: 0813 Lot Code: RMAIOOCB 


fcstiiin lor murivinn pcrmancncj lilted a large amount ol iid color from the part 

markings. 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer. -SAMSUNG ELECTRONICS IHC 

Part Number: KM4216G25SG50 

Date Code: 0813 Lot Code: RMAIOOCB 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer SAMSUNG ELECTRONICS INC 

Part Number KM4216C258G50 

Date Code: 0813 Lot Code: RMAIOOCB 


XRF ELEMENTAL ANALYSIS 

XRF test results 

“YEF^'^^JO^Tlwr^arameter: 

! ^ ! RoHS compliant sam ples m e et re qui re ments 

>.RAV itM. 

08le.1j!S‘30t« 



mn 

fmgOONCCA 








Report ID: 00003485 November 9, 2010 


SMT Corp. 
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COMPONENT INSPECTiON ANALYSIS 

* 00003485 * 

Manufacturer SAMSUNG ELECTRONICS INC 

Part Number: KM4216C258G50 

Date Code; 0813 Lot Code; RMAIOOCB 



Pb lIppJR} 


1000000 


4lOSS6j 

47067&I 

3?0S3lj 




L69 





COMPONENT INSPECTION ANALYSIS 

"00003485 

Manufacturer: SAMSUNG ELECTRONICS INC 

PartNumter; KM4216C258G5 0 

Date Code: 0813 Lot Code: RMftlOOCB 


REAL-TIME X-RAY ANALYSIS 


Check for; 


Extraneous matter (die attach, burrs, ball bonds; 


Die attach incorrect (voids traverse 


Broken bond w/ires or missing bonds 


Taut bond wires 


Bond wires touch each other or case 


Consistency within 


Bond wire gauge 


Die size and placement 


Rev,6 9/23/10 


Report ID: 00003485 November 9, 2010 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer SMSUNG ELECTRONICS INC 

Part Number: KM4216C258G50 

Date Code: 0813 Lot Code: RMAIOOCB 



171 



COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer SAMSUNG ELECTRONICS INC 

Part Number: KM42I6C258G50 

Date Code; 0813 Lot Code: RMAIOOCB 


DECAPSULATION 


N/A 

Recipe for decapsulation: 

Notes 


Acid: 

X 1 HNO3 

1 X j H2SO4 


Ratio of mixture 

9:1 


Temperature (“C): 

100 


Time (seconds); 

60 


Mode; 

X 1 Pulse 

1 1 Vortex 


Flow (ml per minute); 

3 


Rinse (seconds): 

3 



Sample 2 


SMTCorp. 

F824-01 Rev.6 9/23/10 


Report ID: 00003485 November 9. 2010 
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COMPONENT INSPECTION ANALYSIS 

* 00003485 * 

Manufacturer SAMSUNG ELECTRONICS INC 

Part Number: KM4216C258G50 

Date Code: 0813 Lot Code: RMAIOOCB 


DIE MICROSCOPY 


Look for; 

Notes: 

Are die consistent between samples? 

Yes 

Part Number: 

¥42X60256 

Date: 

1993 


Samsung 





Sample 2 



SMTCorp. 

F824-01 Rev.6 9Q3/10 
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COMPONENT iNSPECTION ANALYSIS 

* 00003485 * 

Manufacturer SAMSUNG ELECTRONICS INC 

Part Number: KM4216C258G50 

Date Code: 0813 Lot Code: RMAIOOCB 


DISCLAIMER: SMT Corp. performs analysis work as a technical service to 
its customers and extends every effort to report reliable data and an 
accurate interpretation thereof. However, SMT Corp. agrees only to apply 
Its best professional effort to any work performed. NO WARRANTY IS 
EXPRESSED OR IMPLIED REGARDING RESULTS OBTAINED. 



SMT Corp. 

F824-01 Rev,6 923/10 


Report ID: 0{X)03485 November 9, 2010 
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TAB 17 

Distribution is not authorized outside of 1±ie GIDEP participant's organization. 


GOVERNMENT • INDUSTRY DATA EXCHANGE PROGRAM 

W ALERT 

1. TITLE (Class, Function, Type, efc-l 


2. DOCUMENT NUMBER 

GG5-A-11-001 

Suspect Counterfeit, Microcircuit, 256K x 16 Bit CMOS Vtdeo RAM 

3. DATE (MLMMM-VXI 

20 December 2010 

A. MANUFACTURER AND ADDRESS 

Samsung Semiconductor Inc. 

6. PART NUMBER 

KM4216C258G-50 

6. NATIONAL STOCK NUMBER 

Not Available 


7. SPECIFICATION 

Not Available 

8. GOVERNMENT PART NUMBER 

Not Available 


9. LOT DATE CODE START 

0813 

10. LOT DATE CODE END 

0813 

11. MANUFACTURER’S POINT OF CONTACT 

Not Applicable 


13. MANUFACTURER'S FAX 

Not Applicable 

14. MFR. POC PHONE 

Not Applicable 

1S. MANUFACTURER'S E-MAIL 

Not Applicable 

1$. SUPPLIER 

Withheld 

17. SUPPLIER ADDRESS 

Withheld 

18. SUPPLIER CAGE 

Withheld 

1S. PROBLEM DESCRIPTION / DISCUSSION / EFFECT 


L-3DS received a total of 1 0,055 pieces of KM421 6C258G-50 from an independent distributor (KM421 6C258G-50 is 
obsolete and not available from an authorized distributor); All components were Date Code 081 3. Components were 
subjected to counterfeit inspection and analysis at an independent t-3 approved test facility with no ob\nous signs of 
suspect/counterfeit characteristics observed. 

High failure rate during testing prompted L-3DS to conduct further testing. New suspect components with data code 
081 3 were sent to a different L-3 approved test facility, which detected multiple abnormalities during testing (full report 
attached). Based on these abnormalities components with date code 0813 have failed inspection and are not 
considered to be factory original parts. 


Note: T/ie manufacturer identiffed In block 4 is the entity whose product may have been counterfeited. This 
reporting convention is necessary to facilitate GIDEP database searches for suspect counterfeit products and 
is by no means intended to imply that the manufacturer identified In block 4 is Involved with the suspect 
product. 

20, Acfl'oN TAKEN/PLANNEO ^ ~ ~ 

All components with the 813 date code have been quarantined at L-3’s facility. Ail parties that have received 
the suspect components from 1-3 Display Systems have been contacted regarding the suspect components. In 
addition, L-3 will replace ail suspect components supplied In fielded units through a process of attrition. 


21. DATE MFR. NOTIFIED/ 
SUPPLIER NOTIFIED 

Not Applicable 

22. MFR/SUPPLIER RESPONSE 

1 ''] RB»Ly ATTACHED 

Not Applicable 

[ 1 NO REPLY 

24. GIDEP REPRESENTATIVE 

1 Mike Meo 



GIDEP Form 97-2 (September 2009) 


23. ORIGINATOR ADDRESS/POINT OF CONTACT 


Mike Meo, L-3 Communications Display Systems 

1355 Bluegrass Lakes Pkwy 

Alpharetta. GA 30004 ______ 


26. DATE 


15 Dec. 2010 


Please refer to the coitplete distribution policy at the GIDEP member's w^site. 


L3C0002438 
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ufu/m 


L-3 has found a reptocement part 
that is not obsolete. 


the die number, ic^. and dale 
match a confimwj date axJe. 


TAB 18 


Coynterfeit Parts History Cord 


L-3DS teceiwd a total of 10,055 pieces 
of KM^1SC25aG-50 frmn an 
iitoepeodent distributor 
(KM42t6C25SG-50 Is obsotot© and not 
available from an authorize 
dsstnputor). Ail of toe osm^nents were 
dale code 613. A sample of 2 
components was deliv©r^ to an 
nidepenUent L-3 «f.»pioved lest faciiUy 
with no obvious s^ns of 
suspect/countertor! charaaerislics 
obserwd m March of 2K>9. 


Ail parts With the 813 date code are 
considered to be suspect for 
counterfeit tampering, and have 
been quarantined within the fVIRB 


During productlort testmg in November 
of 2010, a h^h faSure rat© at ambient 
twiperatum p«Hi>pted L-^DS to 
conduct torther testing. Another sampte 
of die 81 3 date <tode parts were sent to 
3 diffisfent ].>3 ajippved test facilKy. 
Muffipie abnorma^es during losHng 
were reported: 

• R<K®h surface In the pn one 
location and lop surface mold 


on the side of the VRAM, 
Material was removed wHh 
acelrme. 


The sarnies were confirmed to have 


Typs "UrAnowti "lii BeUi if infer mjrtton bunaw^aWs, •N/A" if InfomiaUaK is na«i*.*(:^ikeble 
1-3 Intranet / MateHal Management / Teams / Cotinterfelt Parts / CPH Cards 

CWC-SttvJ P^e i of 1 HltrCPHC^toll-OOl 


L3C0002881 
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TAB 19 



Summary Assemblies coniaining a suspect counterfeit part, U!00S82*000. were delivered to Lockheed Martin. 


Supplier 


Site Code 
Supplier Part Number 
Manufacturer Part Number 
Generated from Module 
Sequence Number 
Drawing Number 
Drawing Revision 
End Use Part / Model Number 


Commodity Code 
Part Criticality Code 


Location Code 



Factory 



Date Response Due 12/8/2010 



Date Response Received 12/13/2010 8:41:41 AM 

Customer 


Date Extended 3/24/2011 

Date Identified 


Buyer 

Lot Quantity 


Author dune c 

Inspected 


Date Created 1 1/29/2010 2:41:28 PM 

Nonconforming 


Date Revised 8/19/2011 7:16:38 AM 

Lot Code 


Revised By lybargcr 

Planner 


Revision 30 

Program 


PO Number 

End Item Serial Number 


Line 

Repeat Discrepancy F 


Work Order 

Product Group 


Work Center 

Product Sub Group 


FRACAS identiner 

Customer Due Date 


Customer C A Number 

Date Submitted To Customer 


Contract 



Project 

Priority Rating 


Work Supervisor 

Module 

Document Number Is Master 


Part Number 

Description 

Part Revision 


Date Discrepancy 
Date Cause/CA 
Date Approved 


2/27/2011 12:51:48 PM 
2/27/2011 12:51:52 PM 
3/21/201 1 1 1:35:55 AM 


Dale Follow Up 
Date Closed 


7/25/20n 2-10:28 PM 
8/19/2011 7:16:38 AM 


9/i6/20n 11:29:38 AM 


Page 1 of 4 
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Revised By durre c 
D2 Problem Defined T 
Discrepancy^'C^scriptJun. 


Category Code 

Chris EHirrc 


Process Code 

Date Revised 11/29/2010 3:07:19 PM 

Revision 3 


Dunng testing, L-3 identined that the U 100582-000 VRAM chip with the 813 date code. The components were 
sent out for testing by an independent lab, and were found to suspect counterfeit. Refer to the attached report 
for additional dctails. 


Cusiomer discrcpency as reported on CAR 1 5444 is as follows; 

L-3 Display Systems SDL SD00387 indicates an issue with a purchased part, the Samsung U 1 00582-000 4MB 
1C VRAM chip (date code 8 ) 3) utilized in the Graphics processor board that goes into both the - 1 1 & - 1 3 
CMDUs and the -13 MTCD. Additional testing by an external laboratory has confirmed the U 100582-000 
VRAM chip has been remarked. Pans arc suspect to be counterfeit. L3 indicated the pans were purchased from 
an L3 Corporate approved sourcc/distribuior with receipts beginning in March 2009. The distributor Global 1C is 
not an approved OCM distributor per Para C in above requirement. Additional testing by an external laboratory 
has confinned the U 100582-000 VRAM chip has been remarked- Pans arc suspect to be counterfeit. This is the 
second occurancc of counterfeit pans from Global 1C via Hongdark ref. CAR 13554 4 Nov 2009 for the Lattice 
chip. 



Shipment of all umta was stopped until <he problem could be evaluated funber. 



Containment Implemented T Containment Performed By durre c 

Date Containment Complete ! 1/29/2010 3 07T9 PM Date Containment Due 1 1/29/2010 2:4 1 :38 PM 



All assemblies within L-3 display systems containing ibc suspect UJ00582-000 VRAM were stopped frmn shippmg KCN 
57322 was implemented to rework the assemblies with the U10G5.38-OOI VRAM chip, which is available from Oic OCM 

A supplier disclosure letter was gcnciiiicd and submitted to Lockheed Martin containing a list of serial nuirrbcrs that riiay 
contain iKe U 100582-000 VRAM. Refer to the attachment for additional details. 

9/16/2011 11:29:38 AM Page 2 of 4 
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Cause Code VO 1 Supplier Induced 
Corrective Action Code HCN ECN to be generated. 

Revised By durre c ChrisDurre Date Revised 2/26/2011 7:51:54 AM 

Action Due Revision S 

Detail Task Planning Required for this line item? F 

Preventative Action T Corrective Action T 

ni Root ( aust \naivsjs ' ' Z ‘ ~ '' r 

Supplier Induced 

Counterfeit parts were not pulled ftorn stock previously durtog tailke chip • Octerroine the source, and implement a process for reacting to 
issues. Include the requifemeni for disclosure of the source in the QA clause. 

Parts were approved for usage - Small sample si7e, end policy allows us to accept a large lot based on a small sample size 
l.ybarger 

During the investigation several areas of concern were delected: 

■ Supplier (Global IC) supplied parts procured from a source known to have provided counterfeit parts in the past. 

■ Global 1C did not test pans prior to shipping them to Oneida Research Labs for testing. 

• A date code sample was slsected by Global IC and sent to ORS for independent testing and found to be acceptable by 
them. 



ECN to be gencraied. 


tCN 57322 has been initiated to charsgc the VRAM chip on the part lo an alternate (U100538-001), and to increase the C/S level of the 
units. Pending a response from Lockheed. L'3 will replace theUI00582-000uniuoBar» aitricion basis through tiieeffectiviiy date on ECN 
57322. 

If attnfion is not accepted as a response, L-3 rrrodify all units through return from the field. 

Lybarger 

• Global IC has been Disapproved as a vendor for Display Systems and the corporate counterfeit parts team has been 
noiificd of the latest issue. 

• Testing will require the supplier to send the entire order fo testing and the test house will select the sample 

• ORS will no longer be considered for testing. Future testing will be conducted by SMT Corp. 



Modify ENG 010-049 to incorporate changes in sample size, as well as testing requirements Update QA I22-305A clause 30.0 to 
communicate the change in requirements to the supply base. 


Lybarger 

Quality clause 30.0 is being rewrinen to address vendor QMS requirements for counterfeit parts mitigation. Until QA 1 22- 
305A is revised QAB 609 is in effect, sec anached. 


RCADeHned T RCA Performed By lybarger Date RCA Defined 12/13/20108:41:29 AM 


PCA Defined T PCA Performed By lybarger Date PCA Defined 12/13/2010 8:41:30 AM 



\\edmund\company\iSO9001\QAB\QABs\1207i0_609.pdf 



9/16/2011 11:29:38 AM 
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Rev 

Responsible 


Approved By 

Date/Time Approved N/A 

A 

CAC 




C 

CAC 




D 

CAC 

Ivfaareer 

Ron Lybarger 

3/21/2011 11:35:55 AM 

A 

durre c 




C 

dune c 

durre c 

Chris Durre 

2/26/201 1 7:52:01 AM 

D 

durre c 

durre c 

Chris Dune 

3/21/201! 10:56:00 AM 

Approval C ornment 










Effcctivity 


Reinspection Results 

Follow Up 

Date 3/21/2011 


On Hand 

Date Action Due 7/15/2011 

Quantity 


Accepted 

Date Verified 7/25/201! 

Unit 


Discrepant 

Verified By pawar d 





Verified T 

1 oitov«tip ( 

fcNGOiO-O' 

omincnts •* »_ ^ •. • • . 'u 7.^ \ 

.)t'-v it 'cl for Circulation or 6'IQ/ 1 

PCA Effcctivity Verified T 


PCA Verified By pawar d 

Date PCA Verified 7/25/2011 






Effectiveness Verified T 

Effectiveness Verified By pawar^d 

Date Effectiveness Verified 7/25/201 i 



Uii KimsiiIIU lybargcr Ron Lybarger 


Team Recognized T Recognition Performed By lybargcr 


Date Recognition Complete 7/2S/20! 1 


9/16/2011 1I;29;38AM 


Page 4 of 4 
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TAB 20 


0 

communications 

Integrated Systems 


7500 MMhr Road (76705-1647) 
P.O. Box 154560 
Waco, Texas 76715-4580 
PBone: (254) 867-7868 


19 September 2011 
11-KAK-125415 

Department of the Air Force 
866 AESG/JCA 

2275 D Street Bldg 16, Rm 149 
Wright Patterson AFB, OH 45433-7239 

Attention: Mr^ame^^ighty^ontracta Officer 

email: ||||[|[[|^||||||||||||||mr 

Subject: Contract W58RGZ-07-D-0099, Notification of Suspect Electronic Components 


Dear Mr. Leighty: 

L-3 Communications Integrated Systems (L-3/IS) has been notified today by its major 
subcontractor and supplier, Alenia Aeronautics, SpA, of the inclusion of suspect electronic 
components in several avionics items within the Joint Cargo Aircraft C-27J hardware previously 
delivered to the Government. These involve the Bus Adapter Unit (BAU) Type I provided to 
Alenia by Goodrich and the Color Multipurpose Display Units (CMDUs) provided to Alenia by L- 
3 Displays. This information has been received as part of ongoing dialogues and discussions 
related to queries from the SPO and other US Government agencies in the past week. The 
details as we know them are as provided below. 

Bus Adapter unit fBAUl Type I (Goodrich Part Number 30106-01) 

Alenia Aeronautica has reported to L-3 Communication Integrated Systems that it was notified 
by Goodrich of suspect unapproved parts in several of the Type I BAU in August 2009. 

Although Alenia issued internal instructions to locate the affected BAU serial numbers and to 
return them to Goodrich, these parts were not retrieved prior to the delivery of the C-27J aircraft 
to L-3 Communication Integrated Systems and subsequently to the Government. Before 19 
September 201 1 , no notification of this issue in the C-27J program has ever been provided by 
Alenia to L-3 Communications Integrated Systems nor, to the best of Alenia's knowledge, to the 
US Government. 

Goodrich communications indicated that the use of the suspect parts would not constitute a 
safety issue. Alenia performed an engineering assessment of the nonconformity configuration 
as installed on C-27J and determined that there is no safety of flight issue associated with this 
discrepancy, and that no critical failure modes which would compromise the safe operation of 
the aircraft have been identified (i.e., there are no catastrophic hazards associated to a failure of 
the Bus Adapter Unit Type I). Alenia believes that this conclusion is consistent with the 
engineering analysis performed by Goodrich. 
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Goodrich advised that the affected BAUs can be recalled for reworWrepiacement/repair at the 
Government’s convenience, A Service Bulletin is being prepared by Alenia to provide directions 
for this removal and processing of the affected BAUs. The details of the release dates and 
processing will be coordinated with the Government to minimize disruption to the JCA C-27J 
fleet operations. 

Color Multipurpose Display Units (CMDUl L-3 Part Number 104000-603 

in December 2010, L-3 Display Systems issued a formal Alert via the Government Industry Date 
Exchange Program (GIDEP) for a series of Samsung 4 MegaByte Integrated Circuit Video 
Random Access Memory (VRAM) chips used in CMDUs and Multi-Function Control Displays 
(MFCDs) installed on the Alenia C-27J and other aircraft. 

The initial issue was discovered internally in L-3 Displays through a perceived increase of 
failures during testing of the displays. Subsequent detailed investigation and additional testing 
Imposed by L-3 Displays and performed by external laboratories confirmed that in numerous 
instances the VRAM chips had been remarked. This vras traced to a single lot code. 

A failure assessment was performed, and safety assessments of the results ensure that no 
reduced performance has been reported or exhibited in the field operation. The types of failure 
possible from failures of the VRAM chips include degraded visual imagery on the display or 
blank screen/loss of the display. No CMDU components that failed the L-3 Displays internal 
screening process were ever issued for installation or delivery to Alenia Aeronautica or any 
other customer. 

In the same month, L-3 Displays notified Alenia that It had identified a series of suspect 
electronic component installations involving CMDUs previously delivered for the Alenia C-27J 
aircraft program. The occurrence of the suspect part included neariy 100 CMDUs delivered to 
Alenia Aeronautica for use in the C-27J product line, which includes aircraft, spares, flight 
simulator and test rig units. 

Alenia performed engineering/safety assessment using all available information and test results 
provided by L-3 Displays and concluded that no inspection on the suspect assembly was 
necessary. Also, no recall action on the items was requested by L-3 Displays. No Service 
Bulletin was issued by Alenia Aeronautica, since no recall was requested. Prior to 19 
September 201 1 , no notification was ever made to L-3 Communications Integrated Systems nor 
to the US Government regarding the suspect items in the L-3 Displays CMDU delivered for the 
C-27J program. 

Monitoring in services CMDUs was performed and no relevant changes in failure percentages 
were noticed (the failure rate of CMDUs in operation has remained unchanged). 

The table below identifies the serial numbers of the CMDUs containing the suspect VRAM chip 
that are installed on, or intended for use in, the US Government JCA C-27J program. This 
information reflects what was installed on each aircraft at the time of delivery to L-3 
Communications Integrated Systems. There have been very few changes to the installed 
configurations since delivery to the US Government. 
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CMDU Serial 
Number 

Installed on 
C-27J Aircraft 

4093 

Spare Part 

4106 

USAF8 

4044 

USAF3 

4045 

USAF3 

4049 

USAF3 

4053 

USAF3 

4054 

USAF4 

4060 

USAF4 

4061 

USAF4 

4062 

USAF4 

4074 

USAF 10 

4076 

USAF7 

4077 

USAF 7 

4079 

USAF 6 

4081 

USAF 8 

4082 

USAF 10 

4083 

USAF 8 

4085 

USAF 10 

4086 

USAF 7 

4087 

USAF 10 

4088 

USAF 10 

4091 

USAF 7 

4092 

USAF 7 

4100 

USAF 6 

4101 

USAF 6 

4102 

USAF 6 

4104 

USAF 8 

4105 

USAF 6 

4121 

USAF 11 

4122 

USAF 11 

4123 

USAF 9 

4126 

USAF 9 

4127 

USAF 9 

4128 

USAF 9 

4130 

USAF 9 

4137 

USAF 11 

4139 

USAF 11 

4140 

USAF 11 
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We are working to determine more of the exact details regarding this issue and will provide 
additional dialogue and materials to the C -27J SPO in the near futureFo^uestions regarding 
this matter, please contact Greg Bruich at ^■■■■'e-mail iH|j||^^k3£S!Ilcsm. For 
contractuaUorrespondence, please contact Kimberly Kachura at ■■■■^Bs-mall 
HHUBllHIfeitS^nvcgrn. 


Sincerely, 

L-3 Communications 
Integrated Systems 
Platform Integration Division 

Kimberly Kachura 
Contracts Manager 
C-27J Programs 
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TAB 21 



Stds^ct: L-3 displ^ mfo 

Attachments: !n^jecik>nPics.pd^ Rec_7249_7326.pclf; Rec_74K.pd^ ins|^cti<^PIcs.pd^ FRM7402- 


BJfispection_lJlstpdf: FRM7402-B_lnspection_Li5t_Cover.pcH^ FRM7402 

_PRxluct Reoeivtna_Repofl Cwerpd^ FRM7402_Product_Recei\«ngLReport.pdft CAR_ 

48.pdf 


Greetings- 

R-st, I wcHjId like to apotogize fcs* this untortimate situation. Per our ccmvefsatton eafim today 'm have attadied tv^ 
receiving rep(»1s along vnth ln^>edii^ f^otos tor yc^ p/n U1(K}582-000 that we received. The visual inspection {^ttcess 
tollows IDEA ST0101QA and <Hir inspecti<m process has evolved as follosvs: 


8<2{K)8 Imf^nenfed in4KHi^ X-Ray and Decapsulation and detailed inspection - no sample quantity requirements unless 
^^ecftied by »istomer; Inspector discretion 

6- 2009 te^ inspected ctotoined IDEA ICE 3000 certification 

11-^309 Implen^ted Samplti^ Plan that requires 100% visual inspection of package and product inspedion per 
Sam^^i^ Chart {attach^). 

8-2010 Chan^ Sampitog Plan to reflect new sampling quantities based on supplier approval level 
1 1-2(K39 Cf^r^d Receiver/Inspection report to Include sampling quantities 

7- 2010 Clanged Receiv^/lnsf^cticm report ar>d process to indude a pass/fall at every step of inspect which indtK^ 
the in^r^s name (attached). 

7-2010 Changed L-3 inspection enteria (all facilities) to indude 100% microscope inspection 

The n^ne of our supfidier is H(mgdai1< Bectrortic Trade in Ch^. The vast industry references checked our purcha^r^ 

sfeff revealed multiple pr^tive cc^nments and solid references rnduding 2 ftx^ other IDEA members and zero negative 
referefKies whidt our process allows tor a proviskmal sillier. 

Per our SCAR # 48 (attached) issued cm 1 2^/09 we disqualified this sillier. That said, this supplier is in fact toe same 
supptier tor your p/n U100188^}00. AH of toe purchases made for the parts listed above were made (Mior to the 
disqualification of toe supplier. AH product from this supplier passed our visual, X-ray. and decap as well as the third party 
insp^:tion done by Oneida. 


FiHlher aft^ a review of Display's sdes htst<^ we feel it is cxir resptmsiblitty to share than we found one other part toat 
we puixtoased from tois sun^lier In October of 2009, (89 pcs of your p/n U100802-000) on your PO A99032. ^ain, this 
product went torough toe same process that ail product goes through tor Displays (Global iC Trading Group v^l. X-ray, 
and decap as vrell as ind^>^(dent inspection from Ondda). 


Frmi our conversation tois morning, we did sense your frustration wito Global IC Trading Group not sharing supplier 
infcHmation. Please underst^ tiiat tois is usucdly not sometotng toat independent distributi»s partidpate in. Hovrever, we 
wanted to gatoer di toe information and present alt toe data accurately. Our intention was in no way meant to be 
misieadtog lackir^ integrity. 


Rnti Meyers 
Global IC Tradtog Grcn^ 
26051 Merit Circle #106 
La^ma Hills CA 92653 



ANSI/ESD S20.20 Certified 
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etosAL c imimm group 

26051 MBri?a«je. #108 
Laguna His, Mifonija 92653 
Ptona 949.421.1140 
Fa* 949.4211151 
vws.gic^.awj 


Via 


June 24, 201 i 


TAB 22 


Ilona R. Colien 
Counsel 

U,S. SenalB Anned Services Committee 
22S Russell Senate Office Building 
Washittj^on, D.C. 205 1 0 


Re: Response lo U.S. Senate Armed Services Committee tetter dated June 7, 20 1 1 


Dear Ms. Cohen 

Pursuant to the letter dated June 7, 20 1 i from the U.S. Senate Armed Services Committee 
requesting infortnation and documents regarding counterfeit electronic parts entering the DOD 
supply chain, we have enclosed on two separate thumb drives (one for tlie majority and one for 
the roinority) a total of 8 1 7 pages (excluding this cover letter) as follows: 

Question 1 - ptiges I -396 
Question 2 - pages 397 - 746 
Question 3 - pages 747-813 

We hope that this information is useful in your investigation. Global !C Trading Group has been 
in business for 1 1 years and we have witnessed the counterfeit problem grow rapidly. As you can 
see, our company has been the victim of suspect material, and we have taken great strides to 
improve our proces.ses and avoid suspect material entering the supply chain. 

Since joining the IDEA organization in May of 2009, vve have learned a great deal from mtr 
competitors/fellow IDEA members in detection methods and best practices. Ws will continue (o 
improve in all aspects of our business and maintain our status of a preferred independent 
distributor in our industry. 



GlotsallC Trading Group 


enclosure 
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TAB 23 


i C£5v.tCT-cuT 

_A.-v R-fR HHQDi 
DANt£l K ARAKft. HAWAII 
f “FNlAMlNnaSOH NtPKASKA 
jMWrOK M^OtVa 
fti V uA5M.t V AIvSf 
rOiO-AlXi 

^^,Y R >iAs>A’. ««« ?■.% 

■KHsMu.!> «lA}k.\ 

JCF WANfn N l.l WC6T VHKtlt.'A 
fA'.lt S«AH£E\ Sil-rt HAVPbH “t 
> ( 5 lUeBASC' MW 10P> 

Af'-'.'-t 1) I A*e?^r>Ai .U'.Mcr V r 


JO«% M CATS A«'?0'« 
lAMFA ht imon OtliAHOUA 

jm sepssoNS. axaiimia 
sA^ayCHAMUi^ nccwisu 
HOaiRr WSCKM AKSS^HW 

scott p ms-m MASSAmisrns 

P>3PCftrMAK OHIO 
^riiyA>ui}C 
SUSAN M. CCUIHS, 

LINRSfy CHAMAM, S(H)li«CAlnXtHA 
J-VH^CCRS^t ttxAS 
t'A. f)Vim«.ltJOlSM«* 


lanited States derate 

COMMITTEE ON ARMED SERVICES 
WASHINeTON, OC 20 B 10 - 6060 : 


(' ;««& B rVBOOJS Ff tSiiFtCTOft 
rJA< JM A'OkPlAS Mi’.,"fi!’'FS!AFF tJsFFFCtOS 


October 20, 2011 


Mr. Charlie Bae 
President and CEO 
Samsung Semiconductor, Inc. 

3655 N, First Street 
San Jose, California 95134 

Dear Mr. Bae; 

Counterfeit electronic parts in the Department of Defense’s (DOD) supply chain pose a risk 
to our national security, the reliability of our weapons systems, and the safety of our military men 
and women. Government and industry share a common interest in ensuring that the DOD supply 
chain is free from these parts. As part of an inquiry by the Senate Armed Services Committee into 
suspect counterfeit electronic parts in the DOD supply chain, the Committee is seeking information 
from defense contractors and subcontractors, independent testing companies, and electronic 
component manufacturers about suspect counterfeit electronic parts. 

Tlie Committee has identified suspect counterfeit electronic parts that entered the U.S. 
military supply chain. The parts were sold by an independent distributor in China as new, authentic 
Samsung Video Random Access Memory KM4216C2S8G-50 parts. Enclosed with this letter is a 
test report from an independent testing company. The independent test report stales the following; 

• “Multiple abnormalities were detected while testing these components." 

• “Some package measurements do not match the specifications found in the 
manufacturer datasheet.” 

• “Variations in color and texture were found along tlie package edges.” 

• “The bottom surface of one sample exhibits markings when the other two 
samples do not.” 

• “Testing these components for marking permanency with acetone lifted a large 
amount of black material, revealing fine scratches in the original surface and 
confirming these parts are blacktopped," 

• “The size of the Pin- 1 dimple is different than that of the other samples,” 

• “Based on these abnormalities these components have failed inspection and are 
not considered to be factory original parts.” 

To assist the Commitlee with its inquiry, please answer the following questions: 

1) Does Samsung sell refurbished KM4216C258G-50 parts or have an agreement with any 
third party that would permit them to refurbish and sell KM4216C258Q-50 parts? 

2) Did Samsung use remarking or black-topping in its manufacturing of KM4216C2580- 
50? 
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3) Would Samsung recommend the usedfKM42]6C258O-50 parts with the anomalies 
described above? 

4) Would Samsung warranty KM4216Ca58O-50 parts that exhibited the anomalies 
described above? 

5) Please describe the short-term and long-term reliability and performance risks, if any 
exist, of using KM4216C25 80-50 with the anomalies described above. 

Please provide responsive information by October 27, 2011. Please send your response as 
an attachment to an email to llona_Cohen@anned-services.senate.gov and Btyan_Parker@armed- 
scrvices.senate.gov. If you have any questions or wish to discuss this request, please contact Senate 
Amted Services Committee majority staff Ilona Cohen (202-224-5089) and Bryan Parker (202-224- 
8265) of the minority staff. 

Thank you for your cooperation. 


Carl Levin 
Chairman 




Sincerely, 




John McCain 
Ranking Member 


Enclosures 
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ELECTRONICS 


SAMSUNG SEMICONDUCTOR, INC. 

Office of the General Counsel 

3655 North Href Street 

San Jose, CA 95134-1713 

Tel: (408) 544-4000 Fax; (408) 544-4914 


November 7, 2011 

The Honorable Carl Levin, Chairman 

The Honorable John McCain, Ranking Member 

Committee on Armed Services 

United States Senate 

Washington, D.C. 20510-6050 

Re: Inquiry re Samsung Video Random Access memory KM 4216C2S8G- 

50 parts 


Dear Senators: 

I am Vice President and General Counsel of Samsung Semiconductor, Inc., the North 
American sales, marketing and distribution arm for components made by Samsung 
Electronics Co., Ltd. I am writing in response to the questions posed in your letter dated 
October 20, 2011 and addressed to SSI President Charlie Bae. Please consider the 
following responses, and let me know if you have any further questions. 

Question No. 1: Does Samsung sell refurbished KM4216C258G-50 parts or have an 
agreement with any third party that would permit them to refurbish and sell 
KM4216C258G-50 parts? 

Answer: No. 

Question No. 2: Did Samsung use remarking or black-topping in its manufacturing of 
KM4216C258G-50? 

Amswer: No. 

Question No. 3: Would Samsung recommend the use of KM4216C258G-50 parts with 
the anomalies described above? 

Answer: No. Semiconductor components have limited useful lives. Without knowing 
the conditions under which the components were used and/or stored, it is not possible to 
project the reliability of a semiconductor that was manufactured over ten years previously, 
even if the part was good and merchantable when it came from the factory. 
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Letter to The Honorable Carl Levin, Chairman 
November 7, 2011 
Page 2 


Question No. 4: Would Samsung warranty KM4216C258G-50 parts that exhibited the 
anomalies described above? 

Answer: No. As stated above, semiconductor components are life limited, and their 
functionality after an extended period of time depends on how they have been stored 
and/or used. 

Question No. 5: Please describe the short-term and long-term reliability performance 
risks, if any exist, of using KM4216C258G-50 with the anomalies described above. 

Answer: One cannot expect such parts to function properly, or at all. It is difficult to 
predict the various failure modes that might occur. The most likely scenario is that the 
part would not respond to commands and would simply fail to operate, and there would 
be no data output. In the case of a video memory or processor chip, the image on the 
device display may be absent or degraded in quality. 

Samsung Semiconductor and Samsung Electronics are dedicated to providing the highest 
quality electronic components to our customers. We do not endorse or support any 
modification, reconditioning or refurbishment of our factory original components. 

Please let us know if you have any further questions regarding these components. 


Very truly yours. 



Terrence H. Cross 

Vice President and General Counsel 


SAMSUMG SECOHDUCTOR, INC. 3665 North First Street • San Jose, CA 95134-1713 • Tel: 14081 544-4000 ■ Fax: I4D81 544-4880 
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BAE SYSTEMS PLATFORM SOLUTIONS 


BAE SYSTEMS 


Supplier Corrective A<mon Request (SCAR) 


TAB 25 


CAR ID: 2195 Part Number: 908-60069-149 

Created By: CLARKCl Serial Number: NA 

Created Date: 12-JAN-10 Quantity Rejected: 300 

Issue Title: 

••Refurbished Parts - 906-60069-1 49** 

Problem Description: 

Brian, 

! hate to be the bearer of bad news, but it appears as though we received refurbished parts from Tandex, which 
resulted in a field failure on a flight critical piece of hardware, in order to understand the scope of the issue, we would 
aH3reciate your help In determining the specifics surrounding the parts, as welt as. the process breakdown that allowed 
these parts to pass the screening measures requested. 

Here is the timeline... 

November 2008 

Sonia notified Rex that Tandex had found 300 more pcs of 906-60069-149, which was obsoleted in 2002. This is Xilinx PN 
XC3042A-7PG84M. Rex requested that PSPP Flow Sheet Step 1 be completed along with pictures. 

December 2008 

Rex got engineering to fX’ovide an Advanced Sates Onler to procure these parts as a lifetime Buy (ITS) to support several 
modules. The Step 1 1nformation and pictures were passed to engineering, who completed Step 2 of the flow sheet 
requesting 100% visual inspection, including physical dimensions and marking permanency, along with some other testing. 
(See attached.) Rex then placed P0 128235 for 250 pcs (Irving) and P0 128245 for 100 pcs (50 eventually shipped to Fort 
Wayne & the other 50 were cancelled). P0 128235 Included a $1500 cha^e for screening. 

January -June 2009 

P0 128235 50 pcs were received every month. (Jan. - May) 

P0 128245 50 pcs were received in June. (R Wayne) 


November - December 2009 

BAE received word that an Ice Detector module failure at Boeing was root caused to U46 (PN 906-60069-149). The 
technician noted that he could hear something rattling around Irtside the module when it was removed from the plane. 
When he opened the box, the part had actually fallen out of the socket. The factory purged the rerrraining stock to OCA and 
the parts were reviewed for any potential non-conformances. The results of which are as follows: 

visual inspection was perrotrried on 249 parts currently in QA Review. (We have an additional 50 pcs in Fort \Afoyne that 
are being sent to ir^ng.) 


We ha\re parts with multiple date codes: 


D/C 0239 Lot X30008M 
D/C 0237 Lot X30008M 
D/C 0226 Lot X30008M 
D/C 0218 Lot X30008M 
D/C 9920 LotX2^27M 
D/C 9925 Lot X23528M 
D/C 9933 Lot X32175M 


Qty 90 pcs 
Qty 8 pcs 
Qty 86 pcs 
Qty 15 pcs 
Qty 8 pcs 
Qty 39 pcs 
Qty 3 p<» 


Parts with date codes 0239, 0237. 0226, 0218 have the following inconsislencfes: (See attached pics for examples.) 
- different ceramic body size 


The information contained in this document is the property of BAE SYSTEMS Platform Solutions and ftifff^er 
dissemination is prohibited vwthout die written permission of BAE SYSTEMS Platform Solutions. 


BAE Systems Proprietary Information 


BAE005298 
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BAE SYSTEMS PLATFORM SOLUTIONS 


BAE SYSTEMS 


Supplier Correcdve Action Request (SCAR) 


• different size of n^ital tab 

' repainted metal tab &aces of mas)^, duit gold color, traces of sprayed (i^int on sides of ceramic bod^ 

• same date code, same lot {»its come with differam cerante txxty shape 

> same lot code is used for four different date codes ^ parts manufactured in bottr USA and Pbfiii^es) 

• signs of resurfac^g 

• bent leads 

- beiff shoufoers on comer pins 

• peeing coating (suspecting that were repainted) 

- differerrt ier^h of i:^ (not meetii^ manufacforer's datasheet min specificatimi) 

' nld^s and on »irface of pins, evidence of reshapfog/straighten^ {^s) 

' mfoor (^Ips on sides of cerarr^ tfody 

Ail foese symf^ms are very charaderistic for reforbished/oounterfoK parts. 

Date: 12-JAN-10 

Supf^ier Contact Name; Brian Peale 

To: Supplier Name: TAhTOEX TEST LABS 

Supplier Site: IRW1NDALE CA 91706 
E-ma»Z; 

Supplier RMA #: 

Response Due; 11'FEB>10 

A nonH^nformanoe been dlsco^rared on product or services provided by yoitf company or subcontractor aiKt is 
descrit^d atfove. Please provMa corrective action response to the BAE Systems Suppllw Representative idantitled below. 


The response rrust be rec^ved. reviewed for slequacy and approved by BAE Systene on or before the documented due 
date. Your company status as a supptier may be placed fci a delinquent state if tMs cr^ctlve acfi^ request is not received 
by that date. 


If your investigation deiermbes foat BAE Systems is at fault, please Indicate that m your cormcttve action response. 


CORRECTIVE ACTION RESPONSE 

Please addr^s me foliowtng items In your written response by the requested due date. 


1. Confirmation of issue de^^lffiion stated above 

2. Root cause of issue 

3. Reason is^re was not detected 

4. Immediate a^ionfs} taken to ci^re^ issue 

5. Proposed corrective a«lon(s) to detect and prevent liturc occurrence 

6. Detailed invienffortlatton plan of the proposed corrective act}on(5) 

7. The date atktfor serial number effectivity 


The infimmfiort in thhr document Is the property of BAE SYSTEMS PiBtform S^kws and further 

dissemination « pnrtilbihwl vwth«jt the written perrrtssion of BAE SYSTEMS Pletform Soluttone. 


BAE Systsms Proprietary Information 


BAE006299 
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BAE SYSTEMS PLATFORM SOLUTIONS 

Supplier Corrective Ac^cm Request (SCAR) 


SAE SYSTEMS 


Origirurtof SRe: IrsringTX 

BAE S^TElwra CoiRact Name; Carr^ MizeK 

PHone Number: ||||||^h||||||||h 


Tfie infiiKimVon cor^ined in dil« document Is the propeity of SAE SYSTEMS Sc^c^s and Nrdier 

disseiTfttaflon is prohibited vnthoutd^e written permission of BAE SYSTEMS Platform Sdutions. 


BAE Systsms Propriatary Information 


BAE008300 
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BAE Systems Proprietary 


TAB 26 
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TAB 27 


SDR Clcffiure TemplaK (delete snswen that ate not applicable) 

SDR RFA Number; A67500018SO 

SDR Subject: ICE DETECTION MODULE ASSEMBLY 

Supplier NOE: (Y«) 

RFA Originator: Riirbacb 
Liaison Bnpneen Rohrbach 
COSP Number (if applicable): 

Service Engineer: Robert Kertesa Phone Numberj 

Project Engineer: JeffLook 

Estimated/aclual number of aiiplanes or spares affected by issue: 

C(»t impact ofissue to operator: (High) (Medium) (Low/None) 

Safety Determination: (Airplane Safety) (Peisonal Safety) (Not Safety) 
(if applicable) (Addressed by existing action. Reference; ) 

Safety Board (if applicable): (EIB) (SRB) (Cross-Model SRB) 

Safety Process Reference Number: 

SRP Number (if ^plicabie): 

Basis for safety/not safety determination; 


Planned In-Savice Action(s): (provide complete description of in-service corrective 
action(s), such as inspection service bulletin, pans replacements, etc. and the method to 
implement the corrective actions) 

NAR 

Change Process: (MRR) (PRR) (BCS message) (None) 

Change Process references): 

Reason for In-Service Actioii(s): (provide complete justification and/or analyses, if no in- 
service action is needed, please provide justification for no action) 

Components may have a somewhat lower reliability, the engineering consensus is that the 
units can remain on the airplane and be repaired on an atrition basis. 

SDR Data (Juality Feedback: (missing information, wrong part numbers, incomplete 
problem description, etc.) 

Would earlier SE involvement in the investigation of this issue helped speed resolution of 
this issue? (Yes) (No) 

If yes, why? 


Boelr^ Proprleteiy 


TBC asms 
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TAB 2 8 






li#m Humb&r: ZVD-P-8-TR-KSEA-11^389 


Subjesi; !C£ DETECTION MCX3ULE ASSEMBLY 
Qm Created: G8/17/2Q11 18:58 GMT 
Status: Create Response 


Inquiry Dale Approved: 08/18^011 13:25 GMT 


Priority: Cnticai Date Due: 08/22/2011 

Location: Seattle (KSEA) 

ATA: (2400*00) Beciricai Power - General 

Asset Number; YP004 Moeteh P-8A ( Une; 2931 BUNO: 167954 ) 

Cycles: 0 Hours; 0 


Inquiry Type: Airplane 
Requestor: 

Orsanizarion: 


External Oocumenl # 
Operator: 


Part Humber: 

Part N^enelatum: 

Serial Number: 

Sultabie Sub/Vendor Part Number: 
Sotwam Version: 

Cage; 




References: 

IREFOES: 

Recurring Condition: Yes V No | 

IReasen for Inquiry: v; 

1 

Affected Unit: YP004 

Atthe next available opportunity please replace the electrical equipment P5 overhead module 
installation, P/N 69-78533-1 from.BAE, U is suspected that the module maybe a re-vyorked part that 
should hot have been put on the airplane originally and should be replaced immediatety. Bease contact 
BAE for an accep^We r^acemenf^part. 

Inquiry Author:.Avjla, Steve 

PhonorJE J 

inquiry Appraveri^ilohnson, Dan 

Date: 13:25 GMT 

inquiry Approval Comments: 

Phone: HHHHB 

Inquiry Assignor; Johnson, Dan 

Data Assigned: 08/18/2011 13:25 GMT 
Assigned To: McDowell, Joel 

Comment; 

Phone : SBSSSSS 


Export NoSceiTha infonnalion disciosed her«und»r ^kide United States erig« tsshnicd data. Aocwdingly, the raesiving 
psty Is rasponsiWe !<«• cwnf^ing with and assure ihs dsctesing party Ihaa it wSi comply svilh aii export reguialions of tse United 
States, inciudng t>® U.S. of State Intematkwtd Traffe ai Arms Regulations (Title 22 CFR Parts 120-130), the U.S. 

Departmani of Ckimmercs Expert Adninistration ReguiatiorKs {Title 15 CFR 768-793), ar^ any other U.S, Governme^it fsguiafesns 
applicable to th® export or dsctosure of such conlroited tedir^l data {or the products thereof) to Foreign Njaicwais, whether witt^n 
or without the U.S. hciuding those employed by w othwwse associated wtttt the receiving party. 
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De’ARrilENT OP THE NAVY 

MWVlilJW IL Mm MUHa 
mHiUKiioMMuMtm 
mTiemNVEii,MmuwoiKrMitr 


MnanirMRiiia 

••rWMU.vn'MI 

31 Oct 2011 


CcHupaay 

Attn: It&.Mta»iCadKn 
77SS Baa Itapiol WiV 
P.O.B«c37OT 
S«atfle,WAM124-2499 

CONTRACTOR USE oP‘t:ou^^raRI®rPAR•re 

Ref: (a) N000I9M39-C-0022 

(b) NOOOI9-04-C-3I46 

Deacttfe-Calsoii: 

1. Ibis letter servea to lemindTbeBoeiiig Company df its oUigation to Msore that delivoablra made 
nnder i^steoces (a) and (b) ace in ctHifiaananoe with conttactnal Rquiiemenls and do iu>t contain any 
‘^minteifeit" matecial. 

2. Reference (a). N00019^}9-C-0022, Statemoit Wosk (S0W)iMn«ia^ 3.1.4.I.2, Mateciai 
Review, states ‘Tbecontractar shall ctmstnictiecoids of nonconfonning material. All nonconfaiming 
matecial shall be identified and IcqitsqMuatefKMn the pcodoctiiWFnxeasimtil disposition, the 
contractor shall conduct a Material Review Board (MRB) to (fiqiositioattonconfonning material The 
coatc8ctorsl»nobtainQovetiuiieotq)provalfcx'‘tiseasis'’ortq>airdispoaitioD8«d>endie ' 
nmiGonfonmng material affects safety, health, peribnnance, inteniiaageabiliQt, celiabiliQr, 
nnintainability, fimcdoa. or weight “Use as is” and n^wirdi^orititmstfam require MRB review diall 
be doormen and provided at die time of aecqttance as suppmting documentation.” 

3. Contract clause 2S2.246'7(IQ3. Notification of Poteidial Safety Issues, which is part of te&mice(a> 
leqniies the contiaaor to notify the cognizant Administradve Conttacting Officer (ACO) ud dm 
Frocmuig Contracting CMBcarfPCO) as soon as {nacticaUe but not later than 72 bows ato di«»>v«y 
of aOiumconfiMinaiKxsav deficiencies that may result in a safstyin^iact 

4 1heChiv«nm«M’sporitionisthataciy“comiteifrit”inatBtidiecrivedin<»»|ji]nctioawidid» 
aeottion of the above t^imiced contcacti is nonconfotming material md riudl be immediate^ 
i^ioried to the Gov«mmsnt 

S. In the eviatt The Boeing Cwnpany is made aware of any "ctnmterfidt" materials present on any 
airctaft ud/or riimaft systmn pto to m after deHvety to the OoveRuneait is made, irmnediate 
iKttificatkHi Aonld be made to tire cognizant ACO and tile PCO. 
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6. ThtsleaerdKwIdixtf becoBs(iuedasaaabljg^icn<scommiti»mtondiepait<rf'ttieOovmimRit 
ofai^Und. 'nii«l^tarcoo^tiilesiioaodi«iz^onf«'t]iGt«aseis;(leaeueiii«Morsdieduleti> 
ief«nice (a) Mtd 0)>, w tny ottia'coatnct io force bttweea die Govemmest ami The BoNiig 


tfymliave 


petMiig to lUs plMse con&Kt die at 

Lgmmmt- 


O^yto: 

PMA-290; CAPT S. DUloii 
DCMA Seiode; Detan 


Sinceiefy, 




Claie C Causal 


Ccmtiacting OfiScer 
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St:SASM COlf\S 
t^SOSlVaSiKAW Sw-'IMCAPO.'S* 
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UAN'DVlTTFK 


United States 3cnatc 

COMMITTEE ON ARMED SERVICES 
WASHINGTON, DC 20510-6050 


HtCMWiCJ £i DtEOHiS. S!ATF BlRECrCE 
i!AVIl!M VflBlilliR UIBOFRTVSTAH ElRFCTOfl 


October 20, 20 1 1 


Mr. Moslic N. Gavrielov 
Preskiciu and CEO 
Xilinx, Inc. 

2100 Logic Drive 
Son Jose, CA 95134 

Dear Mr. Gavrielov: 

Coiinlorfcit electronic pans in tlic Department of Defense’s (DOD) supply chain pose a risk 
to our national security, the reliability of our weapons systems, and the safely of our military men 
and women. Government and industry share a common interest in ensuring that the DOD supply 
chain is free from these parts. As part of an inqiiio' by the Senate Armed Services Committee into 
suspect counterfeit electronic pans in the DOD supply chain, the Committee is seeking information 
from defense contractors and subcontractors, independent testing companies, and electronic 
component manufacturers about suspect counterfeit parts. 

The Committee has identified suspect counterfeit electronic parts llial entered tlic U.S. 
military supply chain. Among those arc parts that were sold by an Independent distributor in China 
as new, authentic Xilinx XC3042A-7PG84M programmable gale arrays. Tlic purchaser of the 
suspect parts reported that they exhibited the following anomalies; 

• “Different ceramic body size" 

• “Different size of metal labs” 

• “Repainted metal lab (traces of masking, dull gold color, traces of sprayed paint on 
sides of ceramic body)” 

• “Same date code, same lot parts come with difTcrent ceramic body shape" 

• "Signs of resurfacing" 

• “Bent leads” 

• “Peeling coating (suspecting that pins were repaired)” 

• “Different length of pins (not meeting manufacturer’s datasheet min specification)” 

• "Nicks and dents on surface of pins, evidence of reshapingJslraighlcning pins” 

• “Minor chips on sides of ceramic body” 

• "Noticeable major scuffs on a couple of parts on the marking area” 

• "Some parts have different color and font written of ‘Philippines’ on the backside of 
the part” 

• ‘‘Noticeable major scuffs on a couple of pans on the marking area” 

• “One part is completely missing a lead” 

• “Philippines text on back of several parts were off centered from the rest of the date 
code” 
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To assist the Committee with its inquiry, please answer the following questions: 

1 ) Docs Xilinx sell refurbished XC3042A-7PG84M programmable gate arrays or have an 
agreement with any third party that would permit them to refurbish and sell XC3042A- 
7P084M programmable gate- arrays? 

2) Did Xilinx use remarking or black-topping in its manufacturing of XC3042A-7PO84M 
programmable gate arrays? 

3) Would Xilinx warranty XC3042A-7PO84M programmable gate arrays that exhibited the 
anomalies described above? 

4) Please describe the short-term and long-temi reliability and pcrfomtance risks, if any 
exist, of using XC3042A-7PG84M programmable gate arrays with the anomalies 
described above. 

Please provide responsive information by October 27, 2011. Please send your response as 
an attachment to an email to Ozge_Gu/.elsu@armed-scrviccs.scnate.gov and Bryan_Parkcr@armed- 
serviccs.senatc.gov. If you have any questions or wish to discuss this request, please coiitact Senate 
Amied Services Committee majority slalTOzge Guzelsu (202-224-8922) and Bryan Parker (202- 
224-8265) of the minority staff. 

Thank you for your cooperation. 




Sincerely, 


John McCain 
Ranking Member 



Carl Levin 
Chairman 
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i: XILINX 


October 26, 2011 


Honorable Carl Levin and Honorable John McCain 
United States Senate 
Committee on Armed Services 
Washington, DC 20510-6050 

Dear Senators Levin and McCain: 

This letter is in response to your letter dated October 20, 201 1 asking us to assist you with your 
inquiry into the risk that counterfeit electronic parts pose to the military supply chain. Provided 
below are our answers to your questions. 

Question: Does Xilinx sell refurbished XC3042A-7PG84M programmable gate arrays or have an 
agreement with any third party that would permit them to refurbish and sell XC3042A-7PQ84M 
programmable gate arrays? 

Answer: Xilinx does not sell rellirbishe'd materials nor do we authorize any third party to 
refurbish or sell devices that have been refurbished. 

Question: Did Xilinx use remarking or black-topping in its manufacturing of XC3042A-7PG84M 
programmable gate anays? 

Answer: Xilinx did not perform black-topping in its manufacturing of XC3042A-7PG84M but 
Xilinx did occasionally reraaik this part type with a manufacturing qualified demark process 
followed by a remark using qualified black ink. A given part can be remarked as another part as 
long as it is the same device type and it meets required specifications for speed, power, and 
temperature grades. The remark process, which enables more effective inventory management, 
can only be performed by Xilinx or an authorized supply chain partner. 

Question: Would Xilinx warranty XC3042A-7PG84M programmable gate arrays that exhibited 
the anomalies described above? 

Answer: Xilinx would not extend warranties to any device that was not purchased directly from 
Xilinx or an authorized distributor as stated in oin standard Terms of Sale. This information is 
detailed on our public website as follows: 


Authorized distributor list: litlp://www.xilinx.coiii/coiTipanv/contaci/auth-disti-table.htm 
Warranty: hllp:/ /w ww.xilinx .cii m/warr3iuv.liim 
Terms of Sale: lillp:/Avww. xilinx. coin/lepal.hlnii/los 


m«a.5SS.7778 FAX 40S.559.7114 
2100 LOGIC DRIVE SAN lOSE, CA 95124-S400 


WVJW.XaiNX.COM 
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H XILINX. 


Question: Please describe the abort-term and iong-tenn reliability and petfomance risks, if my 
exirt, of using XC3042A-7PO84M prc^mmable gate arrays with Ae aaonalies described 
above. 

Answer: Based on Ae dwmption provided on the subject detrioe, we would cwisirka Ae device 
to be of dubious origin. The device may have been reclaimed and potentially expcmed to 
excessive heat in mder to disnxtunt them fiom a circuit board. These cases pore a sipificatd 
reliatnlity risk owing to Ae potential exposure to excessive solder heat and electro-stetic 
discitetge (BSD) damage. With resitect to BSD, there are many potential damage mechanisnis that 
could have affitcted Ae ^vices. Some of there could be catastrophic; others may oreate a dius»ge 
meehamsm tot is latetrt for an tmdottamined amount of time. WiA to d«»criptions protAAd to 
this letter, we believe that excessive solder heat was likely used m conjunction wdA meehanicsd 
twnora! tectoiques. The combination of tose events calls into question Ae tat^ty of to 
devices and would have erqx^ed than to potential BSD damage ss well. Thmi^ Ae devices may 
imtially function, it would be next to inqxKsAle to predict what amount of life is remaining, <» 
what damage may ha>te been caused to the circuitry. 

We hope that Ais infomiation will help y<m in your inquiry. Should you need any further 
assistance, please contact me directly; altoitfiwly^TOur staff can contact Craig Taylm (email: 
— j^oixilinx.com and telephone;||||||||mH^ from our corporate (piality or^ization. 


Sincerely, 



m«»,5».7rt8 «B<«a.s$i.Mt4 
UaSUISICaRIW SSNX»l,<»ISil4-34te 


v»ww.xia«x-c»M 
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I 11.38 


JbimBeM(^eMI} | MD0(» 

! tW«J SutpKt Co«nlirf»lt Wwaeifttflt Xilfcw FPOA “ 


T«chnlcM CoMKt : 

Jeff iMawka 

HfgPOC: EdCwhmtni 
U^Nme: HomjAWB inUmaaEMri ftie. 


I JcffMitrT^ 


111Sw^ Zm Smi. Phtwrtx. AZ ^034 


Od^nri OooumcRt NtH: 


} ) in4touM 


! DtwnlpUwi ofProMMn 
;At ts / ShoiBd fi« CmdMtm; 

'C>17 (ubcontricter HomywtB hn tvpertod tut }^a XC4006/XC40ME PPOAs pneund hpin {nd»p»nd«nt br^(»f> Ztricofl and Saiai^ in 2O0S am 
^stspeet eoun( 0 Wl paite. Ssma paetoflM had ineanKt die. odwri had (Maminatien ialuma. numarHia paeaaQM ware mvfcad iiKorract lot dale 
jso(^ and aome hw« rdaBde d . HonayvraR aMad OmI til elUw FPOAa pnemad from Oeih Serenity end 2atcon ahowed evldaifce of hawns been 
framaduid. Refafenea asaaiied K«wywaM Whte f%par and Failure Antu^ Report for Oalala and i^luea. 

iTtta are UMd onme ^dao Protaaaor MoMe uMcti H • cirouH oard ataamoiy httie Honaywtil MIS-37B. 17)0 Olattnea MesaiFins E(|i4pm(Nft 
;^E)WMtiH^na»f»d atRe«nond. WAand marwfacturad itiMalaytia. In March ofSOMOMEmamifacturine was tranaramid from CXaiha, Karvaa to 
I^Rtixi. Mtiayeia. 

|iiMHVwti!p«tr«»toari20813M-<)006 pCHtox XC4006-6PC«4i or (XC40CI6E-4PC84I» loi dale eodea conaldtied luapaeia era; 


Zaleon 

0919 

!o 308 (invattipaitofl nti eompiati) 

Wsona Taken to F^vent FlMurranca: 

j Short lennHonaywaa wi add new preeaaaae aueh ea etoelitoal (eating and pearly upeeraamno totfwiraxlalii^ proceaaea inpiaea todatect countartkHing 
|{Relai«ne« anachad Procedure fSPOC 4 to on M on eywal Pert Authaftieky Teatino}. Long taim « id replace tot pert with toe aW OEM procurable XiHnx 
jeomponaM XC 40 I<£. N^: AcVone ate betog reviewed and updated ao future wmte Piper revitiona wiff tuitoer deles Kttone to pteverx recurrence. 

^Suggeationt / RecomtnendaSone: 

jl^aeca rea^mf back ip toe C '17 Protown if you have uaad eny oftoeaa parts, ainee Boeing wanta to capture any other product that might be in^ie^d. 


Pepar 7 HMeyvnN! 0 ME 47 B XSnx Parte tasua 7 Boeing Appfleeltons 7 Rev J dated Oacambar 9. 2010 
iFahjre Antiyeia r^«lf 60193 M (datod 2 Dec 2010 , date coda: 0421 , Xatox me XC 4006 & 4 PC 94 I) frotn HoneyweH on the Xinx Suspect Parts toaue 
iHtHneyeM Part Teattog Procedure 8 POC 410 


: Modified By; joann Belli (339609) 


Page 1of2 

iktofng PropHetaiy 

exstilbUkto Lknitad to; r<MitocHized Soting IQEXS Useri who ttoderaland their panonti raaponafMkty and eccou^bfHy ^ toe |»i^ handing of tNsir^winiien in 
KCMdtiK# wSi F^tokjre ^^34727 ra^ramenta. and nat> 9 eaing Uaara spacitieaiiy approvad by toe )Q(^ Syetama A^Mstrtior. 


Boeing Prc^leary 


TBC 0^629 
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MAR-Oa^ll 06:32 PU 


i S^3«cial Flag* 

' CuiTwit An^mmat jn^nattpn 
! WericIlMtiigK 


' (^Kde: iSAifSS 

I tas^piaa: 


I Dtpt: j 



l«S254_S>133l-1_X*f«J>«1_ioLp<Jf 

1«»254_{»IE_Sc8r«01t«dJ2_«.2Oi1_wMejwpet.rwLJ.ptf 

16352M_8POC_418„-_SCiW_le(ivt^ pdf 

Jo»m BtiM {3»80B) 

Joann B«N P39808> 

Joann B*M (339808) 

28-OEC-10 11;4S 

29^0-10 11:48 

ssoec-io if:« 


Pag« 2 Of 2 

BCHHng FK^NtWtvy 

Qls&tMHon UrnHvd lo: Atif^tizcKl IOD8 Uim wlw tfKteraland th^ p«r^ rMponsfb«^ and sceeu^iA)% for f« pr^r Nint^ of Ml lnfcxTT»tlon ^ 
aceofdKV* wffi f^>»dur« PR04S27 rvqt^nmtntt. and non-eo«lng Unr* apaelfcatly approvtd by Uw IQOS $y^»n» A^nMator. 


Boeing Prt^etery 


TBC 022630 
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[Whereupon, at 3:07 p.m., the committee adjourned.] 

o 



